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“A year-and-a-half after the President signed a law that replaced

a hundred years of monopoly in communications with a commitment
to competition, we should ask: is it working? Will Congress and the
President see their intentions come true?””!

—Reed Hundt, Chairman
Federal Communications Commission

tions Commission Chairman Reed Hundt echoed the concerns of countless policy-

mcxers when he asked, “is it [the Telecommunications Act of 1996] working?”
Policymakers are wondering whether their laborious two-year struggle to deregulate the
communications industry will prove to have been worth the effort. Many on Capitol Hill
realize that the Telecom Act has not lived up to expectations and, on many counts, has

been a failure.

The intent of the Telecommunications Act was to bring competition into a traditionally
non-competitive, monopolistic industry by replacing regulatory mandates with free-mar-
ket policies, especially consumer choice. In reality, however, it has not fulfilled these
goals. As Robert W. Crandall, Senior Fellow in Economic Studies at the Brookings Insti-
tution, has explained, the Telecom Act “continues and extends a regulatory framework
that is a proven failure.”? Not only has Crandall offered harsh criticism of the Act, but he

I n a recent speech at the American Enterprise Institute, outgoing Federal Communica-
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also has proposed its reconsideration, arguing that “Not only has the act extended the
shared regulatory authority of the Federal Communications Commission and the states,
allowing both sets of regulators to continue their regulatory distortions of telephone rates,
but the act has also prescribed a major extension of regulation.”3 As Harvard Law School
constitutional law scholar Laurence H. Tribe stated recently in The Wall Street Journal,
“The only point on which all parties agree is that the law isn’t working as intended, and
that American consumers are still waiting for free and healthy competition in communica-
tions services.”

Even though the 104th Congress’s attempt to deregulate the communications industry
has proved to be ineffective, the desire to implement reforms continues. A new deregula-
tory effort initiated in the 105th Congress could help to solve many of the problems asso-
ciated with the Telecom Act. On July 30, 1997, Representatives W. J. (Billy) Tauzin (R
LA), chairman of the House Telecommunications, Trade and Consumer Protection Sub-
committee, and Richard A. White (R-WA), chairman of the Internet Caucus on Capitol
Hill, along with other members of the House Commerce Committee, introduced H.R.
2372, the Internet Protection Act of 1997, to keep the stifling hand of regulatory micro-
management off the Internet.

The Internet Protection Act (IPA) offers a radical and refreshing break from the old
model of regulatory control embodied in both the Communications Act of 1934 and the
Telecommunications Act of 1996. Specifically, it would insulate the Internet from the
reach of the current failed regulatory regime by amending the 1934 Act to create a new
Section 231 on regulation of the Internet and interactive information services. The lan-
guage of the proposed new Section 231 clearly supports markets over mandates: “In order
to support rapid and efficient technological and commercial innovation, deployment, and
adoption of Internet information services, it shall be the policy of the United States to rely
on private initiative and to avoid, to the maximum extent possible, government restriction
or supervision of such services.”

To make sure that bureaucrats could not evade Congress’s intent, the IPA outlines in
meticulous detail the actions which federal and state regulators would be prohibited from
taking. For example, public officials would not be allowed to engage in:

+ Regulation of “the rates, charges, practices, classifications, facilities, or services for
or in connection with the provision of Internet information services to customers”;

« Regulation of “technical specifications or standards for the provision of Internet
information services”; or

+  “[A]ny other regulation of the provision of Internet information services.”

If accompanied by other specific statutory reforms, the framework established in the
Tauzin—White bill could serve as a new and better model for Congress in dealing with the
entire telecommunications industry to ensure that competition and consumer choice in the
United States develop more rapidly.
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WHAT’S NEEDED: A FRESH APPROACH
TO GOVERNING THE COMMUNICATIONS SECTOR

That the chairman of the FCC should ask whether the Telecommunications Act of 1996
is working while, at the same time, his agency helped cause many of the problems that
developed after the Act was passed is not without irony. At nearly every turn, the Federal
Communications Commission sought to expand its authority over the telecommunications
industry rather than allow market players and industry consumers to make their own deci-
sions. The FCC, as an aide to Representative Tauzin recently remarked, “in recent years
has tried to become a Department of Justice, an EEOC (Equal Employment Opportunity
Commission), a tax collecting agency, a Department of Education, and right on down the
line.” As noted by Thomas J. Duesterberg and Kenneth Gordon of the Hudson Institute in
their new book, Competition and Deregulation in Telecommunications: The Case fora
New Paradigm, “the early evidence is that the FCC would prefer to manage the transition
to a competitive landscape rather than achieve its goals simply by relying on market
mechanisms and removal of legal and economic barriers to entry.”

Yet, despite such criticism of the FCC, the real fault for the failings of the Telecom Act
lies with Congress. The 104th Congress did not just give the FCC the ability to impose a
remarkable number of new rules on the industry; it also failed to prevent the FCC from
using rules already on the books to continue to harm the deregulatory cause. In a sense,
the 1996 Act allowed the FCC to make an unprecedented power grab and agency bureau-
crats to impose their own version of industrial policy on an already overregulated sector.

As a result of shortcomings in the Telecom Act, the increases in service rivalry and cus-
tomer choice that Congress and the President expected have not developed. Worse still,
many industry observers and officials now openly fear that the reach of the Telecom Act’s
failed regulatory apparatus will spread to newer and more competitive factions of the
communications sector, such as the Internet and interactive computer services industry.

Not surprisingly, many policymakers and regulators like Hundt have proposed strength-
ening FCC authority to deal with these problems rather than relying on real deregulation
and consumer choice. In other words, in typical Washington style, one bad law could very
well beget many additional bad laws which would make the predicament even worse. Cato
Institute Senior Fellow Lawrence Gasman aptly summarizes the current situation: “As has
happened so many times in the history of telecommunications, industry is being shaped in
Washington and not in the marketplace.”’ Washington Post columnist Robert J. Samuel-
son concurs, noting that “Washington trumpets phone deregulation, but it’s still regulating
merrily away.”8

The answer to Hundt’s question “is it working?”” must be a resounding “No.” Congress
needs to consider a new framework for governing the interactive computer services indus-
try before more damage is done to this important sector of the American economy.
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The IPA as New Model. The explosive growth of the Internet and the interactive com-
puter services industry has been both rapid and unprecedented. It also has not gone unno-
ticed by Congress. As the Internet’s popularity has grown in the media, in academia, and
among Americans generally, Members of Congress have introduced a succession of bills
to deal with issues surrounding its use, including Internet taxation policy, copyright pro-
tection, content controls, encryption policy, gambling, and privacy concerns. The Internet
Protection Act introduced by Representatives Tauzin and White would establish a legal
firewall between the new interactive computer services technologies and all other tele-
communications technologies which have been heavily regulated in the past. Under H.R.
2372, public officials would have no authority to regulate the rates, facilities, or service
standards of either the Internet or companies in the interactive computer industry.

In this sense, introduction of the IPA represents an admission by federal policymakers
that the old regulatory model, created under the auspices of the Communications Act of
1934 and extended in the Telecommunications Act of 1996, is an ineffective and poten-
tially destructive way to regulate dynamic technologies like the Internet. Donald McClel-
lan, Jr., Senior Fellow for Communications Legal Policy Issues at the Progress and
Freedom Foundation, appropriately labels the IPA “a containment policy for protecting
the Internet from regulation.”

Such a firewall is essential; it would be disastrous if the confusing and convoluted regu-
latory apparatus currently governing other sectors of the industry broadened its reach to
encompass an increasing number of Internet services and technologies. An important new
study by the MCI Communications Corporation acknowledges that this would be the case:

[While the Internet is intrinsically a global system, many policies have been
formulated and laws passed that seem to reflect only the most parochial of
perspectives. And while seamless infrastructure is, and will continue to be,
the Internet’s most essential element, public policy has often appeared any-
thing but seamless—producing patchworks of conflicting laws and
policies.10

Furthermore, the Clinton Administration recently released a surprisingly free-market-
oriented document, The Framework for Global Electronic Commerce, which argues fora
“predictable, minimalist, consistent and simple legal environment for [electronic] com-
merce.”11 As the Administration document correctly notes, “Existing laws that may
hinder electronic commerce should be reviewed and revised or eliminated to reflect the
needs of the new electronic age.”12 During the press conference announcing release of the
Framework, President Bill Clinton argued that the Internet “should be a global free trade
zone...with minimal regulations and no new discriminatory taxes. It should be a place
where government makes every effort first...not to stand in the way—to do no harm.”3
The Internet Protection Act would facilitate the development of such a “global free trade
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ne” for the Internet by providing such a “minimalist, consistent and simple legal envi-

ronment.”

Improving the Internet Protection Act. The sweeping prohibition of regulatory activ-

ity in the Internet Protection Act clearly is the most market-oriented telecommunications
policy advanced by Congress in recent years, but it can and should be made even stronger.
To strengthen the impact of the IPA, Congress should consider three minor modifications:

Exempt the Internet from the FCC’s universal service proposals. Congress must
state clearly that Internet-based and interactive service technologies will be exempt
from universal service proposals and proceedings underway at the FCC. Currently,
FCC regulators are exploring alternative methods of subsidizing new industries and
technologies; the risk is becoming great that Internet and interactive services technolo-
gies could be regulated directly or indirectly in the future as these new subsidy pro-
grams are created. Congress should prohibit the spread of such subsidization schemes
to Internet-based technologies, since they will be accompanied by new regulations as
well.

Narrowly define encryption regulation. The IPA contains a clause that would allow
the FCC to ignore the Act’s prohibitions when “necessary to protect national security
or network reliability, or assist law enforcement....” Although this policy may sound
sensible in theory, it would open the door for the FCC to impose extensive and intru-
sive regulatory burdens on Internet communications through encryption regulation or
other types of technology controls. Policymakers would be wise to craft such exemp-
tions as narrowly as possible so that their applicability is limited to threats that are
both strictly defined and realistic.

Reverse the burden of proof. The IPA includes an excellent section which demands
that the FCC refrain from regulating telecommunications providers who eventually
enter the interactive services business. However, the bill’s language would allow the
FCC too much leeway in determining whether forbearance is warranted. Instead of
giving the FCC open-ended authority to grant forbearance on any timetable and in any
manner it might choose, Congress should reverse the burden of proof and demand
mandatory forbearance once a firm enters the interactive services business. The FCC
then would have to make a case for not granting the firm such freedoms under the IPA.

If these specific weaknesses were resolved, the Internet Protection Act could serve as an

effective shield against intrusive and unneeded federal regulatory micromanagement of
the Internet and interactive services.

THE BENEFITS OF BROADENING THE SCOPE OF THE IPA

The policies embodied in the Internet Protection Act could benefit all communications

technologies, across the board. Congress would be wise to consider that broadening the
Act’s application could revolutionize how the American telecommunications industry
operates. The three improvements outlined above would strengthen prohibitions against

13
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micromanagement, but Congress also should explore ways to broaden the [PA’s scope to
include related industry sectors that remain trapped under the old regulatory regime.

If Congress fails to do this, some of the older, more heavily regulated companies—such
as those involved in wireline telephony, cellular telecommunications, cable, and broad-
casting—at the very least might claim that Congress is targeting the Internet and interac-
tive technologies for special treatment under the IPA. Conceivably, traditional
telecommunications sectors might demand that any new industry segments and technolo-
gies be subjected to the same failed regulatory apparatus under which they themselves
have been trapped for the past six decades. There are at least two important reasons why
this would be a mistake.

First, adopting the Internet Protection Act would serve the old sectors as well as the
new interactive service sectors. It would allow the older firms to deploy the new broad-
band services and technologies which would be exempt from traditional types of price and
service regulation.

Second, adopting the IPA could open the door for broader, industry-wide regulatory
forbearance and deregulation.

Therefore, instead of opposing the Internet Protection Act, the well-established and
overregulated companies should encourage Congress to expand its policies and grant all
telecommunications companies the same freedoms it currently offers, or proposes to offer,
Internet providers and users.

By successfully incorporating older technologies, services, and companies under the
IPA’s umbrella of regulatory protection in this manner, Congress would establish a policy
that upholds the importance of the telecommunications sector to the future of America. In
effect, it would send out the message that a “most favored” status should apply to impor-
tant sectors of the U.S. economy as well as to foreign nations. In the field of trade policy,
most favored nation (MFN) status is granted to countries involved in global free-trade
agreements to ensure nondiscriminatory treatment for their exports. MFN does not mean
that one country (or, in this case, one telecommunications sector) is more favored than
another. It simply means that everyone is operating on the same legal footing or level
playing field.

Policies that work well within the international system of commerce will work as well
for U.S. telecommunications policy. Placing everyone on the same level playing field
should be at the heart of all telecommunications policy to ensure nondiscriminatory regu-
latory treatment of competing providers and technologies. If a carrier seeks to offer a new
service, it should be regulated no more stringently than its least regulated competitor.
Such an approach would ensure that regulatory parity exists within the telecommunica-
tions market as the lines between existing technologies blur.



A 14-POINT CHECKLIST OF REFORMS
TO IMPROVE THE TELECOMMUNICATIONS ACT OF 1996

)

A S AN U

Regardless of whether it broadens the Internet Protection Act’s forbearance language in

this manner, Congress should seek to eliminate many of the specific statutes and regula-
tions currently on the books. The Telecommunications Act of 1996 includes a much-her-
alded “14-point checklist” of interconnection and open-access requirements to foster
competition, but the following 14 reforms would do much more to usher in the age of
competition for all segments of the communications industry. To improve and safeguard
the telecommunications industry, Congress should:

1.

Require expanded regulatory forbearance and complete merger and acquisition
freedom;

Initiate comprehensive reform of the FCC;

Sunset all interconnection and open-access provisions according to a strict timetable
and constrain their short-term effects;

End telecommunications “welfare as we know it”;

Allow complete pricing freedom and reject calls for price controls;
Disallow FCC standard-setting authority;

Prohibit Internet taxation;

Protect the Internet from regulation;

Allow spectrum flexibility and move toward spectrum property rights;

10. Eliminate remaining broadcast media ownership restrictions;
11. Eliminate foreign protectionist rules;

12. Eliminate all “public interest” requirements;

13. Guarantee First Amendment parity for all media; and

14. Prohibit government-mandated encryption standards and controls.

These fundamental reforms do not include all those that are needed, but they do repre-

sent the minimum that is required if policymakers hope to complete the efforts begun dur-
ing the 104th Congress to deregulate the telecommunications industry.

Forbearance and FCC Reform

To create a less intrusive, more flexible legal environment, Congress should:

* Require expanded regulatory forbearance and complete merger and acquisi-
tion freedom. The forbearance language in H.R. 2372 could be strengthened and
broadened to apply to both existing and potential technologies and all businesses
that develop over time. However, it may be necessary for Congress to take addi-
tional steps to promote regulatory forbearance at the FCC, because the agency
undoubtedly will be reluctant to grant such freedoms without a fight.



Specifically, until various regulations and statutes can be eliminated, Congress
should demand that certain classes of advanced telecommunications services remain
free of regulation. For example, there is no need for the FCC to regulate such tech-
nologies as facsimile, voice mail, Caller ID, data services, video telephony, Internet
telephony, cellular telephony, new broadcast services, cable television rates or ser-
vices, direct broadcast satellite television rates or services, or computer-based or
interactive services. The firewall proposed in the IPA should be extended to protect
these and other services from FCC regulation.14

Finally, the FCC should allow complete merger and acquisition freedom. Merg-
ers, acquisitions, and other forms of joint ventures are being used more and more by
communications companies in an attempt to increase their customer base and name
recognition, expand their product lines and services, enhance their operational effi-
ciency, and lower their prices. For example, the recently announced attempts by
WorldCom Inc. and GTE Corporation to take over long-distance giant MCI Com-
munications Corp. will serve the best interests of consumers no matter who eventu-
ally prevails and purchases MCIL. The FCC is in no position to judge the business
merits of such deals and therefore should be prohibited from restricting them or
modifying them in any fashion.

« Initiate comprehensive reform of the FCC. Although many scholars have argued
for a plan to dismantle the FCC completely during the next few years, it is politi-
cally unlikely that Congress will be able to do so. However, this does not mean that
comprehensive reform should not be undertaken.!® Furthermore, legislators should
not shy away from using the appropriations process to defund the FCC; the agency
should not be given additional resources with which to do still more harm. Congress
could seek, for example, a 10 percent to 20 percent reduction in funding for each of
the next three to five years to reduce the FCC’s size and power.

Wireline/Interconnection Issues

To facilitate competition in the wireline sector of the telecommunications industry,
Congress should:

« Sunset all interconnection and open-access provisions according to a strict
timetable and constrain their short-term effects. At the heart of the Telecommu-
nications Act of 1996 was a congressional effort to open local telephone markets to
competitive rivalry. To accomplish this, the authors of the bill imposed a series of
interconnection and open-access requirements that local telephone exchange carri-
ers must meet before they can enter the long-distance market. Essentially, these
rules require local carriers to give competitors access to their local wireline infra-
structure by reselling network elements at a “just” and “reasonable” cost.1®

Although these rules could facilitate the development of local telephone competi-
tion, they also could be used by regulators to discourage actual facilities-based
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investment in infrastructure which would allow a company to compete for existing
customers. If regulators priced open-access entry to local networks so low that any
rival could purchase existing network elements well below their actual costs, com-
panies would be less likely to invest in their own facilities to compete with incum-
bent providers. Rivals simply would purchase below-cost network access at the
regulator-approved discount rate.

This process would encourage a fair amount of entry into the local market by new
competitors, but it also would discourage much-needed upgrades in local telecom-
munications infrastructure. Moreover, enforcing such entry would require laborious
and perpetual regulatory micromanagement, and incumbent local providers could
wind up being forced to foot the entire bill for carrying the additional traffic over
their existing networks.

Such micromanagement is exactly what the FCC proposed when it released its
remarkably lengthy and complex interconnection order on August 8, 1996. In an
arrogant attempt to implement its own version of deregulatory industrial policy, the
FCC ignored the Telecommunications Act’s requirement that interconnection and
pricing arrangements be negotiated voluntarily by private companies, with state
policymakers offering arbitration assistance if necessary. Instead, the FCC simply
decided to mandate, in disturbing detail, the pricing policies to be used by
companies and states in subsequent interconnection proceedings.

The stunning and needless complexity of the FCC’s interconnection pricing pro-
posal is summarized aptly in a Prudential Securities Telecommunications Regula-
tory Update headline: “If The Devil’s in the Details, Then We Must Be in Hell.”!”
Indeed, the FCC’s proposed rules quickly created a heated legal debate in the courts
as companies invested their time and money in lawsuits to oppose or promote them.
In other words, the only real beneficiaries of the Telecommunications Act continue
to be lawyers, economists, and consultants. These court proceedings obviously must
go forward, but Congress still needs to consider amending the 1996 Telecom Act to
make it clear that problems caused by the FCC’s interconnection and open-access
fiasco are not allowed to do any further damage.

Congress should demand the sunsetting of all interconnection and open-access
rules according to a strict timetable. If these rules have not accomplished their
intended purpose within the next three to five years, it is doubtful they ever will do
so. The timetable could be triggered after each local exchange carrier has met the
minimal interconnection requirements outlined in the Telecommunications Act or
after the local incumbent company has lost a certain percentage of market share, as
Solveig Bernstein of the Cato Institute has suggested.18 This would give a fair num-
ber of potential rivals the chance to enter the local market and build name recogni-
tion with new customers. A cutoff date for the rules would place new rivals on
notice that preferential treatment eventually will end, and they will need to deploy
their own facilities and technologies to compete directly with incumbent carriers.
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Finally, Congress should not allow regulators to apply the current interconnec-
tion, unbundling, and resale rules to newly deployed advanced network technologies
or elements. Requiring that new network technologies be instantly available to com-
petitors would discourage firms from deploying them. Once again, the rules them-
selves could serve as impediments to the deployment of competitive broadband
infrastructure.!®

Universal Service
To eliminate unneeded and uncompetitive subsidies, Congress should:

+ End telecommunications “welfare as we know it.” The most disastrous sections
of the Telecommunications Act of 1996 dealt with the expansion of the federal tele-
communications welfare state. Not only did policymakers fail either to eliminate or
to effect radical reform in universal service subsidization mechanisms, but Congress
also gave the FCC more power that it could use to wreak havoc in the telecom mar-
ket in the name of social justice. Current telephone subsidization policies redistrib-
ute wealth in a highly inefficient manner to provide cheap local telephone service.
Subsidies generally flow from long-distance users to local users, from business
users to residential users, and from urban users to rural users. These overlapping
cross-subsidies have destroyed industry competition by discouraging market entry,
since few potential competitors have the capital necessary to compete with subsi-
dized firms.? By artificially elevating prices in the long-distance market, such sub-
sidies have cost Americans billions of dollars per year in higher prices.21

Instead of reforming or eliminating this system of telecommunications welfare,
the 1996 Act preserved its essential elements, including price controls through geo-
graphic rate averaging. Even worse, it encouraged the FCC to expand the subsidized
telecommunications grab bag. The FCC’s radical and remarkablg expensive expan-
sion of telecom welfare could cost Americans over $13 billion.?

Such actions pose a more serious threat to the future development of communica-
tions competition than any other factor policymakers will deliberate. By their
nature, these subsidization mechanisms radically distort market prices and send
skewed signals to industry officials and investors who ponder moving into new mar-
kets. The more heavily subsidized certain segments of the telecom market become,
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the less likely it is that competition will spread to these segments to improve costs
and service to the consumer.

The telecommunications welfare state must be scrapped, and prices must be
allowed to adjust accordingly. Any future subsidies that are deemed necessary
should be means-tested and delivered through such competitively neutral mecha-
nisms as vouchers. Even more important, these vouchers should be given directly to
individual consumers, not to corporations as another form of corporate welfare.
These subsidies should be kept to a minimum. They should restricted to basic,
essential phone services and not used for luxury goods or services such as the Inter-
net.

Finally, vouchers should be designed by state or local officials who can better tar-
get those truly in need. As Duesterberg and Gordon argue, “A national solution to
what may be a nonexistent problem is clearly unwise. Leaving the initiative to the
states would allow targeted solutions to specific problems without the economic and
bureaucratic burden of a national program.”23

Pricing and Standards Issues
In considering rates and standards, Congress should:

* Allow complete pricing freedom and reject calls for price controls. If the tele-
communications market is ever to be truly unencumbered by meddlesome regula-
tion, all price controls on various services will need to be eliminated. This is
especially desirable with respect to wireline rural communications services, the
prices of which have been kept low for decades at the expense of artificially high
urban and business rates. Competitive rivalry will bring down all prices over time,
but such competition will never develop if rate regulation and cross-subsidization
are allowed to continue. In addition, as the IPA wisely provides, any efforts to regu-
late the price of new and emerging communications technologies should be prohib-
ited.

¢ Disallow FCC standard-setting authority. Whether it concerns standards for high
definition television, set-top boxes, cellular communications, satellite transmis-
sions, the Internet, or any other communications industry technology, policymakers
should take a firm stand against regulatory efforts that are aimed at boxing this
dynamic industry into a single standard. The Internet Protection Act takes such a
strong stand against standard-setting for the Internet and interactive technologies,
but there is no reason why this prohibition should not be broadened to cover the
entire industry.

Internet Issues

To ensure the unrestrained development of the Internet and the interactive computer
services industry, Congress should:

* Prohibit Internet taxation. Congress must oppose destructive efforts to tax the
wonderful new medium of the Internet. H.R. 1054, the Internet Tax Freedom Act
recently introduced by Representative Christopher Cox (R-CA), and S. 442, a simi-
lar bill introduced by Senator Ron Wyden (D-OR), offer excellent opportunities to

23 Duesterberg and Gordon, Competition and Deregulation in Telecommunications, p. 70.
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do just that by placing a moratorium on any efforts by the 30,000 different taxing
jurisdictions within the Umted States to impose unneeded and potentially unconsti-
tutional taxes on the Internet.?*

» Protect the Internet from regulation. Reforms of the sort contemplated by the
Internet Protection Act should be an essential part of any reform effort Congress
undertakes. They would leave state and federal regulators with no choice but to
allow this new medium to develop free of unnecessary constraint.

Spectrum/Broadcast Issues
To encourage wireless innovation and entrepreneurship, Congress should:

+  Allow spectrum flexibility and move toward spectrum property rights. It is
essential that policymakers create a truly free market for wireless spectrum use by
freeing the electromagnetic radio spectrum from seven decades of regulatory con-
straint. To do so, they must first allow absolute spectrum flexibility so that owners
of spectrum licenses for any type of wireless service (such as cellular, broadcast, or
satellite licenses) can use that spectrum for whatever purpose the market demands.
Currently, spectrum licenses require that the spectrum be used only for the singular
purposes outlined on the license itself.?

Simultaneously, all incumbent holders of spectrum should be granted irrevocable
perpetual property rights in their wireless holdings. Like all other property, spec-
trum property could be used for whatever purposes the owner sees fit, subject to
common law standards governing trespass and interference. More important, the
FCC should be directed to auction off all competing claims for unused spectrum.
Finally, to encourage the government to disgorge as much of its current spectrum as
possible, federal agencies would be given a certain percentage of the revenues from
the sale of their spectrum. This would ensure an incentive for government spectrum
users voluntarily to place some of their vast spectrum holdings on the auction block
so that those holdings could be used more efficiently. This plan, advanced originally
in a study by the Progress and Freedom Foundation, 26 would guarantee more
efficient deployment and use of wireless communications technologies.>”
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Eliminate remaining broadcast media ownership restrictions. All remaining
rules and restrictions governing the ownership structure or constitution of broadcast
media enterprises should be abolished. There is no justification for the centralized
planning of the media market, and as print and electronic media sources continue to
converge, it will be more difficult to do so. Any market power concerns that arise
should be dealt with under the antitrust laws, as they would be in any other
industry.28

Protectionism

To guarantee free trade in telecommunications services, Congress should:

Eliminate foreign protectionist rules. Rules that restrict foreign ownership of U.S.
telecommunications companies hurt only the American consumer. Since 1934, Sec-
tion 310(b) of the Communications Act has kept foreign entities from owning more
than 20 percent of the shares of a company holding a radio license or more than 25
percent of the shares of a company holding a common carrier telephone license.?” It
makes little sense to continue such xenophobic and protectionist restrictions on for-
eign ownership of U.S. firms in light of the great diversity of media and communi-
cations outlets that exists today. Countries like the United Kingdom and New
Zealand have liberalized their telecommunications markets and now enjoy the bene-
fits of increased capital investment and entrepreneurial competition.

Although the United States recently negotiated a landmark agreement to open
global telecommunications markets to free trade with other members of the World
Trade Organization (WTO), Congress still needs to eliminate long-standing protec-
tionist rules if the WTO agreement is to have its intended affect. Unconditionally
opening the U.S. telecommunications sector to foreign investment and competition
will lower prices, produce more innovative products, and create new jobs.

Free Speech

To ensure that any reform is constitutionally sound, Congress should:

Eliminate all “public interest” requirements. Licensed holders of broadcast spec-
trum currently are required to meet a series of conditions which supposedly assure
that the “public interest” is being served. For example, under the Children’s Televi-
sion Act of 1990 and subsequent regulations, the FCC can demand that private
broadcasters air a certain number of hours of “children’s programming” as a condi-
tion of license renewal.3! Not only is this another unnecessary regulatory intrusion
into the market, but such requirements also are contrary to the First Amendment
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because they demand that private-sector parties air certain types of speech. More-
over, the “public interest” is whatever the public, or consumers, say it is—not what
regulators think it is or tell the public it should be. Such requirements should be
repealed immediately.

* Guarantee First Amendment parity for all media. All media, whether print or
electronic, should be accorded similar First Amendment protection under the law. It
makes little sense to regulate an on-line service provider of news differently than a
daily newspaper. The existing double standard provides print media with sweeping
First Amendment freedoms but grants electronic media lesser protections. As print
and electronic technologies converge, it will become difficult, if not impossible, to
regulate them under different standards. Policymakers should recognize the impor-
tance of placing all technologies on equal regulatory footing by reaffirming First
Amendment protections.32

Encryption
To ensure the free development of computer security software, Congress should:

* Prohibit government-mandated encryption standards and controls. Probably
the most hotly debated communications/computer question facing the 105th Con-
gress is whether the federal government should regulate the producticn, exportation,
or domestic use of U.S.-produced encryption software. The remarkably entrepre-
neurial U.S. computer sector has developed state-of-the-art encryption software to
ensure maximum security and privacy for encoded data communication. Such soft-
ware is obviously essential as electronic communication explodes and as more and
more personal and business-related activity is carried on over interactive networks.
“In essence,” summarizes George A. Keyworth II of the Progress and Freedom
Foundation, “encryption technology empowers people to protect their digital prop-
erty from unauthorized use.”>* The digital property protected by encryption soft-
ware includes medical records, sensitive business information, and financial records
and transactions, as well as daily electronic mail, facsimile, or voice
communications.

However, some law enforcement officials and others in government (including the
Clinton Administration) have argued that this software could be used to protect
secret communications between parties who wish to undermine American national
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security interests. Therefore, they feel encryption software should be tightly con-
trolled or heavily regulated by the federal government. Basically, these officials are
saying (1) that a limit or cap should be placed on how powerful the U.S.-produced
encryption software can be and (2) that the Federal Bureau of Investigation (FBI) or
some other federal law enforcement body should be given a “master key” to unlock
all encrypted forms of private communication. Such proposals to allow the
government to hold a master key (or collection of keys) often are referred to as “key
recovery,” “data recovery,” “key escrow,” or “trusted third party” systems.

The problems with these proposals are numerous.>*

First, they raise serious Fourth Amendment concerns regarding unlawful govern-
ment search and seizure. Senator John Ashcroft (R-MO) argues that “The state’s
interest in effective crime-fighting should never violate the people’s Bill of Rights”
and warns that such controls would “hand Big Brother the keys to unlock our e-mail
diaries, open our ATM records or translate our international communications.”>
According to Steve Forbes, editor in chief of Forbes magazine, it is in America’s
best interest to encourage the development of strong encryption software to promote
freedom globally: “This is an issue of protecting not only intellectual property but
also human rights. Political and religious dissenters around the world would wel-
come strong encryption software and equipment so the;l could communicate with-
out it being so easy to be ‘overheard’ by Big Brother.” .

Second, such heavy-handed encryption controls would stifle the further develop-
ment of this budding segment of the American computer industry. U.S. law already
prohibits the exportation of encryption software that is stronger than 56 bits. As The
Washington Times has noted, “That’s not very advanced. In fact, a bunch of college
students deciphered a 56-bit ‘lock’ in a few months, and a government agency like
the FBI (with a $300 million computer) could break a 56-bit ‘lock’ in under 12 sec-
‘onds.”3” Few companies or individuals would want to buy U.S.-manufactured
encryption software that was powerless against sophisticated computer hacking or
theft. As a result, with data security thus sacrificed, the United States would quickly
lose its overwhelming competitive advantage in this field. It also would lose a grow-
ing job base to overseas interests and, over the long term, could lose its technologi-
cal domination of the entire computer industry.

Third, government encryption controls and standards could have an adverse
effect on the continued vitality and security of the entire free-market system as the
United States enters the Information Age. “Without a secure and trusted infrastruc-
ture,” says a group of leading cryptographers and computer scientists, “companies
and individuals will become increasingly reluctant to move their business or per-
sonal information on-line.”3® By capping encryption software at artificially low lev-
els, policymakers would make all forms of digital communications less secure,
threatening the billions of sensitive daily electronic transactions that take place
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between companies and individuals. If Americans have no confidence that their
domestic communications systems and networks are secure, the entire landscape of
the future information-based economy could be undermined.

Fourth, although stringent controls on more sensitive technologies or items that
could pose a serious threat to national security might be appropriate, it is not in the
best interests of the United States to impose such controls on encryption software.
U.S. law enforcement capabilities would not be compromised or rendered useless
by the free development and wide marketing of strong encryption software. More-
over, the reverse might be true: Federal encryption controls could jeopardize U.S.
security interests by forcing American encryption developers to relocate overseas
and sell their software to global customers. “Allowed to continue,” argues Dr. Key-
worth, “this phenomenon eventually will deny America—including the intelligence
community itself—the latest in encryption technology.”39

With countless firms in dozens of countries around the world racing to catch up to
the United States in this field, alternative foreign suppliers of strong encryption soft-
ware certainly will arise to fill the void if U.S. companies are prohibited from
improving their encryption products. As Netscape Communications Corporation
President and CEO Jim Barksdale explains, “criminals will still be able to buy
advanced encryption technology outside the U.S., where is freely available
today.”40 In fact, 128-bit encryption software already has been developed and mar-
keted overseas.

“Today the intelligence community is worried about controlling the latest encryp-
tion technology developed in the United States,” warns George Keyworth. “With
export controls in place, Americans may find in just a few short years that the true
national security problem is trying to obtain the latest encryption software devel-
oped outside the United States.”*! In the words of The Washington Times, “It’s
scary to think that in today’s world our cops might be technologically outgunned by
the bad guys. But, if that’s really the case, then our cops need bigger guns in the
form of better technology, not intrusive laws that fly in the face of the Fourth

- Amendment.”*?

CONCLUSION

Although the passage of the Telecommunications Act of 1996 was heralded as a water-
shed moment in the history of the American communications industry, the Act has not
lived up to its billing. While it gave companies some important freedom from unnecessary
rules and mandates, it hardly has represented an unapologetic embrace of free markets and
deregulation. The authors of the Telecommunications Act placed their trust in the wisdom
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of central planners rather than in the spontaneity of an evolving decentralized market. Too
many decisions were left to the discretion of regulators and not enough to private compa-
nies and consumers. The result has been an endless series of legal squabbles in the
courts—and even within the FCC—that have placed the process of telecommunications
deregulation on hold.

The introduction of the Internet Protection Act, however, represents a truly historic
opportunity to correct or (more appropriately) to eliminate the deficiencies of the current
regulatory regime. It offers a model for how all segments of the communications industry,
not just the Internet, should be treated by the federal government. By expanding on the
framework established in the Internet Protection Act and adopting the many necessary
reforms that were not incorporated in the Teleconimunications Act of 1996, Congress
could erase six decades of centralized regulatory planning and set the industry on the path
to telecommunications freedom.
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