Backgro

No. 2524
March 4, 2011

under

P@N Dublished by The Heritage Foundation

Taking the Fight to the Pirates: Applying
Counterterrorist Methods to the Threat of Piracy

James Jay Carafano, Ph.D., and Jon Rodeback

Abstract: Piracy is a growing threat to global commerce
and is becoming a U.S. security issue. While anti-piracy
efforts have successfully reduced piracy in the Malacca Strait,
Somali pirates have expanded their operations further into
the Indian Ocean. Ending the threat from Somali pirates
will require shifting from a defensive posture of trying to
protect ships passing through the high-risk zones—there
are too many ships, too few military vessels, and too many
pirates—to an offensive strategy of attacking the pirates at
their weak points. The United States and other countries
should use every means at their disposal to deny the pirates
any safe haven—geographical, financial, or legal—and
bring them to justice wherever it is most convenient.

Piracy is a growing threat to global commerce and
is becoming a U.S. security issue, especially with the
pirates’ growing ties to international terrorism. Not
only have ransom payments to pirates funded expand-
ing piracy off the coasts of Somalia and driven up the
costs of maritime commerce, but they may be sup-
porting terrorist activities in the region and elsewhere
as well.

At the very least, piracy is helping to perpetuate
the lawlessness in Somalia. In February 2011, piracy
took a deadly turn when Somalia pirates hijacked a
yacht off Somalia and then killed the four people
onboard—all of them Americans.! Anti-piracy
efforts to date have achieved some success, particu-
larly in the Strait of Malacca, but they have failed to
halt the spread of piracy in the Gulf of Aden and the
Indian Ocean.

@ A

‘Hcf tage “Foundation,

Talking Points

There are increasing signs that Somali pirates
are cooperating extensively with interna-
tional terrorist organizations, including Islam-
ist groups with connections to al-Qaeda.

Piracy is also a growing threat to maritime
commerce, costing the shipping industry
alone an estimated $16 billion. As of February
2011, Somali pirates were holding approxi-
mately 700 sailors and 30 ships for ransom.

In the first half of 2010, EU and NATO naval
forces caught and released 700 Somali pirates.

A defensive strategy of trying to protect every
ship against the pirates will almost certainly
fail because there are too many vulnerable
ships, too few law enforcement and military
assets to protect them, and too many pirates.

Ending the piracy threat off Somalia will
require an offensive strategy that targets the
pirates’ weak points, including their financing
and ransom payments, their ships and home
ports, and the pirates themselves.

This paper, in its entirety, can be found at:
http://report.heritage.org/bg2524
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The U.S., in cooperation with other seagoing
nations—an anti-piracy “coalition of the willing”—
needs to move beyond defensive measures and start
taking the fight to the pirates, attacking every aspect
of the pirate networks. The U.S. and other countries
should use every means at their disposal to deny the
pirates any safe haven—geographical, financial, or
legal—and bring them to justice wherever it is most
convenient.

The Scourge of Modern Piracy

Piracy has reemerged as a global concern in
recent years. Since 2003, the number of pirate
attacks has escalated rapidly. In the past decade,
pirate attacks have become commonplace in the
Gulf of Aden off Somalia and in the Strait of Mal-
acca between Malaysia and India. Not coinciden-
tally, both are chokepoints on critical sea routes.
Attacks have also been reported off the coasts of
Bangladesh, Nigeria, Haiti, Colombia, Peru and
Brazil among other places around the world 2

Although pirates do not seize a large number of
ships, the frequency of attacks and attempted
attacks has increased significantly in recent years,
especially off the Somali coasts. Hostage taking of
both people and ships has become a particularly
profitable industry for the Somali pirates. As of Feb-
ruary 2011, “685 seafarers of various nationalities
are being held for ransom on board 30 ships under
various flags at various locations off the extensive
Somali coastline—reflecting a situation, which has
progressively worsened over the last 12 months.”

Piracy facilitates criminal activities in the country
in which the pirates are based. It promotes lawless-

Approximately 80 percent of global commerce is
transported by sea.

ness, instability, and supplies people—including
terrorists—with the means of continuing and
expanding their crimes through the trading and
trafficking of illegally obtained materials.

Economic Costs. On April 13, 2010, President
Barack Obama signed an executive order identify-
ing Somali piracy as “an unusual and extraordinary
threat to the natlonal security and foreign policy of
the United States.”* Approximately 80 5per(:ent of
global commerce is transported by sea.” Maritime
commerce is an increasingly important compo-
nent of the global economy and is the backbone
of just-in-time international trade, as exempli-
fied by large container ships that move between
megaports.

For example, oil accounts for approximately 10
percent of maritime commerce off Africa’s coasts.®
West African oil production is expected to increase
and account for 25 percent of U.S. oil imports by
2015. As of 2010, countries in the Gulf of Guinea
region were losing aperoximately $1 billion in oil
annually due to piracy.’ This has, of course, affected
world oil prices.

In addition to oil tankers, pirates target other
types of ships, including trawlers, chemical trans-
ports, general cargo ships, bulk camers and some-
times even tugboats and barges.8 Yachts and ferrles
have rarely been attacked, at least until recently.”

1. CBS News, “4 Americans on Hijacked Yacht Dead off Somalia,” February 22, 2011, at http://www.cbsnews.com/stories/2011/

02/22/501364/main20034691.shtml (February 22, 2011).

2. James Jay Carafano, Richard Weitz, and Martin Edwin Andersen, “Maritime Security: Fighting Piracy in the Gulf of Aden
and Beyond,” Heritage Foundation Special Report No. 59, June 24, 2009, p. 1, at http://www.heritage.org/research/reports/
2009/06/maritime-security-fighting-piracy-in-the-gulf-of-aden-and-beyond.

3. International Maritime Organization, “Responding to the Scourge of Piracy,” Circular Letter No. 3164, February 14, 2011,
at http://www.imo.org/OurWork/Security/Documents/Circular%20letter%20No0.3164.pdf (February 15, 2011).

4. See Barack Obama, “Executive Order Concerning Somalia,” The White House, April 12, 2010, at
http://www.whitehouse.gov/the-press-office/executive-order-concerning-somalia (February 25, 2011).

5. Carafano et al., “Maritime Security,” p. 1.
Ibid., p. 7.

7. Andre Le Sage, “Africa’ Irregular Security Threats: Challenges for U.S. Engagement,” Strategic Forum, No. 255, May 2010,
p. 5, at http://www.ndu.edu/inss/docUploaded/SF255_LeSage.pdf (February 18, 2011).
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The amount of piracy around the world heavily
influences which shipping routes are used, particu-
larly in the Gulf of Aden, which is part of a key ship-
ping route between Saudi Arabia and North
America (and Europe) via the Suez Canal. Routing

The daily maritime newspaper Lloyd’s List
estimates that piracy costs the maritime
shipping industry $16 billion annually.

ships around Africa adds 2,700 miles to the journey;,
exacting sizable costs in time and money. Conse-
quently, more than 20,000 ships pass through the
Gulf of Aden each year. Rerouting a ship around
Africa costs “an estimated additional $89 million
annually, which includes $74.4 million in fuel and
$14.6 million in charter expenses,” but this does
not include the costs imposed by longer transit
times, Wthh reduce the number of voyages a ship
can make, 10

Finding reliable numbers on the costs of piracy is
difficult because many hijacked cargo ships go
undocumented. Shipping companies are under-
standably reluctant to provide detailed information
because they do not want the negative attention.
The available estimates are based on incomplete
data at best. The daily maritime newspaper Lloyd’s
List estimates that piracy costs the marmme ship-
ping industry $16 billion annually.*!

While many ships are robbed of their cargo,
some of which is later sold, much of the money that
pirates collect comes from ransoms. Many pirate
communities around the world do not demand
ransom payments and instead just take the cargo,
but Somali pirates typically “ask” for ransoms, and
their ransom demands have been escalating. In
2009, the average ransom demanded by Somali
pirates was about $2 million per ship, but in early
2010, the plrates were paid ransoms of $3 million
and $7 million.'? As of November 2010, the high-
est ransom was the $9 million to $9.5 million paid
for a South Korean oil tanker.!> An estimated $50
million in ransoms was paid in 2008,'* and an esti-
mated $75 million was paid for the release of 21
ships in 2010.1°

Furthermore, cargo insurance is a significant part
of a shipping company’s operational costs, and the
increased frequency of pirate attacks has prompted
insurance companies to raise insurance rates for
ships transiting high-risk areas. For example, insur-
ance rates for ships traveling through the Gulf of
Aden are about five times standard war-risk rates.1©

Somali Pirates. The Somali pirates are based in
the failed state of Somalia and operate in the Gulf of
Aden and the Indian Ocean. Since the U.N. pulled
out of Somalia in March 1995, the country has
lacked a central government that the Somali people
recognize as legitimate. The lawlessness has contin-
ued with pirates playing a key role. Most of the

8. 1CC International Maritime Bureau, Piracy and Armed Robbery Against Ships: Annual Report, 1 January-31 December 2007,
January 2008, at http://www.southchinasea.org/docs/ICC-IMB-PRC-2007.pdf (June 8, 2009).

9. CBS News, “4 Americans on Hijacked Yacht Dead off Somalia.”

10. U.S. Department of Transportation, Maritime Administration, “Economic Impact of Piracy in the Gulf of Aden on Global
Trade,” December 21, 2010, p. 1, at http://www.marad.dot.gov/documents/Economic_Impact_of_Piracy_2010.pdf (February

16,2011).

11. Stephen Askins, “Piracy Overview 2010,” Ince & Co., February 1, 2011, at http://www.incelaw.com/ourknowledge/

publications/piracy-overview-2010 (February 24, 2011).

12. Associated Press, “Somali Pirates, French Military Trade Fire,” CBS News, March 5, 2010, at http://www.cbsnews.com/stories/

2010/03/05/world/main6270091.shtml (February 25, 2011).

13. Hyung-Jin Kim, “Somali Pirates Release South Korean Tanker After Ransom Payment,” Insurance Journal, November 8,
2010, at http://www.insurancejournal.com/news/international/2010/11/08/114674.htm (February 24, 2011).

14. BBC, “Somali Pirates ‘Free Arms Ship,” February 5, 2009, at http://news.bbc.co.uk/2/hi/7871510.stm (February 24, 2011).

15. Askins, “Piracy Overview 2010.”

16. Stephanie Nall, “The Costs of Piracy Are Passed Along,” America.gov, June 1, 2009, at http://www.america.gov/st/
peacesec-english/2009/June/20090529160944berehellek0.8213159.html (February 16, 2011).
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Pirates have expanded their operations north to
the Gulf of Aden, as far south as the Mozambique
Channel and the Seychelles, and to the east
toward India.

major pirate bases of concern are in Somalia, partic-
ularly the port city of E% , which is in the northeast-
ern Puntland region.!’ There is also activity in
Harardhere in central Somalia, but increased U.N.-
authorized naval patrols in the region have led to a
decline in the number of pirate attacks in this area.

The pirates have adapted to these increased secu-
rity measures by shifting tactics. For instance, as
international shipping companies began to reroute
ships away from the coasts of Somalia, pirates have
expanded their operations north to the Gulf of
Aden, as far south as the Mozambique Channel and
the Seychelles, and to the east toward India.'8 (See
Map 1.) An estimated 1,000 armed pirates compris-
ing former militiamen and fishermen are workin% in
the Gulf of Aden and the western Indian Ocean.'”

The Somali pirates’ one “good” characteristic is
that they have generally avoided bloodshed. In
2008, only four mariners were killed, and another
14 are presumed dead or missing. While fatalities
sometimes occur, crews of hijacked ship are rarely
harmed.

However, the pirates seem recently to have
changed their policy. In response to the sentencing
of a Somali pirate to 33 years in prison for his role in
the 2009 hijacking of the Maersk Alabama,*° a
pirate identified as Muse Abdi has stated that the
pirates have changed their rules to allow the killing
of hostages: “It will never ever happen that hostages

are rescued and we are hauled to prison.” The Feb-
ruary 18 Kkilling of four American hostages on the
yacht S/V Quest off Somalia®! seems to confirm this
shift to more cold-blooded tactics.

Terrorist Nexus

While the lawlessness in Somalia is troubling,
activities in the Horn of Africa are of increasing
international concern. In addition to aiding in law-
lessness and other enterprises, it is thought that
pirates are also supporting extremist organizations
operating in northern and western Africa.

Al-Qaeda leaders and publications clearly state
that al-Qaeda seeks to “oppose peacekeeping efforts
in Muslim countries, notably Somalia and Sudan,”
and harm the global economy by disrupting oil pro-
duction. Furthermore, “Somalia has long been a
rear base for the East Africa al Qaeda (EAAQ) cell”
that conducted the successful 1998 attacks on U.S.
embassies. Rather than basing “its primary leaders
or principal training camps” in Africa, al-Qaeda has
established ties with local Islamist groups. Hizbul
Islamia, a splinter group from Somali terrorist group
Al-Itihad al-Islamia (AIAI), is “seeking to establish
an Islamist state in Somalia.” Harakat al-Shabab,
another AIAI splinter, has been working with EAAQ
to establish an Islamic state in the Horn of Africa.??

At first glance, the terrorist and pirate activities
may seem unrelated, but terrorist organizations
benefit from pirates in many ways. Al-Shabab bene-
fits from the goods and weapons that pirates smug-
gle into various Somali ports. Somalia is also a port
of entry into Africa for foreign fighters and a transit
point for terrorists traveling to other countries,
including those responsible for the March 2009
bombing in Yemen.23

17. Carafano et al., “Maritime Security,” p. 8.

18. International Chamber of Commerce, Commercial Crime Services, IMB Piracy Map, 2005-2011, at http://www.icc-ccs.org/
home/piracy-reporting-centre/imb-live-piracy-map-2010 (February 18, 2011).

19. Carafano et al., “Maritime Security,” p. 8.

20. Tom Hays, “Somali Pirate Gets More Than 33 Years in Prison,” Yahoo News, February 16, 2011, at http://news.yahoo.com/s/
ap/20110216/ap_on_re_us/us_piracy_suspect (February 23, 2011).

21. CBS News, “4 Americans on Hijacked Yacht Dead off Somalia.”

22. Le Sage, “Africa’s Irregular Security Threats,” p. 4.
23. Carafano et al., “Maritime Security,” p. 9.
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Somali Pirates Expand Area of Attacks

In 2007, pirate attacks near Somalia were sporadic and remained close to shore. The next year the number of successful
attacks increased, primarily in the Gulf of Aden. By 2009, pirates were operating hundreds of miles further from shore and
were soon staging attacks across the Indian Ocean. As of March 1, there have been 18 successful hijackings in 2011.

Saudi Arabia inda
Arabian
Sea
Indian
Harzrdhere Ocean
Seychelles ® Hijacking
o Key pirate
ports
A

Source: International Chamber of Commerce, Commercial Crime Services, IMB Piracy Map, 2007-201 1, at http://www.icc-ccs.org/homel/piracy-reporting-centre/

imb-live-piracy-map-2010 (March 1,201 1).
Map | < B 2524 & heritage.org
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In turn, Islamist groups permit pirates to operate
in Islamist-controlled areas. Pirates use the proceeds
from hijacking and pilfering ships to pay suppliers.
Potential terrorists and criminals use pirates not
only as a means of transportation, but also as a
source of financing?* and materials (e.g., weapons,
drugs, and other materials in hijacked ships) that
terrorists find useful.

Some experts have argued that these illegal orga-
nizations can operate in such proximity without
cooperating to a significant degree and developing
strong ties.23 In contrast, Admiral Mark Fox, Com-
mander of U.S. Naval Forces Central Command,
has observed:

Al-Shabab is responsible for a lot of training
activity and camps and that sort of thing in
Somalia.... The pirates use these things.
There cannot be a segregation between ter-
rorist activity, in my mind, and counter
piracy. We can't be passive and hopeful it
doesn’t happen.?°

Pirate Tactics

Somali pirates often go to sea in a “mother ship,”
which is usually a fishing vessel captured in a previ-
ous pirate attack. The mother ship enables the
pirates to stay at sea longer and operate further away
from Somalia than if they just used their skiffs. Ear-
lier in this decade, they often used skiffs to launch
attacks from land. The pirates also use the mother
ship to scout for targets of opportunity.

Once a passing cargo ship has been spotted, the
mother ship deploys two to four smaller high-speed
vessels (skiffs), which flank the target and approach
at high speed. To slow or stop the ship, pirates use
various means of intimidation, including firing

automatic weapons and rocket-propelled grenades.
Once the target has slowed, a team of seven to 10
pirates boards the ship using ladders and grappling
hooks and takes the ship and its crew hostage. The
team of pirates is usually armed, and the small num-
ber of crewmen required to operate modern mer-
chant ships (usually no more than a dozen) makes
hijacking a ship relatively easy.

Potential terrorists and criminals use pirates
not only as a means of transportation, but also
as a source of financing and materials.

Once hijacked, larger cargo ships and their crews
are often sailed to a pirate port in Somalia to await
negotiation and payment of their ransom. Pirates
also maintain networks of depots along coasts,
where they can sell captured goods, rearm, and
resupply their ships. The network of depots also
affords them the opportunity to communicate with
spies in the region to obtain information about
ships that may be passing through the area.

Profits from hijacked cargo are disbursed to the
pirate suppliers, organizers, and investors who sup-
port the pirates during their time at sea. The illegal
income may also benefit their clan members,
including family and friends. The profits from
piracy support the local economy, filtering through
the community as pirates resupply and upgrade
their vessels and weapons and as those in the net-
work spend their wages.

Current Counterpiracy Efforts

Modern efforts to suppress piracy have met with
mixed success. Piracy in the Strait of Malacca has

24. Ibid.; Le Sage, “Africa’s Irregular Security Threats,” p. 5; and Agence France-Presse, “Somali Islamists, Pirates
Dispute Ransom Cuts,” Yahoo News, February 18, 2011, at http://news.yahoo.com/s/afp/20110218/wl_africa_afp/
somalipiracyshippingunrestshebab_20110218120451 (February 24, 2011).

25. See Peter Chalk, “Maritime Piracy: Reasons, Dangers and Solutions,” testimony before the Subcommittee on Coast
Guard and Maritime Transportation, Committee on Transportation and Infrastructure, U.S. House of Representatives,
February 4, 2009, at http://www.rand.org/pubs/testimonies/CT317.html (February 25, 2011). See also Stephanie Hanson,
“Combating Maritime Piracy,” Council on Foreign Relations Backgrounder, January 7, 2010, at http://www.cfrorg/france/

combating-maritime-piracy/p18376 (February 25, 2011).

26. Admiral Mark Fox, quoted in Associated Press, “Admiral Calls for Counterterror Approach to Piracy,” Google News,
January 26, 2011, at http://www.google.com/hostednews/ap/article/ALeqM5gjxppi]ARSDiw9¢SqRh94waE_0SQ?docld=

6d975414f5e2485aa57bca36c6df60c9 (February 16, 2011).
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declined significantly, but the Somali pirates have
expanded their operations.

The Strait of Malacca. In 2004, there were 38
recorded pirate attacks in the Strait of Malacca, but
only two incidents were reported in 2008 and
another two in 2009.%’ This is an example of suc-
cessful regional cooperation and public—private
cooperation under the Regional Cooperation Agree-
ment on Combating Piracy and Armed Robbery
Against Ships in Asia. Sixteen nations participate in
that regional operation.

Gulf of Aden and the Western Indian Ocean.
Piracy off Somalia has proven more difficult to
address because the failed state of Somalia provides
the perfect base from which to mount pirate activi-
ties. Local law enforcement is either nonexistent or
powerless against the Somali pirates, and interna-
tional law largely protects the pirates from outside
interference while on land. Compared with pirates
in the Strait of Malacca, the Somali pirates also have
much more room to operate, from the Suez Canal to
the west coast of India.

There are currently three major multinational
anti-piracy missions near the Horn of Africa. Since
November 2008, the European Union’s Operation
Atalanta has protected World Food Program vessels
delivering food to Somalia and other ships in the
region. NATO% Operation Ocean Shield has
deployed warships in the region with a mandate to
protect shipping until the end of 2012. Finally,
Combined Task Force 151, a multinational task
force established in January 2009, patrols the Gulf
of Aden and the east coast of Somalia.

Even the U.N. Security Council has acknowl-
edged the threat of Somali piracy and has repeatedly
extended authorization for U.N. member states and
regional organizations to take “all necessary means
to repress acts of piracy and armed robbery at sea”

Local law enforcement is either nonexistent or
powerless against the Somali pirates, and
international law largely protects the pirates
from outside interference while on land.

in Somali territorial waters.?® This authorization
for other states to violate the territorial waters of
another state marks an unusual step and is de facto
recognition that Somalia has no functioning govern-
ment to control its territory.

The Legal Environment

Under customary international law, countries
have long exercised universal jurisdiction over acts
of piracy on the high seas: “As therefore [a pirate]
has renounced all the benefits of society and gov-
ernment, and has reduced himself afresh to the sav-
age state of nature, by declaring war against all
mankind, all mankind must declare war against
him.”?? Essenually any country can legally act
against pirates outside national territorial waters,
regardless of the pirates “nationality” and the
nationality of the vessel attacked by pirates. The
U.S. Constitution specifically authorizes Congress
to “define and punish piracies and felonies commit-
ted on the hlgh seas, and offenses against the law of
nations.”° In fact, piracy was a major impetus for
the development of international law, the body of
rules and customs that guide relations between
countries.

The 1982 U.N. Convention on the Law of the Sea
(UNCLOS) generally codified this understanding of
universal jurisdiction and even expanded the defi-
nition of piracy, but in some ways it has complicated
enforcement. “In the classic law of nations, pirates
were 51multaneously criminals and military ene-
mies.”>! At sea, a pirate could be attacked and killed

27. Michael Schuman, “How to Defeat Pirates: Success in the Strait,” Time, April 22, 2009, at http://www.time.com/time/
world/article/0,8599,1893032,00.html#ixzz1 EiYVpGlp (February 22, 2011), and International Chamber of Commerce,
Commercial Crime Services, “2009 Worldwide Piracy Figures Surpass 400,” January 14, 2010, at http://www.icc-ccs.org/
news/385-2009-worldwide-piracy-figures-surpass-400 (February 22, 2011).

28. U.N. Security Council, Resolution 1846, para. 10 (2008); Resolution 1897, para. 7 (2009); and Resolution 1950, para. 7

(2010).

29. William Blackstone, Commentaries on the Laws of England, Vol. 4, p. 71.

30. U.S. Constitution, art. 1, § 8, cl. 10.
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but was also subject to capture and trial by law,
unlike a prisoner of war. Yet commonly accepted
interpretations of UNCLOS and Article 3 of the
Geneva Conventions have turned this historical
practice on its head, providing “pirates today [with]
the protections of criminal defendants, as well as
some of those of enemy prisoners, without the dis-
abilities of either.”>?

In the first six months of 2010, EU and NATO
naval forces captured and then released an
estimated 700 pirates.

This has complicated the legal environment to
the point that many foreign navies are reluctant to
take pirates prisoner, much less prosecute them. In
the first six months of 2010, EU and NATO naval
forces captured and then released an estimated 700
pirates.33 More recently, Denmark released six
pirates, who were captured attacking the container
ship Elly Maersk, because “there was not enough
evidence for a conviction in a Danish court.”>* This
legal vacuum, in part, explains why Russia set 10
pirates adrift in the Indian Ocean on the flimsy
excuse that it lacked “sufficient legal grounds to
detain them.” The freed pirates are presumed to
have died at sea.””

Taking the Fight to the Somali Pirates

A defensive strategy of trying to protect every
ship that passes through high-risk zones, particu-
larly in the Gulf of Aden and the western Indian
Ocean, will almost certainly fail because there are
too many vulnerable ships, too few law enforcement
and military assets to protect them, and too many

pirates. Furthermore, modern pirates, especially
those based in Somalia, have demonstrated an
impressive ability to adapt to and exploit the chang-
Ing security environment.

Exploiting the Pirates’ Vulnerabilities. To end
the piracy threat off the Horn of Africa and in the
western Indian Ocean, the U.S. and other countries
should use their strengths to attack the Somali
pirates at their weak points, including the pirates’
profits, bases of operations, and manpower.

Money. The expansion of piracy is being driven
by profit, whether that profit is sought for personal
gain or for ideological reasons (e.g., financing ter-
rorism). If piracy were not profitable at an accept-
able level of risk to the pirates, there would be little
or no piracy. Accordingly, the U.S. and other coun-
tries should strongly discourage the payment of ran-
soms and use all available tools of government to
disrupt the pirates’ financial transactions. Most of
the ransom money that enters Somalia will eventu-
ally leave the country in some form to purchase
goods unavailable in Somalia.

Consequently, the U.S. and other countries should
try to make extracting ransoms, selling captured
cargoes, and keeping the ransom money and pro-
ceeds of the sales increasingly difficult and expen-
sive. If they succeed, the pirate enterprises will
eventually respond to the changing economic
incentives either by disbanding or by finding other
more lucrative or less dangerous criminal activities.

Means. Piracy requires viable targets, pirate
ships, and pirate ports. Pirates operate in the gaps in
maritime enforcement, whether such enforcement
is conducted by regular law enforcement or naval
forces. By implementing basic, nonlethal defensive

31. Eugene Kontorovich, “Piracy and International Law,” Jerusalem Center of Public Affairs, Global Law Forum, February 8,
20009, at http://www.globallawforum.org/ViewPublication.aspx?Articleld=96 (February 16, 2011).

32. Ibid.

33. U.N. Security Council, “Report of the Secretary-General on Possible Options to Further the Aim of Prosecuting and
Imprisoning Persons Responsible for Acts of Piracy and Armed Robbery at Sea off the Coast of Somalia,” 5/2010/394,
July 26, 2010, p. 14, at http://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/

Somalia%2052010%20394.pdf (February 24, 2011).

34. Bent Mikkelsen, “Somali Pirates Released from Danish Warship,” Shipgaz, February 10, 2011, at http://www.shipgaz.com/

news/top20/top14_news.php (February 16, 2011).

35. BBC News, “Freed Somali Pirates ‘Probably Died'—Russian Source,” May 11, 2010, at http://news.bbc.co.uk/2/hi/africa/

8675978.stm (March 1, 2011).
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measures, the crew of a commercial ship can make
its capture much more difficult. Even delaying cap-
ture dramatically increases the risk to the pirates by
allowing naval forces to converge on pirates attack-
ing the ship.

The mother ships that Somali pirates use are
another potential weak point. Although a mother
ship may initially appear to be an innocent com-
mercial vessel, this facade will likely collapse under
closer examination. A ship towing several skiffs or
carrying the unique tools of piracy (e.g., weapons,
grappling hooks, and hook ladders) is probably a
pirate ship.

The U.S. and other maritime countries should
use their strengths to attack the Somali pirates
at their weak points, including the pirates’
profits, bases of operations, and manpower.

Somali pirates generally operate out of four
Somali port towns: Caluula, Eyl, Hobyo, and
Harardhere.?® These are geographical bottlenecks
in pirate operations that anti-piracy forces can and
should exploit.

Men. The nations of the world need to make
piracy a riskier, more dangerous, and less profitable
occupation. If potential recruits know that they run
an increasingly high risk of never returning home,
they will be less willing to join, and current pirates
will be more inclined to retire while they are still
alive and can enjoy their loot.

Selective targeting of pirate leaders, a la Predator
attacks on terrorist leaders in Afghanistan and Paki-
stan, might also prove useful in persuading pirates
to reconsider their career choices.

Knowing the Enemy. Much is already known
about the pirate gangs operating out of Somalia.
However, the U.S. and other countries need to
expand both their situational awareness in the
Indian Ocean and their understanding of how the

pirates operate, especially as they react to new anti-
piracy initiatives. Among other assets, unmanned
aerial vehicles (UAVs), satellites, signals intelli-
gence, human intelligence, and interrogations of
captured pirates can help to fill in the knowledge
and coverage gaps.

Additional Considerations

The problem of piracy offers no easy solutions. If
it did, it would probably have ceased to be a problem
given the assets that have already been deployed.

Hostages. The multinational forces should take
reasonable precautions to avoid endangering the
hundreds of hostages held by the Somali pirates.
For example, direct attacks on pirate ports and
depots along the coast are inadvisable because of
the high probability of heavy casualties among hos-
tages and civilians.

However, the U.S. and other countries should
not allow the existence of hostages to dictate their
responses to piracy. They should continue to look
for opportunities to rescue hostages without killing
hostages or civilians.

Captured Pirates. One of the most difficult chal-
lenges in combating piracy is dealing with captured
pirates. Russia’s elegantly simple solution of setting
them adrift at sea is not a viable option for the U.S.
or EU countries. Until recently, Kenya had signed
agreements with the United Kingdom and the U.S.
to accept custody and try pirates. However, in 2010,
Kenya stopped accepting custody of pirates.>’

Preferably, pirates would be tried in nearby
countries or on board ships. Until Somalia has a via-
ble government, most pirates should be prosecuted
and imprisoned by other countries in the region.
Judicious use of international aid to support these
countries would be a good investment that would
strengthen law and order in the region while dra-
matically reducing enforcement costs.

A Long-Term Solution. While the U.S. and its
allies can make a pirate’s life more difficult and

36. U.S. National Security Council, “Countering Piracy off the Horn of Africa: Partnership & Action Plan,” December 2008,
at http://www.marad.dot.gov/documents/Countering_Piracy_Off_The_Horn_of_Africa_-_Partnership__Action_Plan.pdf

(February 16, 2011).

37. Katherine Houreld, “Ships Fill Up with Pirates After Kenya Balks,” Navy Times, April 15, 2010, at http://www.navytimes.com/
news/2010/04/ap_pirates_kenya_041510 (February 16, 2011).
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shorter, the long-term solution to Somali piracy is
to establish effective governance of Somali terri-
tory and territorial waters. Without safe havens
from which to operate, most piracy would proba-
bly disappear.

In Somalia, efforts to build a functioning central
government from the top down have failed by all
accounts. Instead, efforts to bring order to Somalia
should start small and work up. Building govern-
ment up from the grassroots in Somalia offers some
hope, but it will be long-term project.® However,
the disruption of piracy will severely disrupt the
remains of the Somali economy, particularly since
piracy has been one of the few growth industries in
Somalia in recent years. When piracy collapses, it
will affect many Somalis who are not directly
involved in piracy and complicate matters for any
nascent Somali government. Rebuilding the Somali
economy will take time.

Taking the Fight to the Pirates

In the short term, the U.S. and other states
should:

e Deny the pirates any safe haven—geographi-
cal, financial, or legal. As a general principle, the
U.S. and other countries should use every avail-
able asset and opportunity—within reason—to
destroy, capture, deter, and generally harass
pirates in all aspects of their profession. Specifi-
cally, the U.S. rules of engagement should be
adjusted to allow and encourage U.S. forces to
engage pirate forces, including sinking pirate
ships, whenever U.S. forces have the opportunity
and the advantage. As Admiral Fox has recom-
mended, the U.S. should essentially apgly the
counterterrorist approach to the pirates. ¥ This
must include ending the “catch and release” poli-
cies practiced by EU and NATO naval forces.

e Encourage shipping companies and insurance
companies to implement best management

practices to deter or delay pirates from board-
ing and seizing ships. The International Mari-
time Organization’s Maritime Safety Committee
regularly updates the guidelines for ships transit-
ing the high-risk area off the Somali coasts. Sim-
ple and relatively inexpensive measures, such as
transiting the area at a minimum speed of 18
knots, evasive maneuvering to deter and delay
boarding, and erecting physical barriers (e.g., razor
wire and electrified fences), have proven effec-
tive. Immediately alerting nearby law enforce-
ment and military units of any attempted attack
would further limit the pirates’ effectiveness. ™

Discourage the payment of ransoms to pirates.
Ransoms are the lifeblood of Somali piracy. Pay-
ment of ransoms encourages and finances fur-
ther pirate attacks. The U.S. and other countries
should discourage shipping companies from
paying ransoms.

Continue and expand the current coalition of
the willing that is patrolling the waters off
Somalia. Combined Task Force 151, NATO%
Operation Ocean Shield, and the EU’s Operation
Atalanta have enjoyed some limited successes.
The U.S. should work to expand and coordinate
cooperation in the region. The piracy threat in
the Indian Ocean provides a unique opportunity
for the U.S. military to work together with the
Indian, Chinese, and Russian navies toward a
common goal. The U.S. should consider propos-
ing a multinational blockade of select Somali ports
to examine every ship leaving or entering those
ports. Any ships and crews suspected of involve-
ment in piracy should be detained or tracked.

Use intelligence and reconnaissance assets to
identify, track, and map pirate activities and
their supporting networks. As the multina-
tional forces gain a clearer picture of pirate activ-
ity, they should be able to use the available forces
to greater effect. The pirates have demonstrated

38. Brett D. Schaefer, “Piracy: A Symptom of Somalia’s Deeper Problems,” Heritage Foundation WebMemo No. 2398, April 17,
20009, at http://www.heritage.org/research/reports/2009/04/piracy-a-symptom-of-somalias-deeper-problems.

39. See Associated Press, “Admiral Calls for Counterterror Approach to Piracy.”

40. Baltic and International Maritime Council et al., “BMP3: Best Management Practices to Deter Piracy off the Coast of
Somalia and in the Arabian Sea Area,” version 3, June 2010, pp. 6, 27-30, and 35-36, at http://www.imo.org/OurWork/
Security/docs/Piracy%20and%20armed%20robbery/MSC.1-Circ.1337.pdf (February 15, 2011).
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the ability to adapt to changes in the security sit-
uation, so the intelligence-gathering effort
should be maintained until the threat has abated.

e Work with countries in the region to prose-
cute and imprison pirates in the region to limit
enforcement costs. Judicious use of interna-
tional aid to assist the legal and judicial systems
of countries will likely pay huge dividends, both
in combating piracy and in strengthening law
and order in the region.

e Recognize that effective U.S. and international
action against the pirates will incur the wrath
of some human rights nongovernmental orga-
nizations, international lawyers, and even
some countries. The U.S. and other countries
should also recognize that more effective, aggres-
sive enforcement will likely result in casualties
among hostages and other civilians. Ending the
threat of piracy will require firm political will in
the White House to follow through on anti-
piracy policies until the threat is eliminated.

Over the longer term, the U.S. should:

e Review U.S. piracy law and update it as
needed to clarify legal definitions and jurisdic-
tion, establish rules of evidence, and streamline
the judicial process.*! Congress may want to
consider explicitly extending the Uniform Code
of Military Justice to cover pirates, specifically

availing the U.S. of the “at sea” exception that
allows trials by court-martial on U.S. military
ships or bases. Such legal proceedings would
limit “the logistical and political costs of trans-
porting them from the Indian Ocean.”*?

e “Unsign” the U.N. Convention on the Law of
the Sea, both to combat piracy effectively and to
protect other U.S. national interests by ending
any U.S. obligation to avoid violating the object
and purpose of UNCLOS.*?

Conclusion

Piracy has become a serious threat to interna-
tional commerce, and the Somali pirates have been
developing ties with Islamist terrorists in the region.
Admiral Fox has the right idea in treating the pirates
as terrorists and going after them, their supply lines,
and their financial transactions with “the same
intensity [the coalition members] use when target-
ing terrorists.” ™

—James Jay Carafano, Ph.D., is Deputy Director
of the Kathryn and Shelby Cullom Davis Institute for
International Studies and Director of the Douglas and
Sarah Allison Center for Foreign Policy Studies, a divi-
sion of the Davis Institute, at The Heritage Foundation.
Jon Rodeback is Research Editor at The Heritage
Foundation. Meghan L. Tucker; a freelance writer and
researcher in Washington, D.C., assisted in researching
and writing this paper.

41. In U.S. v. Said in August 2010, a federal district court judge curiously ruled, in essence, that attempted piracy did not
violate U.S. anti-piracy law. See Douglas Guilfoyle, “Prosecuting Pirates in National Courts: US v Said and Piracy Under
US Law,” EJIL Talk, August 23, 2010, at http://www.ejiltalk.org/prosecuting-pirates-in-national-courts-us-v-said-and-piracy-

under-us-law (February 15, 2011).

42. Michael Bahar, “Attaining Optimal Deterrence at Sea: A Legal and Strategic Theory for Naval Anti-Piracy Operations,”
Vanderbilt Journal of Transnational Law, Vol. 40, No. 1 (January 2007), p. 50.

43. For discussions of the many flaws and dangers of the 1982 U.N. Convention on the Law of the Sea, see The Heritage
Foundation, “Convention on the Law of the Sea,” Web site, at http://www.heritage.org/issues/international-law/treaties/

convention-on-the-law-of-the-sea (February 11, 2011).

44. Associated Press, “Admiral Calls for Counterterror Approach to Piracy.”
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