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his summer, the Cybersecurity

Act of 2012 (CSA) failed to pass
the Senate, with Democrats and
Republicans alike voting against
the bill. The overriding concern was
that the regulatory approach of the
bill would be ineffective at best and
harmful at worst.

Following the failure of the CSA,
the Obama Administration began
drafting a cybersecurity execu-
tive order that is based on regula-
tions, similar to the CSA. While the
CSA and the executive order see
government-designed standards and
regulations as the way to encourage
cybersecurity, the performance of
the federal government in securing
its own computer systems calls such
an approach into question.

Many government agencies are
known to have flawed cybersecurity
practices, yet despite the best efforts
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of those creating the standards for
these agencies, these organizations
often remain vulnerable. Instead of
relying on a static, top-down govern-
ment approach to cybersecurity, the
U.S. should have a dynamic solu-
tion that leverages the strengths of
both the government and the private
sector.

What follows is list of federal
government cybersecurity breaches
and failures since May 2012. The
compilation of this list (or any list,
for that matter) necessarily requires
judgment in determining whether an
incident qualifies for the list. This list
is by no means complete: Some hacks
might not be reported, and oth-
ers have not even been realized yet.
Additionally, the list does not include
the large number of private-sector
failures. Nevertheless, the serious-
ness and amount of U.S. government
cybersecurity failures undercut
the argument for a government-led
regulatory approach to cybersecurity.
The list is alphabetical by agency.

U.S. Army Chief of Public
Affairs

1. Awards Database—September
2012. A contractor errone-
ously uploaded an Army awards
database to a public server. This
breach made the personal records

of over 500 Army personnel
available, including some Social
Security numbers.!

Commodity Futures Trading
Commission (CFTC)

2. E-mail System—June 2012.
An employee of the CFTC was
fooled by a phishing e-mail and
gave away sensitive information
to unknown hackers. The hacker
was able to use this information to
access the employee’s e-mails and
attachments, which contained
sensitive information, including
Social Security numbers for up to
700 employees of the CFTC.?

U.S. Department of Energy
(DOE)

3. National Energy Research
Scientific Computer Center—
June 2012. James Miller of
Devon, Pennsylvania, broke into a
DOE supercomputer and was able
to use it for his own purposes. He
was noticed only because he tried
to sell access to an undercover FBI
agent.?

U.S. Department of Health and
Human Services
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4.

Databases at the Centers

for Medicare and Medicaid
Services (CMS)—September
2009-December 2011. CMS was
breached 13 times by unknown
hackers, affecting over 300
records. The CMS did not notify
the affected parties in a timely
manner for seven of these breach-
es. Additionally, the CMS noti-
fication did not provide critical
information regarding the type of
information exposed or when the
breach occurred.*

U.S. Department of Homeland

Security (DHS)

S.

DHS website—June 2012. A
hacker group calling itself “dig-
ital-corruption” hacked a DHS
website and stole personal data
including usernames, passwords,
and security questions and
answers.’

U.S. Department of Justice

(DOoJ)

6.

DOJ websites—May 2012. The
hacker group Anonymous hacked

the Bureau of Justice Statistics
and stole 1.7 gigabytes of data,
which it proceeded to publish
online. The hacked data includ-
ed internal e-mails that likely
contained personal or sensitive
information related to crimes,
criminals, or crime victims.®

U.S. Environmental Protection

Agency (EPA)

7.

EPA Superfund servers—
March 2012. The EPA was
breached by an unknown hacker
and lost personal and financial
information including Social
Security numbers, bank account
numbers, and addresses belong-
ing to almost 8,000 users. The
breach is thought to have come
through a virus on a contractor’s
computer, but that has not been
confirmed.”

Federal Retirement Thrift

Investment Board

8.

Thrift Savings Plan Database—
May 2012. An unknown hacker
stole personal and financial

information including Social
Security numbers, addresses,
and account numbers from
thousands of individuals, likely
through a contractor’s computer.®

National Weather Service

(NWS)

9. NWS website and servers—

October 2012. A hacker group
known as “Kosova Hacker’s
Security” breached the NWS’s
website and posted lists of files,
vulnerability information, and
administrators’ account names.
The hackers claim to be motivat-
ed by U.S. action against Muslim
nations, specifically the Stuxnet
and Flame malware.’

U.S. Navy

10. Navy website—June 2012. A

hacker known as “.cOmrad”
broke into the U.S. Navy’s public
website and downloaded over 170
military e-mails and passwords.!°

11. Navy website—June 2012.

A hacker group calling itself

10.
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“digital-corruption” hacked the
Navy website and stole personal
data including usernames, pass-
words, and security questions
and answers."

12. Navy Smart Web Move
Database—September 2012.
An unknown hacker or hackers
breached a database contain-
ing the sensitive data of over
200,000 people. It is unknown
exactly how much was stolen,

but many usernames and secu-
rity questions and answers were
taken.!?

U.S. Office of Personnel
Management (OPM)

13. OPM Database—May 2012.
Anunknown hacker broke into
the OPM database and posted
the stolen information online.
Thirty-seven user IDs and pass-
words were compromised.’?
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