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Critical Mismatch:

The Dangerous Gap Between Rhetoric and Readiness
In DOD’s Civil Support Missions

The Honorable Paul McHale

Abstract

A domestic asymmetric attack employing chemical, biological, radiological, nuclear, and high explosive (CBRNE) weapons
would likely produce a large number of U.S. casualties. U.S. Northern Command—the command responsible for responding
to such an attack—is not operationally prepared to address this foreseeable threat. The flawed policies embodied in the 2010

Quadrennial Defense Review have left Northern Command with inadequate capacity: an insufficient number of personnel,
without the necessary training, possessing very limited operational readiness. While the states have adequate forces to
respond to a mid-range CBRNE event, the President lacks sufficient federal forces to respond to a complex catastrophe.
Congress, the Administration, and the Department of Defense should act promptly to fill these critical gaps.

[CJyber threats and WMD remain
major shortfalls. In too many other
cases, DOD preparedness falls woe-
fully short. Combatant commanders,
especially U. S. Northern Command,
have made many of these capability
requirements known, but priorities
within the Department have placed
resources elsewhere.

—Defense Science Board*

Created in the immediate
aftermath of 9/11, U.S. Northern
Command (NORTHCOM) is charged
with responsibility for overall mili-
tary defense of the U.S. homeland
and defense support of civil authori-
ties (DSCA). Yet 10 years after it was
established, NORTHCOM still lacks
many of the critical capabilities
needed to carry out its DSCA mis-
sions. In arecent conversation with
the author of this paper, a former
Deputy Secretary of Defense asked a

blunt question: “Does NORTHCOM
really bring any value added to our
country’s security?” This mono-
graph was written in response to that
question.

On September 11, 2001, no single
military commander was assigned
the responsibility for overall defense
of the U.S. homeland. Air defenses
were assigned to North American
Aerospace Defense Command
(NORAD). The maritime approaches
were under the de facto authority
of the Chief of Naval Operations.
Land-based military capabilities
were oriented toward very spe-
cific mission sets: force protection,
counternarcotics, civil disturbance,
and—when requested by a governor
and approved by the President—civil
support. While substantial capa-
bility to defend against chemical,
biological, radiological, nuclear, and
high explosive (CBRNE) weapons

existed within the total force of
the Department of Defense (DOD),
the assets specifically identified
for domestic employment—albeit
limited in their size and operational
capability—were principally allocat-
ed to Joint Task Force Civil Support
(JTF-CS).2 Operational command
and control of these various capabili-
ties was splintered and ineffective.
As NORTHCOM completes its
first decade of existence, the hard
questions necessarily arise: Does
NORTHCOM have the capacity to
deliver support to civil authorities
in response to natural disasters
and CBRNE attacks in a manner
consistent with the rhetoric of the
department’s own strategy and,
more importantly, consistent with
the reasonable expectations of the
American people? Are sufficient
forces available to NORTHCOM?
Are they properly trained? Are they
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properly equipped? Can they be rap-
idly deployed?

These questions are not only
valid, they are vital to U.S. secu-
rity. Regrettably, the reality is that
recent initiatives by the Obama
Administration have seriously
undermined NORTHCOM'’s ability
torespond to the CBRNE threats it
was created to combat. As aresult,
the continuing proliferation of
CBRNE technology—combined with
policy-driven cuts in NORTHCOM’s
response capabilities—have rendered
the U.S. homeland dangerously vul-
nerable to catastrophic attack.

This paper describes in some
detail the evolution of U.S. conse-
quence management capabilities
over the past decade. The accompa-
nying analysis highlights a number of
hard truths: a domestic asymmetric
attack employing CBRNE weapons
would likely produce a large num-
ber of U.S. casualties. These casual-
ties would likely require immediate
medical care in a severely degraded

physical environment. State and
local response capabilities would
likely be overwhelmed. Governors of
affected states would almost cer-
tainly request federal assistance.
The President would declare a major
disaster under the Stafford Act. The
Department of Homeland Security
(DHS) would call for DOD support,
but in the absence of substantial
changes in current defense policy,
NORTHCOM would not be ready to
respond.

NORTHCOM NEEDS THE RIGHT
PEOPLE, IN SUFFICIENT NUMBERS,
PROPERLY TRAINED, WITH THE
NECESSARY EQUIPMENT, READY TO
RAPIDLY EXECUTE OPERATIONAL
PLANS.

Any effort to strengthen
NORTHCOM'’s force structure will
require respect for five key charac-
teristics: The Department of Defense

must ensure that future Title 10
response forces are:

1. Considered national assets,

2. Under presidential command and
control,

3. Assigned to NORTHCOM,

4. Subject to the Posse Comitatus
Act, and

5. Trained and equipped with suf-
ficient mass and capability.

In short, NORTHCOM needs the
right people, in sufficient numbers,
properly trained, with the necessary
equipment, ready to rapidly execute
operational plans. Unless the policy
errors hereafter highlighted in the
2010 Quadrennial Defense Review
are promptly rectified, future lead-
ers will be left with a critical gap
between NORTHCOM’s missions
and its capabilities to fulfill them.

1. Defense Science Board, Unconventional Operational Concepts and the Homeland, U.S. Department of Defense, Office of the Under Secretary of Defense for
Acquisition, Technology, and Logistics, March 2009, p. v, http://www.acq.osd.mil/dsb/reports/ADA498404.pdf (accessed July 27, 2012).

2. Lieutenant Colonel Patrick A. Barnett, ed., Domestic Operational Law Handbook for Judge Advocates (Charlottesville, NC: U.S. Army Center for Law and Military
Operations, 2009), http://www.loc.gov/rt/frd/Military_Law/pdf/domestic-law-handbook-2009.pdf (accessed July 17, 2012). See also ibid., p. 46, note 27.
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9/11 and the Defense of the U.S. Homeland

Defense Support of
Civil Authorities:
The Historic Context

The Department of Defense’s civil
support mission—now known as
Defense Support of Civil Authorities
(DSCA)—has along and colorful
history. At the President’s direction
or in immediate response to alocal
emergency, active-duty military
forces have executed a wide range of
domestic missions throughout U.S.
history: disaster relief operations,
firefighting, restoration of civil order,
military assistance to special events,
border security operations, and sup-
port to civilian law enforcement, to
name but a few. U.S. Marines once
guarded the mail.? These DSCA
missions have been authorized and
defined by a diverse array of specific
statutes and directives.*

Standing Up NORTHCOM:
The Modern Era
Immediately prior to 9/11, the
DSCA mission had evolved into
aresponsibility assigned almost
exclusively to the U.S. Army. As
aresult, whenever the Federal
Emergency Management Agency

(FEMA) or another civilian agency
requested military assistance and
the President (usually under the
Stafford Act) approved the request,
the Department of the Army would
process and execute DOD response.®
Under these circumstances, the
Army’s Director of Military Support
served as the focal point for coordi-
nation. The Secretary of the Army
then served as the executive agent for
the Secretary of Defense and in that
capacity had directive authority.

Prior to September 11, 2001,
domestic military missions fre-
quently lacked adequate coordina-
tion among the uniformed services,
were ad hoc and poorly resourced,
and were generally executed in a
manner inconsistent with the joint-
ness required by the 1986 Goldwater-
Nichols Act. In the case of DSCA,
senior DOD officials recognized that
this approach was inadequate to
address the foreseeable and sub-
stantial threats likely to emerge in a
post-9/11 environment.

In April 2002, in direct response
to the September 11th attack, the
department created a new geo-
graphic combatant command: the

U.S. Northern Command.® Within its
geographic area of responsibility (the
48 continental U.S. states, Alaska,

the District of Columbia, Puerto Rico,
the U.S. Virgin Islands, Canada, and
Mexico), NORTHCOM’s assigned
responsibilities fall into two broad
categories:

= Homeland defense is the pro-
tection of U.S. sovereignty, ter-
ritory, domestic population, and
critical defense infrastructure
against external threats and
aggression or other threats as
directed by the President. DOD
is the lead federal agency respon-
sible for homeland defense—and
in that context, homeland defense
is essentially warfighting.” The
department’s authority to conduct
these missions is derived from the
President’s power as Commander
in Chief under Article II of the
Constitution.? In the exercise
of this constitutional authority,
NORTHCOM'’s warfighting role
is substantially similar to that of
the other geographic combatant
commands.’

w

J. Robert Moskin, The U.S. Marine Corps Story (New York: McGraw-Hill, 1982).

4. Barnett, Domestic Operational Law Handbook for Judge Advocates. DOD defines DSCA as “[s]upport provided by U.S. Federal military forces, DoD civilians, DoD
contract personnel, DoD Component assets, and National Guard forces (when the Secretary of Defense, in coordination with the Governors of the affected
States, elects and requests to use those forces in title 32, U.S.C., status) in response to requests for assistance from civil authorities for domestic emergencies,
law enforcement support, and other domestic activities, or from qualifying entities for special events.” U.S. Department of Defense, Directive 3025.18,

December 29, 2010, http://www.dtic.mil/whs/directives/corres/pdf/302518p.pdf (accessed July 27, 2012).

5. Robert T. Stafford Disaster Relief and Emergency Act (Stafford Act), 42 U.S. Code § 5121, et. seq., as amended, and William O. Jenkins Jr., "Emergency
Management: Actions to Implement Select Provisions of the Post-Katrina Emergency Management Reform Act,” testimony before the Subcommittee on
Emergency Communications, Preparedness and Response, Committee on Homeland Security, U.S. House of Representatives, March 17, 2009, p. 6, note 7,
http://www.gao.gov/new.items/d09433t.pdf (accessed July 17, 2012).

6. U.S. Government Accountability Office, Homeland Defense: DOD Can Enhance Efforts to Identify Capabilities to Support Civil Authorities During Disasters, GAO-10-
386, March 2010, esp. p. 1, notes 1and 2, http:/www.gao.gov/assets/310/302659.pdf (accessed July 17, 2012).

7. U.S. Department of Defense, Strategy for Homeland Defense and Civil Support, June 2005, http://www.defense.gov/news/jun2005/d20050630homeland.pdf

(accessed July 17, 2012).
8. U.S. Constitution, Art. Il, Section 2.

9. U.S. Department of Defense, Strategy for Homeland Defense.
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m Defense support of civil
authorities is DOD support,
including federal military forces,
the department’s career civil-
ian and contractor personnel,
and DOD agency and component
assets, for domestic emergencies
and for designated law enforce-
ment and other activities. The
department provides defense
support of civil authorities when
directed by the President or
Secretary of Defense.!° These
missions rarely involve the use
of force. Indeed, the most com-
mon scenario leading to a DSCA
mission involves a major natu-
ral disaster within a particular
state jurisdiction; a request from
that state’s governor asking the
President to declare a “major
disaster” under the provisions of
the Stafford Act; approval of such
a declaration by the President;
and a subsequent request for DOD
assistance from the lead fed-
eral agency, likely DHS operating
through its subordinate agency,
FEMA " When executing a DSCA
mission, DOD forces are in a sup-
porting role to the lead federal
agency.'?

An Evolving
Combatant Command

While NORTHCOM’s creation
was in direct response to the trau-
matic events of September 11th, a
number of factors heavily influ-
enced its task organization. Chief
among these was a core principle
of American history: that the mili-
tary should play a very limited role
within U.S. borders. Indeed, in The

Federalist No. 8, Alexander Hamilton
captured this concern with clarity:

There is a wide difference, also,
between military establishments
in a country seldom exposed by
its situation to internal inva-
sions, and in one which is often
subject to them.... These armies
being in the first case, rarely, if
at all, called into activity for
interior defense, the people are
in no danger of being broken to
military subordination.... [TThe
civil state remains in full vigor....
[Citizens] neither love nor fear
the soldiery....

In acountry in the predicament
last described, the contrary of

all this happens. The perpetual
menacings of danger oblige the
government to be always pre-
pared to repel it; its armies must
be numerous enough for instant
defense. The continual necessity
for their services enhances the
importance of the soldier, and
proportionably degrades the con-
dition of the citizen. The military
state becomes elevated above the
civil.... [TThe people are brought
to consider the soldiery not only
as their protectors but as their
superiors. The transition from
this disposition to that of con-
sidering them masters is neither
remote nor difficult.”®

Hamilton’s concern was that
excessive dependence on the military
for internal security could corrode
the civilian institutions of govern-
ment and ultimately the very concept

of civilian supremacy within a con-
stitutional system of government.
When NORTHCOM was created,
Hamilton’s voice could still be heard.
As aresult, NORTHCOM was estab-
lished in 2002 as acommand and
control element—a headquarters—
almost completely devoid of operat-
ing forces. By design, it was a hollow
force with leaders, planners, and
interagency liaison offices largely
untethered to the forces needed to
provide operational capability.
NORTHCOMs initial concept of
operations—constrained by DOD
policy—anticipated that the nec-
essary operating forces, includ-
ing critical lifesaving capabilities,
would be assigned (“chopped”) to
NORTHCOM only in the aftermath
of a major disaster. Until then, such
forces would remain within their
parent services. With sensitivity to
Hamilton’s Federalist No. 8 warn-
ing, DOD senior leadership ini-
tially determined that operational
forces should not be “assigned” to
NORTHCOM, but that the operat-
ing forces for an actual NORTHCOM
deployment would be transferred to
the command if and when needed
and then only with minimal forces
sufficient to augment exhausted
civilian capabilities. In effect, the
theory was to apply “just-in-time
delivery” to a crisis environment.
The end result was a daunting
challenge for NORTHCOM’s early
commanders. While NORTHCOM
had a vitally important mission, it
had few operational resources and
only limited ability to influence the
training, equipment, and mission
readiness of those forces that might

10. Ibid.

1. Headquarters of the Army, Civil Support Operations, FM 3-28, August 2010, http://armypubs.army.mil/doctrine/DR_pubs/DR_a/pdf/fm3_28.pdf (accessed
July 17, 2012), and Barnett, Domestic Operational Law Handbook for Judge Advocates.

12. Ibid.
13. Alexander Hamilton, The Federalist No. 8.
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be assigned mid-crisis. NORTHCOM
quickly became a case study in
accountability without capability.

DOD Resistance
to the DSCA Mission

While the historic view that the
military should play a very limited
role within U.S. borders significantly
influenced the decision not to assign
forces to NORTHCOM, a second
factor also came into play: an insti-
tutional aversion to the entire DSCA
mission set. Many senior DOD lead-
ers—civilian and uniformed military
alike—believed that providing sup-
port to civilian authorities was a mis-
sion of secondary importance. Yes,
it had to be done, but only if forces
could be spared from more impor-
tant overseas combat missions, and
even then with remaining doubt that
DOD should be doing it at all. This
mindset was particularly danger-
ous because it was utterly sincere—it
went to the very definition of what
it means to be awarrior in defense
of our nation. The emerging DSCA
missions in the NORTHCOM portfo-
lio simply did not fit the DOD war-
rior role model. At best, the proper
resourcing of these DSCA mission
sets was seen as a grudging necessity.

MANY SENIOR DOD LEADERS—
CIVILIAN AND UNIFORMED MILITARY
ALIKE—BELIEVED THAT PROVIDING
SUPPORT TO CIVILIAN AUTHORITIES
WAS A MISSION OF SECONDARY
IMPORTANCE.

Inits 2008 report, Transforming
the National Guard and Reserves into
a 21st Century Operational Force, the

Commission on the National Guard
and Reserves rightly emphasized the
need to overcome DOD’s cultural
resistance to domestic civil support
missions:

Despite producing policy docu-
ments claiming that protecting
the homeland is its most impor-
tant function, the Department
of Defense historically has not
made civil support a priority.
This shortcoming is especially
glaring in the post-9/11, post-
Hurricane Katrina environment.
Ensuring that the homeland is
secure should be the top priority
of the government of the United
States....

..Homeland security policies and
plans depend on the Department
of Defense to provide support to
civil authorities."*

After calling for congressional
action expressly clarifying DOD’s
duty to provide civil support, the
commission further noted that
Congress should:

1. Codify “the Department of
Defense’s current responsibil-
ity, as defined in its Strategy
for Homeland Defense and Civil
Support. In other words, [the law]
should state that DOD—includ-
ing federal military forces, DOD
career civilian and contrac-
tor personnel, and DOD agency
and component assets—has the
responsibility to provide support
to the DHS and other agencies
for domestic emergencies and for
designated law enforcement and
other activities.”

2. Declare that “responding to natu-
ral and man-made disasters in the
homeland is a core competency of
DOD that is equal in priority to its
combat responsibilities.”

3. Clearly state “that in the event of
amajor catastrophe incapacitat-
ing civilian government over a
wide geographic area, DOD can
be expected to provide the bulk of
the response.””

Similarly, three years earlier, the
2005 Strategy for Homeland Defense
and Civil Support attempted to over-
come DOD’s historic resistance to
civil support missions by defining
DSCA as an essential element of 21st-
century American security stating:

At the high end of the threat spec-
trum, however, the 21st century
environment has fundamentally
altered the terms under which
Department of Defense assets
and capabilities might be called
on for support. The potential
for multiple, simultaneous,
CBRNE attacks on US territo-
ry is real. It is therefore impera-
tive that the Department of
Defense be prepared to support
civilian responders in respond-
ing to such mass casualty events.

Support to domestic authorities
for consequence management is
a core element of active, layered
defense. The Department of
Defense maintains considerable
CBRNE recovery expertise and
equipment. When directed by
the President or the Secretary
of Defense, DoD will employ

14. Commission on the National Guard and Reserves, Transforming the National Guard and Reserves into a 21st Century Operational Force, July 31, 2008, p. 90 and
note 13, http://www.loc.gov/rr/frd/pdf-files/CNGR_final-report.pdf (accessed July 17, 2012).

15. Ibid., pp. 91-92.
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these capabilities to assist the Although the department paid for NORTHCOM, but sidebar dis-
Secretary of Homeland Security, rhetorical attention to homeland cussions with senior leaders always
the principal Federal official for defense and domestic prepared- revealed a dangerous departmental
domestic incident management, ness, senior DOD resistance to the ambivalence. Fortunately, a very dif-
or other domestic authorities. DSCA mission continued to influ- ferent attitude toward DSCA pre-
DoD must be prepared to sup- ence resourcing decisions for years vailed within the leadership of the
portits interagency partners in to come. As aresult, between 2002 National Guard.

responding to arange of CBRNE and 2010, NORTHCOM'’s evolu-

incidents, including multiple, tion of operational capability fol-

simultaneous mass casu- lowed a steady—although sometimes

alty attacks within the United inconsistent—trajectory. Better

States.' capabilities were routinely planned

16. U.S. Department of Defense, Strategy for Homeland Defense, p. 19 (original emphasis).
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Initial DOD Efforts to Build Domestic Response Capabilities

The National Guard and
Support of Civil Authorities
The National Guard’s consistent
emphasis on the need to defend the
U.S. homeland against asymmet-
ric attacks using weapons of mass
destruction (WMDs) sharply con-
trasted with many senior Defense
Department officials—both civilian
and uniformed military. As noted
in the previous section, many DOD
officials continued to view domestic
security, including CBRNE conse-
quence management, as a responsi-
bility exclusively assigned to civil-
ian law enforcement and the newly
created Department of Homeland
Security.” For these DOD officials,
DSCA was a mission set in search of
adepartmental exit strategy. By con-
trast, the National Guard leadership
saw homeland defense—including
DSCA CBRNE consequence manage-
ment—as an integrated element of
21st-century national security.
WMD Civil Support Teams.
Motivated by committed and
informed senior leadership, the
National Guard began to create
atiered system of capabilities for
CBRNE response. The National
Guard’s embrace of the CBRNE
consequence management mission

began with the establishment of
WMD Civil Support Teams (WMD-
CSTs or CSTs)—a concept that had
evolved out of an earlier proposal to
create WMD response teams (WMD
Raid Teams) within FEMA. However,
it became apparent that the neces-
sary manpower requirements would
be difficult, if not impossible, to
sustain within FEMA. As aresult, in
the late 1990s, the National Guard
stepped forward. Working closely
with congressional allies and largely
bypassing DOD, the National Guard
sought and received congressional
authorization to establish 10 CSTs in
1999.18

A CST is essentiallya CBRNE
reconnaissance team with the capa-
bility to:

m Identify CBRNE agents,

m Assess the current and projected
consequences of suspected and
actual WMD events,

m Advise civilian responders regard-
ing appropriate actions, and

m Assist with appropriate requests
for assistance to expedite arrival
of additional state and military

assets to help save lives, prevent
human suffering, and mitigate
great property damage.”

Composed of 22 highly trained,
full-time members of the Army and
Air National Guard, each CST is fed-
erally resourced, trained, and evalu-
ated, but normally operates in Title
32 status under the command and
control of the state governor.?°

Congress authorized 17 additional
CSTsin 2000, five more in 2001, and
23 more in 2005 for a total of 55
CSTs. Congress also mandated that
each state and territory have at least
one CST. (California established
two.)* Two more were approved in
2012, one in New York and one in
Florida.

THE NATIONAL GUARD
LEADERSHIP SAW HOMELAND
DEFENSE—INCLUDING DSCA CBRNE
CONSEQUENCE MANAGEMENT—AS
AN INTEGRATED ELEMENT OF 21ST-
CENTURY NATIONAL SECURITY.

Although senior DOD leader-
ship firmly opposed congressional
approval of each successive tranche

17. For a statutory overview of DHS's core legal authorities, see the Homeland Security Act of 2002, Public Law 107-296, 116 Stat. 2135 (2002), as amended. See
also Keith Gregory Logan and James D. Ramsay, Introduction to Homeland Security (Philadelphia: Westview Press, 2012).

18. U.S. Department of Defense, “Timeline for DOD Domestic Consequence Management Resources: CBRNE Response Capabilities,” unpublished chronology of
DOD CBRNE capability development, Office of the Assistant Secretary of Defense for Homeland Defense and Americas’ Security Affairs, 2007.

19. U.S. Department of Defense, “Timeline for DOD Domestic Consequence Management Resources.” See also Barnett, Domestic Operational Law Handbook for

20.

21.

Judge Advocates.

The National Guard can serve in any one of three statuses. The first is state active duty, in which they are under command and control of the state governor
(through the state adjutant general) and are funded by the state. The second is Federal Title 10. In this status, they are under the command and control of the
Department of Defense, funded by the Department of Defense, and equivalent to any active-duty component forces. The third of these is Federal Title 32. In
this status, they are under the command and control of the governor, but are funded by the Department of Defense.

Ibid. See Headquarters of the Army, Civil Support Operations, p. 4-3. See also Barnett, Domestic Operational Law Handbook for Judge Advocates, p. 48, and

National Guard Bureau, “National Guard Civil Support Team (CST),” http://www.ng.mil/features/HomelandDefense/cst/index.html (accessed July 19, 2012).
For a summary overview of CST organization and operations, see Headquarters of the Army, Civil Support Operations, pp. C1-C3.
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of CSTs, the utility of the National
Guard CST concept became clear
when approximately a half dozen
CSTs effectively responded to the
contaminated debris associated with
the 2002 crash of the Space Shuttle
Columbia—debris that was spread
across several states. By 2005, DOD
opposition to CSTs and, more broad-
ly, DSCA missions began to soften
when Secretary of Defense Donald
Rumsfeld voiced a deep concern that
DOD and the entire federal inter-
agency were not adequately prepared
for a domestic catastrophic event,
including a WMD attack.

CBRNE Enhanced Response
Force Packages. Building on the
CST concept, in 2004, Lieutenant
General Steve Blum, Chief of the
National Guard Bureau, proposed
the creation of 17 CBRNE Enhanced
Response Force Packages (CERFPs).
The mission of a CERFP is to

“respond to a CBRNE incident and
assist local, state, and federal agen-
cies in conducting consequence
management by providing capabili-
ties to conduct personnel decontami-
nation, emergency medical services,
and casualty search and extrac-
tion.”?> Modeled on the U.S. Marine
Corps’ Chemical Biological Incident
Response Force (CBIRF) created
in 1996—with training, equipment,
and certification closely resembling
CBIRF—each CERFP is designed to
employ an embedded WMD-CST
as well as medical, security, combat
service support, chemical, engineer-
ing, and other assets to execute the
following missions:

= Intelligence,

m Information operations,

m Communications,

m (Critical infrastructure protection,
m Mass casualty operations,

m Operationsin a CBRNE-
contaminated environment,

m Maintaining and securing air and
ground logistical routes,

m All seasons—all conditions capa-
bility, and

m Technical search and extraction.?®

Organized into a Medical
Team (45 personnel), Search and
Extraction Team (50 personnel), and
Decontamination Team (75 per-
sonnel), each CERFP has approxi-
mately 170-200 technically trained
National Guard soldiers and airmen,
drawn from existing units, nor-
mally in state status, but available
for Title 32 duty or, under extraordi-
nary circumstance, Title 10 (federal)
employment.?*

Lieutenant General Blum stated
his vision quite clearly: the Marines’
CBIRF was a superb capability, but
insufficient in numbers and equip-
ment to rapidly respond through-
out the entire nation. Furthermore,
CBIRF, consistent with its original
purpose, maintained a primary ori-
entation toward the National Capitol

Region. The 17 National Guard
CERFPs—with at least one CERFP
located in each FEMA Region—could
rapidly fill an identified gap in mid-
range CBRNE response capability
throughout the entire U.S. homeland.
Over time, these National Guard
initiatives produced an integrated
and effective system of response
for mid-range CBRNE consequence
management missions. Following a
localized disaster, the governor of the
affected state could rapidly deploy
nearby National Guard CBRNE
response personnel to technically
assess the incident, determine the
CBRNE contaminants, advise first
responders, and inform follow-
on forces. These units—CSTs and
CERFPs—could also provide their
own decontamination and imme-
diate medical care. However, their
capabilities were never structured
or resourced to respond to the much
greater operational demands of a
complex multistate catastrophe.
Moreover, in most circumstances,
these National Guard units would
be under the governor’s command
and control and therefore would be
unavailable to the President during
events of national significance. For
complex, multistate catastrophes,
the President would inevitably be
compelled to call on NORTHCOM.

Early NORTHCOM
Capabilities: CBRNE
Response

“Three Plus Three.” Early in
2003—shortly before the ground
war began in Irag—at a meeting with

22. U.S. Department of Defense, “Timeline for DOD Domestic Consequence Management Resources.”

23. Ibid. See Headquarters of the Army, Civil Support Operations, p. 4-3. See National Guard Bureau, “CBRNE Enhanced Response Force Package (CERFP),” http://
www.ng.mil/features/HomelandDefense/cerfp/index.html (accessed July 19, 2012), and U.S. Department of Defense, CBRNE Enhanced Response Force Package
(CERFP), unpublished fact sheet. For a summary overview of CERFP organization and responsibilities, see Headquarters of the Army, Civil Support Operations,

pp. D1-D4.
24. |bid.
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the leadership of JTF-CS and its
immediate parent command Joint
Force Headquarters—Homeland
Security JFHQ-HLS), Lieutenant
General Russ Honore, then com-
mander of JFHQ-HLS,?® was asked:
“If we [the U.S.] are attacked by Iraqi
Special Forces here at home—and
if those attacks are near simultane-
ous and involve multiple locations—
how many CBRNE events could
NORTHCOM effectively handle?”
Lieutenant General Honore asked
for clarification of the question
to better define the nature of the
attacks, the types of CBRNE con-
taminants employed, and the overall
magnitude of casualties. With that
information, Lieutenant General
Honore replied, “We are prepared
to respond to one gold plate [high-
end] event.” When asked why the
command had not planned for mul-
tiple, near simultaneous events, his
answer was succinct: “No one ever
told us to.”*¢

OVER TIME, THESE NATIONAL

GUARD INITIATIVES PRODUCED AN
INTEGRATED AND EFFECTIVE SYSTEM
OF RESPONSE FOR MID-RANGE
CBRNE CONSEQUENCE MANAGEMENT
MISSIONS.

During the next hour of discus-
sion, Lieutenant General Honore and
his staff worked through a number
of potential scenarios and their
operational implications. At the end

of the assessment, a tentative con-
cept of operations began to emerge:
if approved by the NORTHCOM
commander, JFHQ-HLS would
develop detailed plans for three
near simultaneous, geographically
dispersed CBRNE attacks and would
begin to develop contingency plans
for responding to up to three more
attacks. At the Pentagon this plan-
ning approach was soon reduced to
the summary phrase “three plus
three,” and it provided the basic
framework for DOD CBRNE conse-
quence management planning for
the next five years. When informed
of the discussion a few days later,
the Secretary of Defense gave his
concurrence.

Itis important to understand
NORTHCOM’s 2003 CBRNE
response capabilities in their historic
context. Although DOD’s CBRNE
response capabilities can legiti-
mately trace their roots to the U.S.
operational capabilities of the First
and Second World Wars, the mod-
ern antecedent was the creation of
the Army’s Technical Escort Units
in 1957.%” These remained the main
CBRNE response force with no
significant change until 1996 when
Marine Corps Commandant General
Charles Krulak sought and received
congressional approval to establish
CBIRF with the primary mission of
defending against and responding
to attacks on the U.S. Capitol build-
ing.?® Even more significant, however,
was the establishment of JTF-CS
in 1999.?° Both CBIRF and JTF-CS

would ultimately become core ele-
ments of NORTHCOM’s CBRNE
response capability.

Chemical Biological Incident
Response Force. Although at least
one CBIRF response force has been
historically tied to the U.S. Capitol
building and its close proximity,
CBIRF’s formal mission allows for
worldwide deployment in response
to a credible threat or actual CBRNE
incident.

CBIRF’s CBRNE consequence
management capabilities include:

m Agent detection and identification;

m Casualty search and rescue,
including extraction;

m Personnel decontamination;
m Emergency medical care; and

m Stabilization of contaminated
personnel.?®

CBIRF is composed of approxi-
mately 430 personnel, organized into:

m CBIRF command element (4
personnel);

m Headquarters and service com-
pany (208 personnel);

m Reaction force company (170
personnel);

m Civilian contractors (16 person-
nel); and

25. JFHQ-HLS was then one of NORTHCOM's major subordinate commands. The command has since been terminated.

26. The author was present at this meeting.

27. U.S. Department of Defense, “Timeline for DOD Domestic Consequence Management Resources.”

28. Ibid. See generally, Corporal Clinton Firstbrook, “CBIRF Responds to Ricin Scare, Helps Secure Federal Buildings,” Homeland Defense Journal, Vol. 2, No. 2

(March 2004).
29. Ibid.
30. Ibid.
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m Marine Corps/Navy specialties
(40 personnel).®

CBIRF’s Initial Response Force
consists of 117 personnel, supported by
21 vehicles, with operational capabili-
ties that include:

m Detection and identification of
CBRNE hazards;

m Rapid extraction, casualty extrac-
tion, and technical rescue;

m Decontamination of 65-70 non-
ambulatory or 200-225 ambula-
tory casualties per hour;

m Medical triage/stabilization and
medical regulation;

m Explosive ordinance (force
protection);

m Command, control, communica-
tions, computers, and intelligence;
and

m Logistics.?

CBIRF’s follow-on forces consist
of 200 additional personnel, sup-
ported by 22 additional vehicles and
equipment with the capability to
decontaminate:

= An additional 60-75 non-ambula-
tory casualties per hour or

® An additional 200-225 ambula-
tory casualties per hour.??

By the time NORTHCOM was
established in 2002, CBIRF had been
operationally effective for approxi-
mately five years. During that time
it had routinely and successfully
executed a series of CBRNE-related
missions, primarily in the National
Capitol Region, often in support of
national special security events, such
as the annual State of the Union
address and presidential inaugura-
tions. It had also established close
working relationships with various
civilian police departments—notably,
the New York Police Department—
including a formal commitment
(memorandum of agreement) by
CBIRF to “self-deploy” to New York
in the event the NYPD requested
CBRNE assistance.

As aresult, at the time of
NORTHCOM’s creation, CBIRF had
already established itself as an effec-
tive mid-range CBRNE response
capability, with more than 400
highly trained, technically profi-
cient, rapidly deployable personnel.
Located at Indian Head, Maryland,
CBIRF was well positioned to serve
as the principal CBRNE overwatch
for the National Capitol Region.**

Joint Task Force Civil Support.
In 1999, just three years after
Congress authorized CBIRF, JTF-
CS was established.® Early in 2003,
JTF-CS consisted of acommand and

control element (approximately 160
assigned personnel) with author-

ity over a deployable joint task force
of approximately 2,700 personnel,
commanded by a National Guard
major general serving in active-duty
federal status.?® JTF-CS was created
to plan and integrate DOD support
to the designated lead federal agency
(likely FEMA) for domestic CBRNE
consequence management opera-
tions. When Lieutenant General
Honore spoke of NORTHCOM’s
ability to respond to one “gold plate”
CBRNE event in the spring of 2003,
he almost certainly had JTF-CS in
mind.

From 1999 to 2002, JTF-CS
defined and improved its ability to
serve essentially as the headquar-
ters of an early-stage DOD CBRNE
response. It built relationships with
hundreds of municipalities through-
out the U.S,, requested data related
to critical civilian infrastructure
and local first responder capabilities,
assessed vulnerabilities, developed
CBRNE response plans, and sup-
ported the readiness of individual
military units to deploy rapidly to
CBRNE events. However, the opera-
tional units identified for inclu-
sion in JTF-CS’s task organization
remained geographically dispersed
throughout the nation. As a result,
in the early years of its existence,
the ability of the JTF-CS command
element to link up rapidly with its
subordinate units remained very

31. Ibid.
32. Ibid.
33. Ibid.
34. Firstbrook, “CBIRF Responds.”

35. U.S. Department of Defense, “Timeline for DOD Domestic Consequence Management Resources.”

36. Ibid. See generally Master Sergeant Michael Eck, “Joint Task Force Civil Support: A National Asset,” Marine Corps Gazette, July 2007, pp. 21-24, http:/www.
marinecorpsgazette-digital.com/marinecorpsgazette/200707?pg=23#pg23 (accessed July 17, 2012). See also Master Sergeant Michael Eck, “Joint Task Force
Civil Support (JTF-CS): A National Asset,” Fort Leavenworth, Center for Army Lessons Learned Newsletter 10-16, December 2009, http://usacac.army.mil/cac2/
call/docs/10-16/ch_6.asp (accessed July 17, 2012), and Barnett, Domestic Operational Law Handbook for Judge Advocates.
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much in doubt. JTF-CS looked solid
on paper. Its leaders were engaged
and experienced. But could the
entire JTF-CS enterprise with all of
its subordinate elements rapidly and
effectively deploy into a CBRNE hot
zone? Because such a deployment of
JTF-CS had never been tried, there
was simply no proof of its deliverable
CBRNE capability.

With the creation of NORTHCOM
in 2002, both CBIRF (430 per-
sonnel) and JTF-CS (task orga-
nized to approximately 2,700
personnel) were identified for
potential domestic employment by
NORTHCOM, although not placed
under NORTHCOM command. In
the spring of 2003, as Lieutenant
General Honore and NORTHCOM
prepared for possible attacks by Iraqi
Special Forces within the United
States, the 2,700 personnel of JTF-
CS formed the core of NORTHCOM’s
domestic CBRNE response capabili-
ty. Indeed, in terms of rapidly deploy-
able forces, JTF-CS was the only
CBRNE capability specifically iden-
tified for domestic employment by
NORTHCOM. To deal with the chal-
lenge of three or more nearly simul-
taneous, geographically dispersed
CBRNE attacks within the United
States (“three plus three”), addition-
al CBRNE consequence management
forces needed to be found.

By the beginning of 2005, DOD
had identified only two rapidly

deployable reservoirs of CBRNE
consequence management exper-
tise: JTF-CS (by then, approxi-
mately 3,000 personnel when
fully task organized) and CBIRF
(approximately 430 personnel).?”
These two units combined were the
core CBRNE capability available
to NORTHCOM, and it was almost
beyond dispute that they would be
insufficient to respond to the “mul-
tiple, simultaneous mass casualty
CBRNE attacks against the U.S.
homeland” referenced in the June
2005 Strategy for Homeland Defense
and Civil Support.

Accordingly, in July 2005,
Secretary Rumsfeld directed that
a DOD briefing be prepared for
President George W. Bush that would
highlight the nation’s lack of pre-
paredness for a catastrophic event.
Initially titled “Gaps and Seams,” the
briefing was scheduled for August
at the President’s ranch in Texas,
but at the request of DHS Secretary
Michael Chertoff, who asked for
additional time to review the briefing
material, the presentation was ten-
tatively postponed until the fall. On
Monday, August 29, 2005, at 6:10 a.m.,
Hurricane Katrina made landfall
along the Gulf Coast.?®

Katrina: Complex

Catastrophes Change the

Operating Environment
Hurricane Katrina was the most

destructive natural disaster in U.S.
history.®® Rated a Category 3 (almost
a Category 4) hurricane when it
made landfall, it generated winds of
approximately 125 miles per hour.*°
Its storm surge reached a height of 28
feet in Hancock County, Mississippi,
and was powerful enough to pick up
a13,000-ton oil rig platform from
dry dock along the Mobile River

in Alabama and move it upstream,
against the river’s natural current,
until it struck a highway bridge and
came to aviolent stop.*!

The sheer size of Hurricane
Katrina’s destructive footprint was
similarly unprecedented. The hur-
ricane ultimately affected nearly
93,000 square miles of U.S. territo-
ry—an area roughly the size of Great
Britain.** When the 350-mile New
Orleans levee system failed, approxi-
mately 80 percent of the city was
flooded with six to 20 feet of water. In
all, Hurricane Katrina caused at least
$125 billion in property damage—
twice as much as Hurricanes Tke and
Andrew combined—and killed more
than 1,300 Gulf Coast residents.*®

When it quickly became clear that
civilian first responders would be
overwhelmed by Hurricane Katrina’s
devastation, the Department of
Defense initiated the largest, fast-
est DSCA mission in U.S. military
history. In 10 days, 72,000 active-
duty military, Reserve, and National
Guard personnel deployed to the Gulf

37. U.S. Department of Defense, “Timeline for DOD Domestic Consequence Management Resources.”
38. Richard Stengel, ed., Nature's Extremes: Earthquakes, Tsunamis and the Other Natural Disasters That Shape Life on Earth (New York: Time Books, 2011).

39. The White House, The Federal Response to Hurricane Katrina: Lessons Learned, February 2006, http://georgewbush-whitehouse.archives.gov/reports/katrina-
lessons-learned/ (accessed July 17, 2012). See also Peter Miller, “Nature's Fury,” National Geographic, special issue, 2011.

40. Stengel, Nature's Extremes.

41, Miller, Nature's Fury, and Stengel, Nature's Extremes.

42. The White House, Hurricane Katrina: Lessons Learned.

43. Ibid. See also Miller, Nature's Fury.
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Coast to assist.** Consistent with

the recently published Strategy for
Homeland Defense and Civil Support,
approximately 70 percent of the
deployed force—over 50,000 military
personnel—came from the National
Guard.*® The remaining 22,000 came
from NORTHCOM, although that
number included approximately
10,000 sailors aboard ships posi-
tioned off the Gulf Coast.*®

A DSCA MISSION EXECUTED IN A
TRULY CATASTROPHIC ENVIRONMENT
REQUIRES LARGE NUMBERS OF WELL-
TRAINED AND PROPERLY EQUIPPED
MILITARY PERSONNEL.

Catastrophic disasters, regard-
less of origin, produce a physically
degraded operating environment.
Roads are buried or destroyed, bridg-
es are dropped, homes and commer-
cial buildings are severely damaged.
Deaths and casualties are numerous,
the injured are often buried in rubble,
local hospitals are unable to func-
tion, and special-needs patients (the
elderly, the very young, and the dis-
abled) are trapped. First responders
are often among the first casualties.

Highway systems are clogged, and
transportation nodes (airports, train
stations, and port facilities) may

be inoperable. Under such circum-
stances, the demand for unique mili-
tary capabilities is almost limitless,
including helicopters, high-wheeled
vehicles, transport planes, aerial
observation platforms, communi-
cations equipment, mobile medical
personnel and emergency treatment
facilities, veterinary care, firefighting
equipment, search and rescue capa-
bilities, mortuary services, CBRNE
assessment and decontamination,
and local security.

A DSCA mission executed in a
truly catastrophic environment
requires large numbers of well-
trained and properly equipped
military personnel. In this regard,
Hurricane Katrina should be seen
not as an isolated event. It is a case
study that is consistent with the
experience of other modern nations
dealing with major disasters. Japan’s
recent experience of using military
forces for disaster response is simi-
lar. On March 11, 2011, when a 9.0
earthquake occurred 80 miles off
the coast of Japan, the related tsu-
nami caused substantial loss of life

and property damage, most notably
at the Fukushima Nuclear Power
Plant. By the end of March, Japanese
officials reported 11,000 dead and
17,000 missing. Waves reached a
height of 30 feet and 110,000 homes
were destroyed. In Otsuchi, almost
1,000 of the town’s 16,000 residents
had died, including the mayor and
eight other officials, and some 6,000
were left homeless.” Under these cir-
cumstances, it is not surprising that
more than 100,000 Japanese Self-
Defense Force troops provided the
backbone of the country’s emergency
response.*®

Hurricane Katrina did more than
simply test DOD’s DSCA capabili-
ties. It also shifted the paradigm of
thought on DSCA missions. When
judged in the context of foreseeable
catastrophic events that might real-
istically confront the United States,
it was clear that many catastrophic
scenarios—including both natural
disasters and CBRNE attacks—could
substantially exceed the magnitude
of disaster caused by Katrina. *°

In March 2006—seven months
after Hurricane Katrina—the
Homeland Security Council pre-
pared and published the final

44, U.S. Department of Defense, “Help at Home: Military Tackles Relief Efforts in Gulf Coast Region,” 2005 Year in Review, http://osd.dtic.mil/home/

45.
46.
47.
48.

49.

features/2006,/2005yearinreview/article3.html (accessed July 20, 2012); Defense Science Board Task Force, “Deployment of Members of the National Guard
and Reserve in the Global War on Terrorism,” U.S. Department of Defense, Office of the Under Secretary of Defense for Acquisition, Technology, and Logistics,
September 2007, http://www.acqg.osd.mil/dsb/reports/ADA478163.pdf (accessed July 17, 2012); and Paul McHale, statement before the Committee on
Homeland Security and Governmental Affairs, U.S. Senate, February 9, 2006, http://policy.defense.gov/hdasa/refdocs/ASDHD_%20Statement_SHSGAC%20

_9%20Feb%2006.pdf (accessed July 17, 2012). On a “focused reliance” upon Reserve Component forces for DSCA missions, see U.S. Department of Defense,
Strategy for Homeland Defense. See generally U.S. Government Accountability Office, Hurricane Katrina: Better Plans and Exercises Need to Guide the Military's
Response to Catastrophic Natural Disasters, GAO-06-643, May 2006, http://www.gao.gov/assets/90/82271.pdf (accessed July 17, 2012).

McHale, statement before the Committee on Homeland Security and Governmental Affairs.
Ibid.
Stengel, Nature's Extremes.

Yuki Tatsumi, “The Role of Japanese Self-Defense Forces in the Great Eastern Japan Earthquake,” Stimson Center Spotlight, March 17, 2011, http://www.stimson.
org/spotlight/the-role-of-the-japan-self-defense-forces-in-the-great-eastern-japan-earthquake/ (accessed July 17, 2012). See also Associated Press, “Self-
Defense Forces Play Major Role in Earthquake-Tsunami Relief,” Manila Bulletin, April 1, 2011, http://www.mb.com.ph/articles/312360/selfdefense-forces-play-
major-role-earthquaketsunami-reliefhad (accessed July 17, 2012).

Lynn E. Davis, “Force of First Resort: Katrina Offers Lessons for Improving the National Guard Response to Catastrophic Domestic Emergencies,” RAND Review,
Summer 2007, http://www.rand.org/publications/randreview/issues/summer2007/katrina.html (accessed July 17, 2012).
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TABLE1

15 National Disaster Scenarios

Scenario Casualties Displaced
1. Nuclear Detonation—10 Kiloton Improvised Nuclear Device Hundreds of thousands 350,000
2. Biological Attack—Aerosol Anthrax 13,000 35,000
3. Biological Disease Outbreak—Pandemic Influenza 1-10 million n/a
4. Biological Attack—Plague 40,000 n/a
5. Chemical Attack—Blister Agent 70,000 100,000
6. Chemical Attack—Toxic Industrial Chemicals 1,350 10,000
7. Chemical Attack—Nerve Agent 6,000 n/a
8. Chemical Attack—Chlorine Tank Explosion 127,000 50,000
9. Natural Disaster—Major Earthquake 19,400 250,000
10. Natural Disaster—Major Hurricane 6,000 1,000,000
1. Radiological Attack—Radiological Dispersal Devices 20,000 10,000
12. Explosives Attack—Bombing Using IEDs 550 5,000
13. Biological Attack—Food Contamination 1,150 n/a
14. Biological Attack—Foot and Mouth Disease n/a n/a
15. Cyber Attack n/a n/a

Source: U.S. Department of Homeland Security, National Planning Scenarios, March 2006, http://info.publicintelligence.net/
DHS%20-%20National%20Planning%20Scenarios%20March%202006.pdf (accessed July 19, 2012).

SR115 & heritage.org

version of the 15 National Planning
Scenarios.”® This document had
been in preparation since November
2003.% Its objective was to identify
“the minimum number of represen-
tative scenarios required to develop
and test the range of required pre-
vention, protection, response, and
recovery resources.”” These scenar-
ios represent the anticipated scope
of foreseeable catastrophic disasters
within the U.S.

Asnoted in the Domestic Opera-
tional Law Handbook, “Two of the
scenarios represent natural disasters,
major earthquake and major hurri-
cane; a third highlights economic and
social complications resulting from a
cyber attack; the remaining 12 scenari-
os focus on chemical, biological, radio-
logical, nuclear or high-yield explosive
(CBRNE) incidents.”*® The scenarios
were published with notional casualty
figures. (See Table 1.)%*

At the time of its publication,
an in-depth analysis accompa-
nied each of the 15 scenarios.®®
From the low end of terrorist use
of improvised explosive devices
(IEDs) to the high end of a 10-kilo-
ton nuclear detonation, civilian
authorities would almost certainly
request DSCA assistance from the
Department of Defense. In most
cases, the specific missions would be
labor intensive (e.g., evacuation of

50. Barnett, Domestic Operational Law Handbook for Judge Advocates, p. 25. See also Federal Emergency Management Agency, “National Planning Scenarios,” http://
www.fema.gov/txt/media/factsheets/2009/npd_natl_plan_scenario.txt (accessed July 27, 2012).

51. Federal Emergency Management Agency, “National Planning Scenarios.”

52. Ibid.

53. Barnett, Domestic Operational Law Handbook for Judge Advocates, p. 25, note 33 (emphasis added).

54. U.S. Department of Homeland Security, National Planning Scenarios, March 2006, http://info.publicintelligence.net/DHS%20-%20National%20Planning%20
Scenarios%20March%202006.pdf (accessed July 19, 2012).

55. Barnett, Domestic Operational Law Handbook for Judge Advocates, p. 25, note 33.
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general population and special-needs
patients, search and rescue, casualty
extraction, mass medical care, mass
decontamination, food and water
distribution, local security, wide area
damage assessment, and mortuary
recovery). In the majority of scenari-
os, the missions would be conducted
in a CBRNE-contaminated environ-
ment. Moreover, deployment speed
would be crucial to success, espe-
cially in cases requiring distribu-
tion of pharmaceuticals, vaccines,

or mass decontamination.’® Tens

of thousands—perhaps more than
100,000—military personnel would
need to begin the force flow not in
days, weeks, or months, but within
hours. The question then (and now)
is whether sufficient DSCA forces
would be trained and available for
NORTHCOM deployment.

DSCA Post-Katrina: Three
CCMRFs and the Promise of
NORTHCOM Capability
During 2005-2008, Title 10 DSCA
capabilities continued to evolve,
albeit slowly. In the aftermath of
Hurricane Katrina, NORTHCOM’s
combatant commanders attempted—
with moderate success—to increase
the DSCA capacity of the com-
mand. Nonetheless, the “three plus
three” approach faced continuing
opposition within the department,
especially from senior uniformed

leadership. The war in Iraq was then
in its most intense period, requir-
ing a substantial draw on all avail-
able forces, including the National
Guard. Although the situation in
Afghanistan reflected a shaky status
quo, it also required a significant
ongoing commitment. With stress on
the force already at high levels, lead-
ers at the Pentagon had little appe-
tite to supply additional manpower,
training, or equipment for the DSCA
missions.

Over time, however, the broad
outline of NORTHCOM’s operational
capability began to emerge. Because
of persistent Joint Staff opposi-
tion, the “plus three” portion of the
original concept of operations was
dropped, and although the ability
torespond to three separate events
remained, it was also subject to vig-
orous debate. The questions raised in
opposition were endless and esoter-
ic—more philosophical than practi-
cal. Why three events? Why not four?
Or five? Where was the “actionable
intelligence” to justify one num-
ber, when compared to another? In
the end, the questions were simply
bureaucratic roadblocks intended to
slow an unwanted domestic mission.

Defense Readiness Reporting
System Assessment. Fortunately,
during this same period the
Department of Defense was design-
ing and implementing the Defense

Readiness Reporting System (DRRS).
Even more fortunate, NORTHCOM
DSCA readiness was selected as

the first DRRS assessment topic.

The DRRS was created by statute

in 1999.%” In that year, the National
Defense Authorization Act directed
the Secretary of Defense to:

[E]stablish a comprehensive
readiness reporting system for
the Department of Defense. The
readiness reporting system shall
measure in an objective, accurate,
and timely manner the capability
of the armed forces to carry out—

(D) the National Security Strategy
prescribed by the President...;

(2) the defense planning guid-
ance provided by the Secretary of
Defense...; and

(3) the National Military Strategy
prescribed by the Chairman of
the Joint Chiefs of Staff.”

DRRS, once implemented, would
measure and report “on the readi-
ness of military forces and the
supporting infrastructure to meet
missions and goals assigned by the
Secretary of Defense.”’

Major General Paul Sullivan, an
Air National Guard officer on the
staff at NORTHCOM, was given the

56. U.S. Government Accountability Office, Planning, Resourcing, and Training Issues Challenge DOD's Response to Domestic Chemical, Biological, Radiological, Nuclear,
and High-Yield Explosive Incidents, GAO-10-123, October 7, 2009, http://www.gao.gov/products/GAO-10-123 (accessed July 17, 2012). See also Captain Jeffrey
W. Timby, “Medical Operations in a Contaminated Environment: Medical Effects of lonizing Radiation Scientific Update,” presentation in the Scientific Medical
Effects of lonizing Radiation Course, Armed Forces Radiobiology Research Institute, July 28, 2008, http://www.usuhs.mil/afrri/outreach/pdf/sci-update-
Timby-July08.pdf (accessed July 17, 2012). See generally National Center for Disaster Medicine and Public Health, Report on the Domestic Natural Disaster
Health Workforce, November 30, 2011, http://ncdmph.usuhs.edu/Site_n/Documents/Workforce2011/WorkforceProject2011-B.pdf (accessed July 17, 2012).

57. 10 U.S. Code § 117 (added by Public Law 105-261, § 373(a)(1), October 17,1998, and as amended by Public Law 106-65, § 361(d)(2), October 5, 1999). See
generally Laura J. Junor, “The Defense Readiness Reporting System: A New Tool for Force Management,” Joint Forces Quarterly, No. 39 (2005), http:/www.
dtic.mil/dtic/tr/fulltext/u2/a479857.pdf (accessed July 17, 2012). See also U.S. Government Accountability Office, New Reporting System Is Intended to Address
Long-Standing Problems, but Better Planning Is Needed, GAO-03-45, March 28, 2003, http://www.gao.gov/products/GAO-03-456 (accessed July 17, 2012).

58. 10 U.S. Code § 117(a).

59. U.S. Department of Defense, “Department of Defense Readiness Reporting System (DRRS),” Directive No. 7730.65, June 3, 2002, http:/www.dtic.mil/whs/
directives/corres/pdf/773065p.pdf (accessed July 17, 2012).
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assignment to brief Deputy Secretary
of Defense Gordon England on the
DRRS assessment of NORTHCOM’s
readiness, with an emphasis on
DSCA and CBRNE response.®® Major
General Sullivan’s classified briefing
proved to be a watershed event.

In a Pentagon conference room,
Major General Sullivan methodically
presented the assessment’s find-
ings to the senior leadership of the
department, led by Deputy Secretary
England. In mission area after
mission area, he noted significant
challenges to NORTHCOM’s civil
support capability. DRRS had done
its job—showing that NORTHCOM
clearly was not ready to provide
timely, capable, or sufficient forces to
respond to a domestic catastrophic
event. The assessment was worse
when factoring in the operational
requirements associated with a
response to multiple, nearly simul-
taneous, geographically dispersed
CBRNE attacks. In the context of the
15 national planning scenarios—or
other events of similar magnitude—
DRRS made it clear that a lack of
training, equipment, and personnel
would severely limit NORTHCOM.
Deputy Secretary England was obvi-
ously sobered by what he heard.

At the conclusion of Major
General Sullivan’s briefing, vigorous
discussion ensued around the con-
ference table. The Pentagon’s institu-
tional resistance to the DSCA mis-
sion set, noted earlier, was once again

a dominant presence. Moreover, it
was recognized that any corrective
action would fall most heavily on the
Department of the Army—an orga-
nization already under great man-
power stress because of the ongoing
conflicts in Iraq and Afghanistan.
Providing additional forces for
potential NORTHCOM employ-
ment was not an attractive option
from the perspective of senior Army
leadership. After many of the old
arguments had been debated at some
length, Deputy Secretary England
broke the logjam: the logic of DRRS
was irrefutable. In an area of criti-
cal domestic security, NORTHCOM
could not at that time competently
deliver the necessary, life-saving
capabilities because the existing
JTF-CS capacity simply was not
enough. Deputy Secretary England,
therefore, directed the Joint Staff to
develop a solution.

DRRS MADE IT CLEAR THAT A LACK
OF TRAINING, EQUIPMENT, AND
PERSONNEL WOULD SEVERELY LIMIT
NORTHCOM.

Consequence Management
Response Force Construct. The
subsequent Joint Staff analysis
resulted in a new organizational
paradigm that built on the CBRNE
construct that Lieutenant General
Honore and his staff had identi-
fied four years earlier. It called

for the creation of three CBRNE
Consequence Management Response
Forces (CCMRFSs).° The first CCMRF
would be an expanded version of

the existing JTF-CS. It would con-
sist 0f 4,200 active-duty person-

nel and would be joint in character,
but built around an Army brigade
combat team, heavily emphasizing
the technical skill sets needed for
CBRNE catastrophic response.®?
NORTHCOM’s existing JTF-CS
would evolve into a “command and
control” element whose likely func-
tion would be to lead the operational
forces of the first CCMRF.% The
second and third CCMRFs would be
mirror images of the first. The three
CCMRFs would be phased in over
time with the first becoming opera-
tionally capable on October 1, 2008,
the second on October 1, 2009, and
the third on October 1, 2010.%*

As proposed by the Joint Staff
(and in subsequent evolutions), the
new CCMRF construct had a num-
ber of distinct advantages. Each
of the three CCMRFs would be a
national asset, under presidential
command and control, assigned to
NORTHCOM, and subject to the con-
straints of the 1878 Posse Comitatus
Act. Each force would also be orga-
nized with sufficient mass and capa-
bility to allow for flexible deploy-
ment to multiple, near simultaneous
CBRNE events.®® Each of these
CCMRF characteristics is worthy of
more detailed consideration.

60. The author attended and participated in this briefing.

61. U.S. Government Accountability Office, Planning, Resourcing, and Training Issues.

62. Barnett, Domestic Operational Law Handbook for Judge Advocates.

63."0n October 1, 2008, JTF-CS received operational control over various units assigned to the CCMRF. These units possess the military occupational specialties
required to staff DOD's initial CBRNE CM [consequence management] entry force.” Ibid.

64. U.S. Government Accountability Office, Planning, Resourcing, and Training Issues. See also U.S. Northern Command, Chemical, Biological, Radiological, Nuclear, and

High-Yield Explosive (CBRNE) Consequence Management Response Force (CCMRF), partially released record.

65. For a discussion of the scope of authority and foreseeable missions associated with the “immediate response authority” of a CBRNE consequence management
commander, see Barnett, Domestic Operational Law Handbook for Judge Advocates, p. 43, note 16, citing Joint Chiefs of Staff, Civil Support, Joint Publication 3-28,

September 14, 2007, p. II-7.
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National asset. Very early in the
development of the three CCMRF
concept, it was determined that
each CCMRF should be consid-
ered a national asset—readily
available for deployment any-
where within the NORTHCOM
area of responsibility upon the
President’s order. Initially, some
thought had been given to assign-
ing them regionally (CCMRF-East,
CCMRF-Midwest, and CCMRF-
West), but this would have had
adverse operational and policy
implications. As a practical mat-
ter, once a CCMRF was tied to a
specific region, it would stay there
under almost all circumstances,
even during a national crisis in
which it might be better employed
elsewhere. The President could
move the CCMRF outside its
associated region, but not without
great political difficulty, espe-
cially if the region being stripped
of the unit saw itself as the next
potential target for enemy activ-
ity. The regional approach was
clearly problematic. By contrast
toregionally assigned CCMRFs,
treating each CCMRF as anation-
al asset was seen as consistent
with DOD’s long-standing “global
sourcing” and “Total Force” poli-
cies—that is, the belief that DOD
assets should be drawn from all
available sources and should be
employed wherever and whenever
they are needed.

Presidential command and
control. Hurricane Katrina
taught many lessons, but none
more fundamental than the rec-
ognition that no President of the

United States can risk the per-
ception of indifference or indeci-
siveness following a catastrophic
event, particularly if more than
one state is adversely affected.
As described earlier, from 2001
to 2007 the National Guard

had shown considerable vision
and leadership in developing an
integrated system of CBRNE
response capabilities by creat-
ing multiple Title 32 CSTs and

CERFPs. However, these National

Guard units were designed for
mid-range CBRNE events, not

the truly catastrophic events, and

in almost every case, command
of the deployed National Guard
units would remain in the hands
of the host governor. Indeed,
prior to the Joint Staff’s develop-
ment of the CCMRF concept, the
Title 10 JTF-CS was the only unit
available for a rapid, presiden-

tially ordered CBRNE response.5°

The nation’s governors certainly
required a timely, well-trained,
well-equipped CBRNE response
capability readily available for
state duties, but not to the exclu-
sion of federal CBRNE response
forces, trained and equipped for
amultistate catastrophic event,
under ultimate command of the
President.

m Assigned to NORTHCOM.
Command relationships are
important. They ultimately
determine the impact of a com-
mander’s priorities, the focus of
effort in unit training, the iden-
tification of operational require-
ments, the frequency of field
training, and the assignment of

qualified leaders throughout the
command. For avariety of rea-
sons, including the Hamiltonian
concerns about the excessive
dependence on the military for
internal security, NORTHCOM
was created largely as a com-
mand element without assigned
forces—heavyinrank, light in
deployable capability. By 2007,
this model was widely recognized
as operationally ineffective. Since
its creation, NORTHCOM had
been hamstrung by its inability
to confidently assess the mission
preparedness of those service
component forces that might

be assigned to NORTHCOM in
the immediate aftermath of an
unanticipated disaster. For that
reason, in 2008, Deputy Secretary
England approved the formal
assignment of the first CCMRF
to NORTHCOM. This gave
NORTHCOM both the authority
and accountability for the mission
readiness of its assigned forces.?’
The second and third CCMRFs
were expected to be similarly
assigned, once they became
operational in 2009 and 2010.
This decision greatly enhanced
NORTHCOM’s readiness to effec-
tively perform its DSCA missions.

Subject to the Posse Comitatus
Act. The Joint Staff and the Office
of the Assistant Secretary of
Defense for Homeland Defense
recognized that an enhanced
federal CBRNE response capa-
bility would inevitably raise the
corresponding concern of inap-
propriate federal intrusion, par-
ticularly in local security matters.

66.
67.

On the JTF-CS's role in planning and force integration, see Barnett, Domestic Operational Law Handbook for Judge Advocates.

Lieutenant General Charles H. Jacoby, answers to “Advance Questions for LTG Charles H. Jacoby, Jr., USA Nominee for Commander, U. S. Northern Command,
and Commander, NORAD," pp. 7-8, http://dmna.ny.gov/plans_training/j5/General%20Interest/Messages%20from%20Top%20Leaders/LTG%20
Charles%20H%20Jacoby%20Jr/Jacoby%2007-28-11.pdf (accessed July 17, 2012).
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For this reason, the assigned
missions of the CCMRF did

not include the maintenance or
restoration of civil order. Rather,
NORTHCOM’s CCMRF forces
were oriented toward the tech-
nical requirements associated
with lifesaving missions in a
CBRNE-contaminated environ-
ment. Security would remain a
matter of civilian law enforce-
ment. Accordingly, the CCMRFs
would be fully subject to the
constraints of the 1878 Posse
Comitatus Act, which forbids
under penalty of criminal law
the use of federal military forces
to “execute the law.” As noted in
the Domestic Operational Law
Handbook, “The intent of the
[Posse Comitatus Act] was to limit
direct military involvement with
civilian law enforcement, absent
Congressional or Constitutional
authorization.”*® While each
CCMRF would be capable of pro-
viding its own force protection,
the CCMRF would not be orga-
nized to execute local law enforce-
ment responsibilities.

Sufficient operational mass
and capability. With an initial
force structure of approximate-
ly 4,200 total personnel (later
expanded to 4,500), each CCMRF
was designed to be both larger
and more capable than the task
organization previously associat-
ed with JTF-CS. A single CCMRF
was significantly larger than a
National Guard CST (22 person-
nel), a National Guard CERFP

(200), the Marine Corps CBIRF
(400), and a task organized JTF-
CS (2,700). In short, each CCMRF
would be bigger and better than
any previous federal capabil-

ity, and most significantly, there
would be three of them.

Early in the development process,
it was also recognized that the three
CCMRFs should not be event-driven,
but rather task organized and scal-
able. Three CCMRFs did not mean
the capacity to respond to three
separate events. Instead, the three
CCMRFs were designed to provide
a collection of CBRNE response
capabilities that could be tailored and
combined as needed. For instance, a
major CBRNE event (a large indus-
trial accident) might require the
resources of two CCMRFs, while
alocalized terrorist attack (a sub-
way explosion with limited CBRNE
release) might require the capability
of less than one CCMRF. This recog-
nition brought considerable flexibility
to the CCMRF concept of operations.

However, the single most impor-
tant characteristic of the CCMRF
concept—at least from an opera-
tional standpoint—was the robust
and unprecedented collection of
technical CBRNE skills, incorpo-
rated for the first time into a rapidly
deployable unit. As described by
NORTHCOM:

CCMREF capabilities include
event assessment, robust com-
mand and control, comprehen-
sive decontamination of person-
nel and equipment, HAZMAT

handling and disposal, air and
land transportation, aerial
evacuation, mortuary affairs,
and general logistical support
operations. The CCMRF aug-
ments the consequence manage-
ment efforts of state and local
first responders, National Guard
forces, and federal agencies by
providing complementary and
unique capabilities when the
effects of a CBRNE event exceed
their [state, local, and National
Guard] capabilities.*®®

Army Field Manual 3-28: Civil
Support Operations notes additional
CCMREF capabilities including:

m CBRNE assessment,

m Medical evacuation and medical
treatment,

m  Some rescue support,

m Incident support,

= All terrain mobility,

m Rotary-wing air support,
m Infrastructure protection,

m Advanced command and control,
and

m Flexible task organization.”

Finally, each CCMRF would
possess technical search and res-
cue as well as explosive ordinance
expertise.”

68.
69.

70.

71.

Barnett, Domestic Operational Law Handbook for Judge Advocates, p. 59.

General Victor E. Renuart Jr.,, statement before the Committee on Armed Services, U.S. Senate, March 11, 2010, p. 13, http://www.armed-services.senate.gov/
statemnt/2010/03%20March/Renuart%2003-11-10.pdf (accessed July 17, 2012).

Headquarters of the Army, Civil Support Operations. Regarding the incorporation of JTF-CS into the first CCMRF as its command element, see ibid., note 2.

U.S. Department of Defense, “Chemical, Biological, Radiological, Nuclear, and High-Yield Explosive Consequence Management Response Force (CCMRF).” A

copy is available from the author.
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To achieve these missions each
CCMRF—likely commanded by a
major general—would be organized
into three colonel-level operational
task forces:

1. Task Force Operations. Built
around an Army brigade com-
bat team, Task Force Operations
would provide the CCMRF with
substantial planning, assessment,
communications, and logistical
capability. These competencies
would in turn enable search and
rescue, heavy extraction, radia-
tion assessment, decontamination,
engineering, and heavy movement
missions.”?

2. Task Force Medical. Built
around the capabilities of an
Army medical brigade, Task
Force Medical would provide the
CCMRF with the ability to con-
duct patient treatment and evacu-
ation, blood storage and distribu-
tion, environmental assessment,
epidemiology, and stress manage-
ment missions.”?

3. Task Force Aviation. Built
around the assets of an Army avia-
tion brigade, Task Force Aviation
would provide the CCMRF with
essential mobility and airlift
capability. One of the character-
istics of a catastrophic event is a
substantially degraded physical
environment: mounds of rubble,

destroyed bridges, fractured
roads, flooded residential areas,
and dysfunctional ports of entry.
Under these conditions, ground
transportation of personnel and
equipment is, at best, problematic.
As one Task Force Aviation com-
mander noted, “We’re not encum-
bered by roads or terrain, and we
move vertically around obstacles
that restrict vehicular movement.
If abridge is out, we can move peo-
ple or large equipment rapidly.””*
Each of the unit’s CH-47 helicop-
ters can move 30 people or large
pieces of equipment. Each of its
UH-60 Black Hawk utility heli-
copters “can transport 11 people
or 8,000 pounds of cargo—perfect
for transporting search teams,
dogs, high-priority equipment and
radiological survey teams.”””

When brought together to form
a CCMREF, these three task forces
would have the capacity to deliver
the most effective and technological-
ly advanced CBRNE response capa-
bilities available in the U.S. military.

Yet as the first and second
CCMRFs moved toward operational
readiness in 2008 and 2009, there
were noted deficiencies—some
of them substantial. Because the
subordinate CCMRF units were
spread across the country, there
was little unit cohesion. The neces-
sary CBRNE units were not fully
sourced to NORTHCOM.”¢ Indeed,

a full CCMRF was never deployed
in arealistic training environment.
It was also doubtful that a CCMRF
could respond rapidly enough during
certain types of catastrophes—most
notably, those requiring mass radio-
logical decontamination, CBRNE
search and rescue, post-incident
transportation, mass care support,
mortuary affairs, and pharmaceuti-
cal distribution.”” In addition, the
integration of CCMRF capabili-

ties into a larger national CBRNE
response was in its earliest stage

of coordination, and tactical coor-
dination with the National Guard
CSTs and CERFPs was embryonic.”
Nonetheless, these deficiencies were
subject to effective remediation,
and the core concept of the three
CCMRFs remained sound.

The Joint Staff had capably fol-
lowed Deputy Secretary England’s
guidance, and the CCMRF concept
was approaching operational reality.
As the Government Accountability
Office (GAO) noted, “In the spring
of 2008, sourcing priority for the
CCMRF mission increased substan-
tially within the department.”” In
early 2008, General Gene Renuart,
then commander of NORTHCOM,
captured the situation well:

Today, we have notionally filled
one of these forces. We call

it the CBRNE Consequence
Management Response Force,
or CCMRF. We have notional

72. PattiBielling, “"Units Assigned to CCMRF Gain Insights for New Response Mission,” U.S. Northern Command, September 19, 2008, http://www.northcom.mil/
News/2008/091908_a.html (accessed July 17, 2012). It notes the incorporation of CBIRF elements into CCMRF 1.

73. Ibid.
74. Ibid.

75. Ibid. Several weeks after Hurricane Katrina, the Secretary of Defense called the author to ask what advice he might give his Pakistani counterpart. (Pakistan
had just been rocked by a catastrophic earthquake.) The reply was: “Tell them to find every helicopter they can. There won't be enough.”

76. U.S. Government Accountability Office, Planning, Resourcing and Training Issues.

77. |bid. See generally Timby, “Medical Operations in a Contaminated Environment.”

78. U.S. Government Accountability Office, Planning, Resourcing and Training Issues.

79. Ibid., p. 6.
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sourcing to fill one of those. We
do not have sourcing to fill the
other two forces that we’ve been
tasked to build, and as a result,
multiple near-simultaneous
attacks today would be a chal-
lenge; we don’t have the size force
necessary. The Department of
Defense has made a commitment
to build those, and so we hope that
through fiscal 2008, we’ll begin
to see the funding and the iden-
tification of forces so we can do
that. The key to this is that these
forces cannot be on a two week
recall. They have to be acces-
sible because if the event occurs
today, the American public will
expect aresponse tomorrow. And

so, these are forces that have
unique skills, they have to be
trained, they have to be mobile
enough so that we can get them
to the site, and they have to be
ready enough to move on a rela-
tively short notice so that they
can come in to fill the void that
will come from CST to CERFP to
something larger. I think we’re on
a good track to have all the forces
certified by the January 1 [2009]
time frame.°

What General Renuart did not
know in 2008 was that DOD would
soon break its commitment to source
three CCMRFs and that the 2010
Quadrennial Defense Review would

cut NORTHCOM’s proposed CBRNE
response capability by two-thirds

of its required technical skills—ter-
minating two CCMRFs and leaving
only one intact. After nearly a decade
of bureaucratic deliberation and
debate, the department’s progress

in achieving a rapid and effective
CBRNE response capability under
NORTHCOM command and con-
trol would be significantly degraded.
Driven by misguided departmental
policy, overseas stress on the force,
and a continuing prejudice toward
the entire DSCA mission set, DOD
would soon go back to “one gold
plate.”

80. Victor E. Renuart Jr., "An Interview with Victor E. Renuart, Jr.," Joint Forces Quarterly (Winter 2008), p. 41 (emphasis added).
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The Growing Mismatch Between Missions and Capabilities

The 2010 Quadrennial
Defense Review: Defeat
Becomes an Option

Every four years the Department
of Defense is required by law to
review its threats, challenges,
defense strategy, and priorities
in order to identify the military
capabilities and initiatives needed
to defend the nation effectively.
Building on previous Quadrennial
Defense Reviews in 1997, 2001, and
2006, the senior civilian and military
leadership of the Pentagon began the
preliminary work for the 2010 QDR
in the spring of 2009.%

The first step was the January
2009 publication of the Quadrennial
Roles and Missions Review Report
to set the stage for the QDR in the
following year. Encouragingly, the
report listed “Homeland Defense and
Civil Support” as the first of six core
DOD mission areas:

Homeland Defense and Civil
Support (HD/CS) operations
help ensure the integrity and
security of the homeland by
detecting, deterring, prevent-
ing, or, if necessary, defeating
threats and aggression against
the United States as early and as
far from its borders as possible
so as to minimize their effects on
U.S. society and interests. The
Department also may be direct-
ed to assist civilian authorities
in order to save lives, protect
property, enhance public health
and safety, or to lessen or avert

the threat of catastrophe. The
Department provides many unique
capabilities that can be used to
mitigate and manage the conse-
quences of natural and man-made
disasters and must be prepared to
provide support to federal, state,
and local authorities.®

Three months later, DOD pub-
lished the 2010 QDR Terms of
Reference, which similarly gave little
hint of a fundamental revision to the
CCMREF concept.?® Other than some
general references to “strengthen-
ing DOD support to civilian-led
operations and activities,” “address-
ing threats posed from the use of
advanced technology and WMD,”
and a brief recognition that the
QDR would be informed by “simi-
lar reviews being conducted by the
Department of Homeland Security,”
the Terms of Reference were largely
silent on homeland defense and the
DSCA mission set.®* Thus, for a time,
the NORTHCOM CCMRF force
structure—as proposed by the Joint
Staff and directed by the Deputy
Secretary of Defense—seemed to
be moving smoothly into execution.
The first two CCMRFs were deemed
operational in 2008 and 2009. The
third was scheduled to join them in
2010.

Two CCMRFs on the
Chopping Block. When the Obama
Administration entered office in
January 2009, the Department of
Defense had developed a detailed
concept of operations for domestic

CBRNE response. NORTHCOM
would have three CCMRFs avail-
able for domestic employment. Each
CCMRF would have 4,500 per-
sonnel, most of them technically
trained in CBRNE operations. The
first CCMRF would be on active
duty and assigned to NORTHCOM.
The second and third CCMRFs
would be mirror images of the first
and would be drawn mostly from
the Reserve Component—approxi-
mately 70 percent from the National
Guard—and would be under the
ultimate command and control of
the President when employed in
federal status. Moreover, these fed-
eral CBRNE forces would train and
deploy in close coordination with
the National Guard 57 CSTs and 17
CERFPs, which would be funded,
equipped, and certified by DOD, but
commanded by their respective
governors. The Title 32 National
Guard CBRNE response capabilities
would be lighter and faster, while the
heavier NORTHCOM Title 10 capa-
bilities would be oriented toward
truly catastrophic CBRNE events

as described by the 15 National
Planning Scenarios.

Although the birthing process
was not pretty, an integrated system
of approximately 20,000 military
personnel who were technically
trained in CBRNE response had
evolved and would soon be available
to assist civilian authorities during
a domestic crisis. At least, this was
the state of affairs when President
Obama brought his new leadership

81. 10 U.S. Code § 118(a). See also U.S. Department of Defense, “2010 QDR Terms of Reference Fact Sheet,” April 27, 2009, http://www.defense.gov/news/

d20090429qdr.pdf (accessed July 17, 2012).

82. U.S. Department of Defense, “Quadrennial Roles and Missions Review Report,” January 2009, http://www.defense.gov/news/Jan2009/QRMFinalReport_
v26Jan.pdf (accessed July 17, 2012) (emphasis added).

83. Ibid.
84. Ibid.
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team to the Department of Defense
in January 2009. However, this tran-
sition in combination with the 2010
QDR gave those within the Pentagon
who saw DSCA as a lesser mission
one more chance to quietly margin-
alize DOD’s role in civil support.
Consistent with modern military
tactics, what followed was not a fron-
tal assault on the CCMRF concept,
but rather a bureaucratic envelop-
ment. With the three CCMRFs
already in the NORTHCOM pipeline,
outright termination of the CCMRF
concept was not a realistic option.
Therefore, the department’s DSCA

opponents took an indirect approach.

In June 2008, the Center for
Strategic and International Studies
had published Managing the Next
Domestic Catastrophe: Ready (or
Not)?—a comprehensive and well-
regarded homeland defense study.®®
The CSIS report suggested a number
of innovative reforms to strengthen
and speed DOD’s ability to provide
prompt, effective DSCA support
to civilian authorities, including
CBRNE response. One of the report’s
recommendations was to:

Create regional homeland
security task forces, drawn
largely from existing National
Guard units, to complement
the regional homeland secu-
rity hubs.

Creating regional homeland
security task forces from exist-
ing National Guard units would
provide a military complement
to the FEMA regional offices.
The next Secretary of Defense
and Chief of the National Guard
Bureau should work closely with
the governors and U.S. Northern
Command (NORTHCOM) to
organize National Guard-led
homeland security task forces
in each region. Not only would
these task forces create a focal
point for regional military plan-
ning, exercising, and train-

ing, they would ensure that
each region of the country has
arapid response force able to
help bridge the three-to-five-
day gap between the immediate
aftermath of the event, when
local first responders are the
only capabilities on the scene,
and the arrival of most federal
capabilities.5®

It was a good idea, undiminished
by the fact that such units already
existed within the National Guard
in the form of the 17 CERFPs cre-
ated by Lieutenant General Blum.
Significantly, the report contained no
suggestion that this new mid-range
CBRNE capability should replace
the already approved CCMRFs.
However, when the report’s primary
author became the Principal Deputy

Assistant Secretary for Homeland
Defense and Americas’ Security
Affairs, DSCA opponents recognized
an opportunity to quietly kill the
CCMREF concept during the 2010
QDR.

Homeland Response Forces.
Those who wanted to diminish
DOD’s role in CBRNE catastrophic
response—and minimize the corre-
sponding commitment of resources
to NORTHCOM—readily embraced
the concept of Homeland Response
Forces (HRFs). The concept called
for creating one HRF in each of
FEMA’s 10 geographic regions.?”
However, even a cursory review of
the proposed HRF task organiza-
tion revealed that each “new” HRF
unit was simply a CERFP (same size,
training, and equipment) with an
200-person security force attached,
reinforced by a small command and
control element.®® In fact, an HRF
contained no technical CBRNE
capability not already found within a
CERFP. Quite simply, its value added
was security, not CBRNE expertise.
As a complement to the 17 CERFPs,
the 10 HRF's were a welcome addi-
tion. Like the CERFPs already in
place within the 10 FEMA regions,
the new HRFs—under command of
the affected state’s governor—would
be very valuable assets in respond-
ing to a mid-level CBRNE event.
Precisely because it possessed rela-
tively light CBRNE capabilities and

85. Christine E. Wormuth, Managing the Next Domestic Catastrophe: Ready (or Not)? Center for Strategic and International Studies, June 6, 2008, http://csis.org/
publication/managing-next-domestic-catastrophe (accessed July 18, 2012).

86. Ibid., p. xii.
87. Ibid.

88. U.S. Department of Defense, “"Homeland Response Force (HRF) Fact Sheet,” http://www.defense.gov/news/d20100603HRF.pdf (accessed July 18, 2012). See
also Army News Service, “Guard Adds Homeland Response Force,” October 6, 2010. See generally Jim Garamone, “DoD, Guard Establish Eight Homeland
Response Force Units,” U.S. Army, July 12, 2010, http:/www.army.mil/article/42221/ (accessed July 18, 2012), and Lisa Daniel, “Ohio, Washington Guard to
Start Homeland Response Forces,” U.S. Department of Defense, June 3, 2010, http://www.defense.gov/news/newsarticle.aspx?id=59473 (accessed July 18,

2012).
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little organic capacity for sustained
operations, an HRF could respond
quickly,—as long as adequate trans-
portation and access to the disaster
site could be achieved.

Regrettably, during the QDR
process, senior Pentagon leaders not
only embraced the HRFs, but viewed
them as an alternative to the much
larger and technologically superior
CCMRFs. Their stated rationale
ultimately prevailed and was incor-
porated into the final language of the
2010 QDR:

First, the Department will

begin restructuring the origi-
nal CBRNE Consequence
Management Response Force
(CCMRF), to increase its abil-

ity to respond more rapidly

to an event here at home. To
address the potential for mul-
tiple, simultaneous disasters, the
second and third CCMRF's will

be replaced with smaller units
focused on providing command
and control and communications
capabilities for Title 10 follow-
on forces. Complementing the
evolution of the first CCMREF, the
Department will also draw on
existing National Guard forces
to build a Homeland Response
Force (HRF) in each of the ten
Federal Emergency Management
Agency (FEMA) regions. These
ten HRF's will provide a regional
response capability; focus on
planning, training and exer-
cising; and forge strong links
between the federal and state
and local authorities.®

Never has reassuring rhetoric
more artfully masked the loss of
essential operational capability.

In terms of strengthening
NORTHCOM’s DSCA capabilities
and remediating the federal deficien-
cies noted by the GAO, the QDR para-
digm moved in precisely the wrong
direction. The CBRNE capabilities
created by the QDR would:

m Be tied to specific geographic
regions,

m Be placed under command of the
governor,

m Not be assigned to NORTHCOM,

m Be exempt from the Posse
Comitatus Act, and

m Possess far less operational
capacity than the two terminated
CCMRFs that they replaced.

In short, from an operational per-
spective, NORTHCOM emerged from
the QDR as a hollow force, with the
QDR deliberations having terminat-
ed two-thirds of its CBRNE response
capability.

In many ways the 2010 QDR
ignored the most fundamental les-
sons of Hurricane Katrina. In the
U.S. federal system of government,
itis essential that the individual
governors have well-trained, well-
equipped military forces, subject
to their immediate command and
available for rapid and effective
response to any major disaster which
might occur within their state bor-
ders. Thanks to visionary leadership

within the National Guard, the 57
CSTs, 17 CERFPs, and now the 10
HRFs, will provide that capability to
the states. However, the President
also needs to be able to order

DSCA missions—including CBRNE
response—in support of the gover-
nors and their states whenever such
assistance is requested or the wide-
spread devastation impacts multiple
state jurisdictions.

Unless the errors of the 2010 QDR
are promptly rectified, some future
President will confront a national
crisis that will painfully expose the
obvious gap between NORTHCOM’s
important mission and its assigned
resources.

Current NORTHCOM
Capability Gaps and Seams
Since publication of the QDR in
February 2010, operational com-
manders have tried to wring the
best capability they can from a very
flawed QDR policy. As one National
Guard major general stated, “Look,
the National Guard didn’t come
up with the QDR construct—it
was handed to us by Office of the
Secretary of Defense and the Joint
Staff. Our job now is to make it work
as best we can.””® For the National
Guard, this means the continuing
improvement of the CSTs, CERFPs,
and HRFs, but what are the stra-
tegic and operational implications
for NORTHCOM? How far can
the command stretch its limited
resources, and what is the attendant
risk to the country’s security? After
due diligence in the risk analy-
sis, can it be reasonably concluded
that the current level of operational

89. U.S. Department of Defense, Quadrennial Defense Review Report, February 2010, p. 19, http://www.defense.gov/qdr/images/QDR_as_of_12Feb10_1000.pdf

(accessed July 18, 2012) (emphasis added).

90. Comment to the author by a currently serving National Guard general officer.
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risk is acceptable to the President,
Congress, and—most importantly—
the American people?

When the Department of the
Army published its field manual Civil
Support Operations in June 2010,
afew months after the QDR was
released, the sole remaining CCMRF
was given a new name (Defense
CBRN Response Force or DCRF), a
modest increase in size (from 5,000
t0 5,200), and some additional capa-
bility.” Just as the task organized
JTF-CS once morphed into a CCMRF,
the remaining CCMRF became a
DCREF. Despite this dizzying array
of evolving acronyms, a central
truth remains: The 2010 QDR left
NORTHCOM with just one brigade-
size unit for rapid CBRNE response.
The ultimate question presents
itself: Is the DCRF large enough
and capable enough to effectively
address the DSCA requirements of
NORTHCOM'’s foreseeable missions?

THE 2010 QDR LEFT NORTHCOM
WITH JUST ONE BRIGADE-SIZE UNIT
FOR RAPID CBRNE RESPONSE.

In terms of NORTHCOM’s mis-
sion readiness, early assessments
of the QDR construct have been
uniformly critical. The 20-mem-
ber Quadrennial Defense Review
Independent Panel, co-chaired by
former National Security Advisor
Steve Hadley and former Secretary of
Defense Bill Perry, reached a sober-
ing conclusion:

[TThe Panel is concerned the
QDR force structure provides
insufficient capacity to defend
the homeland during a period

of ongoing contingency opera-
tions abroad. The Department of
Defense must maintain a robust
participation in the coordinated
response with state and local
officials in the event of a WMD
attack against the homeland....

..the Department of Defense is
often the only agency with the
mission, structure, organization,
experience, and capability neces-
sary to meet the challenges asso-
ciated with a catastrophe.”®

Similarly, the Advisory Panel on
Department of Defense Capabilities
for Support of Civil Authorities After
Certain Incidents, chaired by retired
Admiral Steve Abbott and vice
chaired by former Governor Frank
Keating, was exceptionally blunt
when it issued its statutorily man-
dated report seven months after the
QDR release:

Insufficient forces have been
allocated or apportioned to
USNORTHCOM, especially for
potentially catastrophic CBRNE
incidents. Despite the advent

of the new National Guard
Homeland Response Forces
(HRFs), given the potential mag-
nitude of a catastrophic CBRNE
incident, general purpose Title
10 forces that may be required

for DSCA should be identified, at
least by type.

Finding: Sufficient military
forces have not been identified for
DSCA....

Recommendations: That the
Secretary of Defense—

1. Allocate or apportion addi-
tional Title 10 forces to U.S.
Northern Command for
CBRNE response.

2. Direct that the Joint Staff
and U.S. Northern Command
develop Time-Phased Force
Deployment Data for addition-
al forces for domestic military
deployments based on specific
CBRNE Defense Support of
Civil Authortities plans.”

Senator Joseph Lieberman
(I-CT), chairman of the Senate
Homeland Security and Government
Affairs Committee, worried that
the 10 smaller Homeland Response
Forces would be less effective dur-
ing a catastrophic attack than two
CCMREF brigade-size forces, while
the Heritage Foundation’s James
Carafano summarized the QDR
deficiencies by concluding, “The
Pentagon argues that less is actually
more, because it has split the troops
into smaller force packages that can
get to a disaster area faster. But while
smaller may be OK for small disas-
ters, it won’t work for big ones.”?*

91. Headquarters of the Army, Civil Support Operations. See also Jacoby, answers to “Advance Questions,” p. 21.

92. Quadrennial Defense Review Independent Panel, The QDR in Perspective: Meeting America’s National Security Needs in the 21st Century, July 2010, p. 60, http://

www.usip.org/quadrennial-defense-review-independent-panel-/view-the-report (accessed July 18, 2012).

93. Advisory Panel on Department of Defense Capabilities for Support of Civil Authorities After Certain Incidents, “Before Disaster Strikes: Imperatives for
Enhancing Defense Support of Civil Authorities,” September 15, 2010, p. x, http://www.rand.org/content/dam/rand/www/external/nsrd/DoD-CBRNE-Panel/
Report-Advisory-Panel.pdf (accessed July 18, 2012) (original italics).

94. James Jay Carafano, “Obama’s U.S. Is Unprepared for Disaster,” The Examiner, March 29, 2010 (accessed July 18, 2012). See also Chris Castelli, “McHale,
Lieberman Slam Plan to Shrink Certain Homeland Defense Forces,” Inside Defense, April 1, 2010.
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There is irrefutable logic associ-
ated with these concerns: The DSCA
missions that NORTHCOM would
be called on to execute during a
catastrophic response (e.g., medical
assistance, search and rescue, decon-
tamination, patient transport, heavy
logistics, interoperable communica-
tions, and engineer operations) are
precisely the same capabilities that
the QDR cut.”

Nonetheless, on April 26, 2010,
the Secretary of Defense issued a
memorandum entitled “Restructure
of DoD Domestic Chemical,
Biological, Radiological, Nuclear
and High-Explosive (CBRNE)
Consequence Management (CM)
Response Forces (CCMRF),” which
stated:

In Resource Management
Decision (RMD) 700, I directed

implementation of a new con-
struct for domestic CCMRFs,
including the establishment of
ten regional Homeland Response
Forces (HRFs).... USNORTHCOM,
in conjunction with the Joint
Staff, NGB, the Military
Departments, USPACOM,
USJFCOM, and USTRANSCOM,
will lead development of a
detailed implementation plan for
the new construct.”®

In effect, this document instruct-
ed NORTHCOM to plan its own
funeral—the desired outcome for
those in the Pentagon who had long
resisted the DSCA missions.

The men and women of
NORTHCOM—at all levels of rank—
have worked hard during the two
years since publication of the 2010
QDR to maximize the operational

capability of the limited resourc-

es available to them. Lieutenant
General Guy Swan, the recently
retired commander of U.S. Army
North, a component of NORTHCOM,
brought considerable energy and
professional insight to the continu-
ing development of the DCRF. He
consistently advocated better train-
ing, equipment, and planning for
the deployment of NORTHCOM’s
only remaining CBRNE response
force.”” Interagency coordination
has improved, deployment timelines
have been tightened, and realistic
field exercises have been significantly
increased.”® But the sobering fact
remains: despite this limited prog-
ress, NORTHCOM still lacks many
of the core capabilities it requires to
fulfill its DSCA mission.

95. Headquarters of the Army, Civil Support Operations. See also U.S. Department of Health and Human Services, “ESF #8 Pre-Scripted Mission Assignments
(PSMASs)," http://www.phe.gov/Preparedness/planning/playbooks/rdd/Pages/subtask.aspx (accessed July 18, 2012), and U.S. Department of Defense, Office
of the Assistant Secretary of Defense for Homeland Defense and Americas’ Security Affairs, “19 DoD Planning Tasks,” unpublished document.

96. U.S. Department of Defense, Secretary of Defense Memorandum, “Restructure of DoD Domestic Chemical, Biological, Radiological, Nuclear and High-
Explosive (CBRNE) Consequence Management (CM) Response Forces (CCMRF),” April 26, 2010.

97. Lieutenant General Guy Swan, “Notes from Army North,” Nos. 1-10, February 1, 2010-December 1, 2011.

98. Ibid. See generally ARNorth Monthly, October 2010, http://www.arnorth.army.mil/Newsletters/2010/201010_ARNORTH_Monthly.aspx (accessed July 30,

2012).
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Empowering NORTHCOM: What Needs to be Done

NORTHCOM’s current operation-
al deficiencies are the direct result
of flawed policies that trace directly
back to the 2010 QDR. The command
simply does not have sufficient well-
trained, well-equipped forces to exe-
cute its foreseeable DSCA missions
successfully, especially missionsin a
CBRNE-contaminated environment.
Paul Stockton, Assistant Secretary of
Defense for Homeland Defense and
Americas’ Security Affairs, accu-
rately described this situation in an
October 2011 memorandum to the
senior leadership of the department:

“The Department of Defense is well
prepared to support civil authori-
ties in normal disasters; however,
when it comes to supporting complex
catastrophes, there is more work to
be done.”” NORTHCOM, of course,
was not created to better address the
requirements associated with “nor-
mal disasters.” Its reason for creation
was the “complex catastrophe” which
occurred on September 11, 2001.
However, more than a decade later,
NORTHCOM still lacks the resourc-
es to properly assist civilian authori-
ties in the next complex catastrophe.
Indeed, there is much more work to
be done.

To strengthen DOD’s DSCA
capabilities, Congress and the next
Administration should implement
the following five recommendations.

Recommendation #1:
Elevate homeland defense
and civil support to a first-
tier priority within DOD

and resource DSCA as a
primary mission.

In the 2009 Quadrennial Roles and
Missions Review Report, “Homeland
Defense and Civil Support” was list-
ed first among the department’s core
mission areas.'® However, by 2012,
when DOD published Sustaining
U.S. Global Leadership: Priorities for
2Ist Century Defense, “Defend the
Homeland and Provide Support to
Civil Authorities” had dropped to
seventh on the department’s list of
primary missions.'”!

This shift in emphasis was not
inadvertent. It reflected a deliberate
and deeply disturbing shift in DOD
policy. The fundamental principles of
war rarely, if ever, change. However,
war is subject to constant shifts in
technology and its application. In the
21st century, the increasing power,
miniaturization, and easy transport-
ability of CBRNE weapons has fun-
damentally changed the character of
conflict, making asymmetric warfare
employing such weapons a threat for
many decades to come. Associating
this asymmetric CBRNE threat with
any particular terrorist organization
(e.g., al-Qaeda) or nation-state (e.g.,
Iran) would be a serious mistake.
This form of warfare is available to
all of America’s potential adversaries,
and it is intended to produce strate-
gic political—not tactical battlefield—
results. Some senior U.S. military
leaders understand the fundamental
nature of this change, but many do
not. Some believe that homeland
defense and civil support should be

at the top of DOD’s priority list, while
others are comfortable listing it
seventh. Those in the latter category
should retire.

Going forward, it is essential to
understand homeland defense and
civil support as integrated elements
of DOD’s larger operational frame-
work—inseparable, in fact, from the
even larger framework of national
security. If senior leaders at the
Pentagon continue to view homeland
defense and civil support as a sec-
ondary mission set, they will place
the safety of the American people
at great risk. A holistic approach to
21st-century security will require
changes in professional military
education, sustained engagement
by senior civilian officials at the
Pentagon, close congressional over-
sight, blunt statutory direction, and,
ultimately, informed presidential
leadership.

Recommendation #2:
Strengthen NORTHCOM’s
force structure to ensure
that DOD has a robust and
reliable DSCA capacity that
can rapidly and effectively
respond to domestic
catastrophic disasters.

DOD laid down the marker in its
Strategy for Homeland Defense and
Civil Support:

The Department of Defense will
be prepared to provide forces
and capabilities in support of
domestic CBRNE consequence

99. Paul N. Stockton, “Working Groups for Defense Support in Complex Catastrophes,” memorandum, U.S. Department of Defense, October 11, 2011.

100.U.S. Department of Defense, “Quadrennial Roles and Missions Review Report,” January 2009, p. 5, http://www.defense.gov/news/jan2009/qrmfinalreport_

v26jan.pdf (accessed July 30, 2012).

101. U.S. Department of Defense, “Sustaining U.S. Global Leadership: Priorities for 21st Century Defense,” January 2012, p. 5, http://www.defense.gov/news/
Defense_Strategic_Guidance.pdf (accessed July 18, 2012).
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management, with an emphasis
on preparing for multiple, simul-
taneous mass casualty incidents.
DoD’s responses will be planned,
practiced, and carefully integrat-
ed into the national response.’

Seven years later DOD still can-

not deliver on that promise.
NORTHCOM has too few troops with
too little equipment and insufficient
field training. The necessary correc-
tions should be implemented within
aframework that ensures the identi-
fied Title 10 CBRNE response forces
are:

m Considered national assets,

m Under presidential command and
control,

m Assigned to NORTHCOM,

= Subject to the Posse Comitatus
Act,and

m Trained and equipped with suf-
ficient operational mass and capa-
bility.

Thanks to the consistent lead-
ership of the National Guard, the
governors now possess robust Title
32 CBRNE response capabilities,
sufficient to address any foreseeable
mid-range CBRNE event. However,
due to misguided DOD policies, the
President has been stripped of his
options. If a complex catastrophe
were to occur—especially a series of
simultaneous mass casualty CBRNE
attacks—the most likely course of
action would also be the most dan-
gerous. NORTHCOM’s only standing
DCRF would be fully committed to

the first CBRNE event. Thereafter,
poorly trained general utility forces
would roll in under DCRFs 2 and 3,
subject to the authority and direc-
tion of operational command ele-

ments that still exist largely on paper.

For DCRFs 2 and 3, alack of training
and equipment and complete lack of
unit cohesion would almost certainly
result in unnecessary loss of life.

Recommendation #3:
Ensure NORTHCOM has the
necessary DSCA resources
by assigning the following
force structure:

m DCRF 1should remain an active-
duty capability and should again
be assigned to NORTHCOM. This
would give NORTHCOM the
requisite command authority to
ensure proper training, equip-
ment, and quality of leadership
within all subordinate DCRF
units. The NORTHCOM com-
mander should be held strictly
accountable for ensuring that
these units receive proper train-
ing, equipment, and leadership.

m DCRF 2 and DCRF 3 should be
established within the Reserve
Component, drawing person-
nel primarily from the National
Guard. Generally, these forces
should replicate the capabilities
of DCRF 1 and, like DCRF 1, be
assigned to NORTHCOM.

m JTF-CS should be identified as
the command element for DCRF
1 and should exercise appropriate
administrative, resourcing, and
training authority over all DCRF 1
subordinate assigned units.

m The Marines’ CBIRF should be
assigned to NORTHCOM. The
Deputy Secretary of Defense,
with appropriate notice to the
House and Senate Armed Services
Committees, should cancel
Marine Corps plans to terminate
CBIRF by 2017.

m National Guard major gener-
als should routinely command
DCRFs1,2,and 3.

m DCRF 1subordinate units should
be assigned to NORTHCOM for a
period of not less than two years
and during that period be subject-
ed to at least one no-notice field
exercise of the entire DCRF, with
all units deployed and co-located
in arealistic CBRNE training
environment.

s DCRFs 2 and 3 should be subject
to at least one no-notice mobiliza-
tion every two years. Upon mobi-
lization notice, all DCRF Reserve
Component personnel should be
required to report to their des-
ignated readiness and reserve
centers for possible follow-on
deployment to a field training
environment.

m Asrapidly as possible, the Army
brigade combat team should be
replaced as the standard core
element of a DCRF. Rather, each
DCREF should be task organized
from units and individual per-
sonnel, drawn from all service
components (active and reserve),
who possesses appropriate mili-
tary occupation specialty (MOS)
training and experience. In short,
Army North needs to carefully

102.U.S. Department of Defense, Strategy for Homeland Defense, p. 3. See also U.S. Northern Command, Department of Defense Homeland Defense and Civil Support
Joint Operating Concept, version 2.0, October 2007, and U.S. Government Accountability Office, Planning, Resourcing, and Training Issues.

26



SPECIAL REPORT | NO.115
AUGUST 13,2012

match MOS capabilities and the
DSCA mission requirements.

= The Emergency Preparedness
Liaison Officer program should be
assigned to NORTHCOM.

= Asrecommended by the Abbott
Commission, the Secretary of
Defense should direct the “Joint
Staff and U.S. Northern Command
[to] develop Time-Phased Force
Development Deployment Data
for additional forces for domestic
military deployments based on
specific CBRNE Defense Support
of Civil Authorities plans.”?

m [U.S. Transportation Command, in
coordination with NORTHCOM
and the Joint Staff, should develop
aseries of transportation contin-
gency plans for the rapid move-
ment of DCRFs 1, 2, and 3 from
home stations to tactical assembly
areas.

m The security personnel assigned
to the 10 National Guard HRFs
should be intensively cross-
trained in CBRNE decontami-
nation, including the use of field
expedient decontamination
capabilities.

Recommendation #4:
Require the NORTHCOM

commander, deputy
commander, all principal
deputies, the Army North
commander, and the three
DCRF commanders to be
experienced in planning and
executing DSCA missions.
NORTHCOM is not the place
for on-the-job training. The Senate
Armed Services Committee should
make it clear that in the future no
officer nominated for command of
NORTHCOM will be deemed quali-
fied for confirmation unless that
officer has a demonstrated history
of significant experience and supe-
rior professional performance in the
execution of civil support or humani-
tarian assistance operations. The
selection of qualified National Guard
and Reserve Component officers for
active-duty command and princi-
pal staff assignments at all levels
of NORTHCOM’s force structure
should become routine.

Recommendation #5: When
assessing NORTHCOM’s
identified requirements, the
Secretary of Defense should
consistently emphasize the
improvement of operational
capabilities.

To achieve this goal, the Secretary
of Defense’s guidance must be
unequivocal. All future homeland
defense and DSCA activities of the

department must directly relate to

a demonstrated and positive impact
upon the effective delivery of opera-
tional capabilities in a crisis environ-
ment. No more working groups, pilot
programes, or similar delaying tactics
should be tolerated. With a renewed
sense of urgency, DOD must prepare
the necessary CBRNE response
forces for operational deploy-
ment—because that day is surely
approaching.

In the aftermath of a domestic
catastrophic event, DOD’s ability to
quickly and competently execute
its DSCA missions in support of
civil authorities could mean the
difference between a contained
situation and massive casualties.
The anticipated casualties associ-
ated with the 15 National Planning
Scenarios make it clear that this
is especially true in the event of a
CBRNE attack. To respond to such
an event, NORTHCOM needs the
right people in sufficient numbers,
properly trained with the necessary
equipment, ready to rapidly execute
operational plans that have already
been rigorously tested in a realistic
field training environment. With the
safety of the American people hang-
ing in the balance, it must be recog-
nized that these conditions do not yet
exist.

103. Advisory Panel on Department of Defense Capabilities, Before Disaster Strikes, p. x.
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Conclusion

The flawed policies of the 2010
QDR have significantly degraded

NORTHCOM’s operational capability.
The prompt revision of these policies

is essential to U.S. national security.
When the former Deputy

Secretary of Defense asked, “Does

NORTHCOM really bring any

value added to our country’s

security?”—my reply came with-
out hesitation, “Absolutely, but not
nearly what we need.” The impera-
tive is clear: homeland defense and
civil support must be recognized
as fundamental missions of the
Department of Defense.

Itis time for America’s lead-
ers to recognize the role that U.S.

armed forces will inevitably play
in response to future catastroph-
ic disasters and to ensure that
NORTHCOM has the necessary
capabilities—people, training, and
equipment—to protect and defend
the U.S. homeland.
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Acronyms

Chemical, Biological Incident Response Force
chemical, biological, radiological, nuclear, and explosive
CBRNE Consequence Management Response Force
CBRNE Enhanced Response Force Package
consequence management
.................................................................. See WMD-CSTs
defense support of civil authorities
Defense CBRN Response Force
Department of Homeland Security
Department of Defense
Defense Readiness Reporting System
Defense Support to Civil Authorities
Federal Emergency Management Agency
Government Accountability Office
.............................................................. hazardous material
Homeland Response Force
Joint Task Forces—Civil Support
Joint Force Head Quarters—Homeland Security
North American Aerospace Defense Command
U.S. Northern Command
Quadrennial Defense Review
WMD Civil Support Team

weapon of mass destruction
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