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Abstract

March 2013 marks the 10th anniversary
of the creation of the U.S. Department
of Homeland Security (DHS)—a direct
response to 9/11. DHS was established
to prevent and mitigate terrorist
attacks on the United States. Ten years
later; the concept of homeland security
has come to embody an “all hazards”
approach, focusing not only on terror
threats, but also on natural disasters
and technological accidents. Along with
the evolution of the homeland security
mission, the past decade has seen the
institutionalization of DHS itself.
Fivenational security analysts detail
key adjustments to DHS to make the
department as effective as it should be—
which the Homeland Security Secretary
should consider for DHS’s second
Quadrennial Homeland Security Review,
dueat theend of 2013.
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n March, the Department of

Homeland Security (DHS) will
mark its 10th anniversary of exis-
tence. DHS was established to pre-
vent terrorist attacks and to reduce
the vulnerability of, and minimize
the damage to, the U.S. in the case of
attacks. Ten years later, the concept
of homeland security has come to
embody an “all hazards” approach,
focusing not only on terror threats,
but also on natural disasters and
technological accidents. Along with
the evolution of the homeland secu-
rity mission, the past decade has seen
the institutionalization of DHS itself.

What is needed now is not a mas-
sive DHS reorganization—as pro-
posed by some in Washington—or
the elimination of the department
altogether, but key adjustments to
ensure that the department can be
as effective as it needs to be. In par-
ticular, the Secretary of Homeland
Security should guide the depart-
ment to focus on:

1. Recapitalizing the Coast Guard;
2. Strengthening intelligence, coun-
terterrorism, and information

sharing;

3. Rethinking aviation security;

KEY POINTS

m Ten years after creation of the
Department of Homeland Secu-
rity (DHS), homeland security has
become an “all hazards" approach,
focusing not only on terror threats,
but also on natural disasters and
technological accidents.

m DHS struggles with management,
leadership, and setting priorities.
What is needed now, however, is
not a massive reorganization of the
department, but a focus on priori-
ties. These should include reform-
ing and refining the missions of
both TSA and FEMA.

m |n order to ensure that the Coast
Guard can fulfill its mission and pro-
tect the maritime domain, the fleet
must be modernized.

m Other efforts should include
streamlining the domestic counter-
terrorism framework and reforming
the DHS management structure
in order to ensure a capable and
effective department.

m As DHS prepares the second
Quadrennial Homeland Security
Review, the Secretary of Homeland
Security has the opportunity to out-
line DHS's mission and priorities for
the next four years.
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4. Refocusing FEMA on truly cata-
strophic events; and

5. Driving institutional reform to
create centralized management
authority.

Indeed, with the second itera-
tion of the Quadrennial Homeland
Security Review (QHSR) due to
Congress in December 2013, DHS
now has a timely opportunity to
assess its top priorities.

The Quadrennial Homeland
Security Review

In 2007, Congress passed the
Implementing Recommendations of
the 9/11 Commission Act of 2007.!
Within the act, Congress mandated
that DHS conduct a Quadrennial
Homeland Security Review (QHSR)
entailing:

a comprehensive examination of
the homeland security strategy
of the Nation, including recom-
mendations regarding the long-
term strategy and priorities of
the Nation for homeland security
and guidance on the programs,
assets, capabilities, budget,
policies and authorities of the
Department.?

Modeled in part after the
Department of Defense’s
Quadrennial Defense Review, the
QHSR was intended as a strategic
assessment of the Department of
Homeland Security’s missions and
objectives, planning, programs, and
capabilities.

As part of the process, Congress
required that DHS submit a report
every four years detailing not only
the findings of the QHSR but also:

® An assessment of homeland secu-
rity threats used to inform the
review;

m Updates to the national homeland
security strategy;

m A description of necessary inter-
agency cooperation, assets, infra-
structure, and budget plans;

m An appraisal of the organizational
alignment of the department; and

m Details on DHS cooperation with
other federal agencies, as well as
with state, local, and tribal gov-
ernments.?

The first QHSR was due to
Congress by December 31, 2009,
though not submitted until February
2010. The second QHSR is to be sub-
mitted to Congress by December 31,
2013.

Priorities and Vision

As the Department of Homeland
Security begins to prepare the sec-
ond Quadrennial Homeland Security
Review, the Secretary has the oppor-
tunity to outline DHS’s priorities for
the next four years. In this regard,
the QHSR can serve not only as a
strategic assessment of department
missions, accomplishments, and
capabilities, but also as a means for
the Secretary to offer a vision for the

entire homeland security enterprise.
At the same time, the QHSR must act
as more than an exercise in meet-
ing statutory requirements, and also
as a process for restoring dialogue
and credibility with lawmakers on
Capitol Hill.

Ultimately, while the QHSR will
provide a comprehensive assessment
of the homeland security enterprise,
the Secretary should focus, in par-
ticular, on five crucial elements:

1. Recapitalizing the Coast
Guard. The United States Coast
Guard (USCG) provides crucial secu-
rity in American waters. In recent
years, the number of USCG missions
has grown steadily due to the varied
nature of maritime security threats,
and the need to protect U.S. inter-
ests from ports at home to the Arctic.
However, this increased responsibil-
ity has not coincided with adequate
modernization. Many of the vessels
that support Coast Guard missions
have exceeded their expected service
lives. In many cases, maintenance
and repair are not enough to keep
these assets operational.

The Coast Guard has been work-
ing toward major recapitalization to
address these concerns for a number
of years. Particularly with three new
classes of cutter, the Coast Guard
intends to modernize its fleet to pro-
vide maritime security for the next
40 years.

Resources, however, are not
keeping up with requirements. In
the fiscal year (FY) 2013 budget
request, proposed funding for Coast
Guard acquisition, construction,
and improvement would decline by

Ibid.
Ibid.
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Implementing Recommendations of the 9/11 Commission Act of 2007, Public Law 110-53.

heritage.org/research/reports/2012/03/the-2013-homeland-security-budget-misplaced-priorities.

Jessica Zuckerman, “The 2013 Homeland Security Budget: Misplaced Priorities,” Heritage Foundation Backgrounder No. 2664, March 23, 2012, http://www.
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nearly 19 percent from FY 2012.* As
Congressman Frank LoBiondo (R-
NJ), Chairman of the House Coast
Guard and Maritime Transportation
Subcommittee, explained in a Coast
Guard hearing, “[W]e are forced to
pour more money into maintaining
rapidly failing legacy assets, there is
less available for replacement assets,
and as we put off the acquisition of
new assets, we only increase the
strain on legacy assets.” The former
Coast Guard Commandant referred
to this as a “death spiral.”

As mission creep continues
and resources must keep up, the
Department of Homeland Security
must dedicate more effort to real-
izing the planned fleet that will
serve the Coast Guard for the next
40 years. This includes the National
Security Cutter (NSC), the Offshore
Patrol Cutter (OPC), and the Fast
Response Cutter (FRC). These ves-
sels will serve seven of the 11 Coast
Guard missions, including search
and rescue; drug interdiction;
migrant interdiction; port, water-
way, and coastal security; general law
enforcement; and defense readiness
operations.® In particular, the NSC
and OPC will also be able to execute

these missions in more challenging
conditions, such as in the Arctic and
on rougher seas.

National Security Cutter (INSC).
The NSC will replace the legacy
Hamilton-class High Endurance
Cutter (HEC). The HEC’s intended
service life was 40 years, yet the
fleet now averages 42.8 years.” The
consequences of keeping them in
service have become painfully clear.
According to the DHS Office of the
Inspector General, “the declin-
ing readiness of the USCG’s High
Endurance Cutter fleet continues to
present significant challenges to mis-
sion performance.”®

While some have called for simply
upgrading the existing HECs, Coast
Guard Commandant Admiral Robert
Papp has indicated that the HECs are
both expensive to upgrade and not
nearly as effective as the new NSCs.’
Indeed, the NSC is more effective
than its predecessor in range, sea-
worthiness, and durability, and will
be able to operate in environments as
disparate as storm-ridden Caribbean
waters and the Arctic Circle.

The Coast Guard originally
intended to field 16 NSCs, later
reducing the plan to eight. However,

the FY 2013 budget request removes
advanced funding for the seventh
and eighth cutters, effectively
preventing them from being built.
The Coast Guard, however, has not
changed its requirement level, and
neither it nor DHS has offered a
justification for this decision beyond
Secretary Napolitano’s vague and
peculiar explanation that “we will
look at [NSC] seven and eight in light
of what the Navy is doing.”’® Until the
Coast Guard explains that it will be
able to execute its range of missions
with six NSCs, the Administration
should request that Congress provide
funding to build an eight-NSC fleet.

Offshore Patrol Cutter (OPC). The
OPC will replace the aging 210-foot
and 270-foot cutters in its Medium
Endurance Cutter (MEC) fleet. The
Coast Guard is calling for the pro-
curement of 25 OPCs to replace the
fleet of 29 MECs.!

Many of the Coast Guard’s current
MECs are nearing, or are beyond,
their intended service lives.”? As a
consequence, the fleet has required
increasing maintenance. Between FY
2005 and FY 2011, the MECs oper-
ated below their target levels, while
their operational hours declined

5. News release, “"LoBiondo Hearing Focuses on ‘Death Spiral’ of Coast Guard Asset Maintenance Challenges,” Transportation and Infrastructure Committee, U.S.
House of Representatives, September 20, 2012, http://archives.republicans.transportation.house.gov/news/PRArticle.aspx?NewsID=1736 (accessed February

4,2013).

6. Ronald O'Rourke, “Coast Guard Cutter Procurement: Background and Issues for Congress,” Congressional Research Service Report for Congress R42567,
October 31, 2012, http://www.fas.org/sgp/crs/weapons/R42567.pdf (accessed February 4, 2013).

7. Hearing, A Review of the Challenges Maintaining Legacy Assets Pose to United States Coast Guard Mission Performance, Transportation and Infrastructure
Committee, U.S. House of Representatives, September 20, 2012, http://archives.republicans.transportation.house.gov/hearings/hearingdetail.

aspx?News|D=1715 (accessed February 4, 2013).

Department of Homeland Security, Office of the Inspector General, Annual Review of the United States Coast Guard'’s Mission Performance (FY2011), OIG-12-119,
September 2012, pp. 27-28, http://www.oig.dhs.gov/assets/Mgmt/2012/01G_12-119_Sep12.pdf (accessed February 4, 2013).

Ronald O'Rourke, “Coast Guard Cutter Procurement: Background and Issues for Congress,” Congressional Research Service Report for Congress, June 29, 2012,

Christopher P. Cavas, “2 Cutters Removed from FY13 Coast Guard Budget,” Navy Times, February 24, 2012, http://www.navytimes.com/news/2012/02/coast-

8.
9.
http://www.hsdl.org/?view&did=715473 (accessed February 4, 2013).
10.
guard-2013-budget-2-cutters-removed-022412d/ (accessed February 4, 2013).
1. O'Rourke, “Coast Guard Cutter Procurement, June 29, 2012."
12.

United States Coast Guard, Acquisition Directorate, “Offshore Patrol Cutter,” November 15, 2012, http://www.uscg.mil/acquisition/opc/ (accessed February 4,
2013).
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around 21 percent.” In addition, the
MECs are operating with outdated
technology, and cannot effectively
perform missions in the weather
conditions of the Gulf of Alaska and
Bering Sea.
With the first OPC to be pro-
cured in FY 2017, the fleet will boast
“increased range and endurance,
more powerful weapons, a larger
flight deck, and improved command,
control, communications, computers,
intelligence, surveillance and recon-
naissance (C4ISR) equipment.”*®
As the OPC is still in its devel-
opment stage, the Department of
Homeland Security should ensure
that the fleet matures in a respon-
sible and cost-effective manner.
The Government Accountability
Office (GAO) reported that the
Coast Guard has taken “steps to
improve the requirements develop-
ment process for the Offshore Patrol
Cutter.”® One such step included
clarifying performance require-
ments, making the program more
predictable and manageable for
potential shipbuilders. The Coast
Guard and DHS should continue
to build on this progress, so that
when the time comes to build the
cutters they can take advantage of
savings earned through responsible
research and development.

Fast Response Cutter (FRC). The
Sentinel-class Fast Response Cutter
is the replacement for the legacy
Island-class patrol boat. As with the
NSC and OPC, the FRC is replacing
an aging fleet that requires increas-
ing maintenance. The Island-class
fleet was built in the 1980s and 1990s
and each vessel has an expected
service life of 20 years. Beyond the
service life issues, the FRC is also
more capable than its predecessor in
anumber of ways, such as its sea-
keeping capabilities, range, and com-
munications.” Further, the added
capability and larger fleet will enable
the FRC to perform tasks more effi-
ciently and safely.

The Administration requested
two FRCs in FY 2013. The House
of Representatives added funding
for two additional FRCs, while the
Senate added two more, intending
to procure a total of six cutters in FY
2013. The purpose of this increase
was to take advantage of economies
of scale. DHS should work with
Congress to ensure that funding for
the FRC program continues, so that
the fleet can enter service quickly
and efficiently.

The Arctic. As the NSC and OPC
programs indicate, the Coast Guard
will be dedicating increasing time
and effort to providing security

and presence in the Arctic. With
increased economic interests in the
region, there will be rising com-
mercial maritime traffic. The Coast
Guard is the primary executor of
security in America’s Arctic waters,
but as is the case with its other pro-
grams, resources are not keeping
pace with increased missions.

The Coast Guard’s icebreaker
fleet is particularly weak at pres-
ent with no operational heavy-duty
capabilities.” The Coast Guard’s FY
2013 budget request includes fund-
ing to revitalize the USCG’s heavy
icebreaker, the Polar Star, to provide
some capability for this requirement.
Yet, the Coast Guard’s stated require-
ment is for three medium and three
heavy-duty icebreakers.!” The revi-
talization of the 37-year-old Polar
Star alone will not fill this gap.

The FY 2013 Coast Guard bud-
get request also includes $8 million
to begin research on a new heavy-
duty icebreaker. However, the total
cost for building such a vessel is
likely to be nearly $900 million over
five years. This would be a massive
portion of the Coast Guard’s total
procurement budget. The Coast
Guard should consider other options,
such as leasing existing commercial
icebreakers from foreign companies.
This would require a waiver to the

13.  Government Accountability Office, “Coast Guard: Legacy Vessels' Declining Conditions Reinforce Need for More Realistic Operational Targets,” GAO-12-741,
July 2012, http://www.gao.gov/assets/600,/593163.pdf (accessed February 4, 2013), and Stephen L. Caldwell, “Coast Guard: Mission Performance Challenged
by the Declining Condition and Rising Costs of its Legacy Vessel Fleet,” testimony before the Subcommittee on Coast Guard and Maritime Transportation,
Committee on Transportation and Infrastructure, U.S. House of Representatives, September 20, 2012, http://www.gao.gov/assets/650/648657.pdf (accessed

February 4, 2013).

14. O'Rourke, “Coast Guard Cutter Procurement, June 29, 2012"
15.  United States Coast Guard, "Offshore Patrol Cutter.”
16. Ronald O'Rourke, “Coast Guard Cutter Procurement, October 31, 2012, p. 12.

17.  Department of Homeland Security, Office of the Inspector General, “U.S. Coast Guard's Acquisition of the Sentinel Class—Fast Response Cutter,” O1G-12-68,
August 2012, http://www.oig.dhs.gov/assets/Mgmt/2012/01G_12-68_Aug12.pdf (accessed February 4, 2013).

18. Ronald O'Rourke, “Coast Guard Polar Icebreaker Modernization: Background and Issues for Congress,” Congressional Research Service Report for Congress
RL34391, December 10, 2012, http://www.fas.org/sgp/crs/weapons/RL34391.pdf (accessed February 4, 2013).

19. Ibid.
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Jones Act, or repealing the legisla-
tion.?° Allowing the Coast Guard to
lease commercial icebreakers would
be an immediate, cost-effective solu-
tion to its lack of Arctic capability.

2. Strengthening Intelligence,
Counterterrorism, and
Information Sharing. After the
terror attacks of September 11, 2001,
the role of intelligence in terrorism
operations shifted significantly from
focusing on prosecuting terrorists
to preventing potential attacks long
before they come to fruition. As a
result, intelligence has had to take on
amore proactive role in the home-
land security enterprise, emphasiz-
ing “early warnings,” identifying
threats and vulnerabilities early on
before they can be exploited by ter-
rorists.?! Yet, in the broader coun-
terterrorism and intelligence con-
text, DHS remains a minor player
in the interagency process. At one
point after 9/11, there was even talk
of relegating the department to a
minor seat within the intelligence
community.

Nearly 10 years after the depart-
ment was created, DHS still finds
itself in power struggles over lead-
ership on these issues. Even the
Intelligence Reform and Terrorism
Prevention Act of 2004 neglected

DHS’s role in counterterrorism
operations. That view is now reflect-
ed in DHS’s less-than-prominent role
in the Terrorist Screening Center
and the National Counterterrorism
Center.*? Today, Homeland Security
remains mostly a customer of the
intelligence community with little
ability to drive policy, protocol, or
operations.?® Similarly, DHS and the
Department of Justice are still fight-
ing over which department is the
primary federal partner for state and
local law enforcement on informa-
tion sharing and intelligence.

In reality, the Justice Department
has far more connections to the
nation’s major law enforcement
entities than does DHS. Before 9/11,
the Federal Bureau of Investigation
(FBI), which is part of the Justice
Department, had created 32 major
Joint Terrorism Task Forces (JTTFs),
which bring together the FBI’s fed-
eral, state, and local intelligence
and law enforcement partners to
facilitate information sharing and
collaborative efforts for investigat-
ing terrorism. Since then, the FBI
has added 71 JTTFs throughout the
country, bringing them to more than
103 cities nationwide.?* The FBI also
created Field Intelligence Groups
(FIGs), one in each of the Bureau’s 56

field offices, which “perform intelli-
gence functions through integrated
teams of intelligence analysts, lan-
guage analysts, physical surveillance
specialists, and a dedicated number
of special agents.” The FIGs “coordi-
nate, manage, and execute all of the
functions of the intelligence cycle in
the field.”®

After the department’s creation,
DHS began investing in “fusion cen-
ters.” Intended to break down the
barriers inhibiting information shar-
ing between federal, state, and local
authorities, DHS-led fusion centers
serve as a repository for the collec-
tion, analysis, and dissemination of
threat-related information. Smaller
in number than the FBI’s JTTFs,
77 fusion centers currently exist
throughout the U.S., varying in size,
performance, and maturity.2®

In theory, the fusion centers and
the FIGs would collaborate closely
and share information and intel-
ligence in the development process.
Once those entities had created
actionable intelligence, that infor-
mation would be shared with the
JTTF, which would open a case and
investigate, leveraging the fusion
centers and FIGs as the case devel-
oped for additional information and
intelligence. In reality, geographic

20. James Jay Carafano and James Dean, “Breaking an Ice-Bound U.S. Policy: A Proposal for Operating in the Arctic,” Heritage Foundation WebMemo No. 3168,
February 24, 2011, http://www.heritage.org/research/reports/2011/02/breaking-an-ice-bound-us-policy-a-proposal-for-operating-in-the-arctic.

21. Mark A. Sauter and James Jay Carafano, A Complete Guide: Homeland Security (New York: McGraw Hill, 2012).

22. Matt A. Mayer, James Jay Carafano, and Jessica Zuckerman, “Homeland Security 4.0: Overcoming Centralization, Complacency, and Politics,” Heritage
Foundation Special Report No. 97, August 23, 2011, http://www.heritage.org/research/reports/2011/08/homeland-security-4-0-overcoming-centralization-

complacency-and-politics.

23. James Jay Carafano, “Lay Off Homeland Security Department: Congress Designed DHS to Be Helpless,” Heritage Foundation Commentary, January 8, 2010,
http://www.heritage.org/research/commentary/2010/01/lay-off-homeland-security-department-congress-designed-dhs-to-be-helpless.

24. Federal Bureau of Investigation, “Terrorism: Protecting America from Terrorist Attack—Our Joint Terrorism Task Forces,” http://www.fbi.gov/about-us/
investigate/terrorism/terrorism_jttfs (accessed February 4, 2013).

25. Federal Bureau of Investigation, “"Directorate of Intelligence: Field Intelligence Groups,” http://www.fbi.gov/about-us/intelligence/field-intelligence-groups

(accessed February 4, 2013).

26. Michael P. Downing and Matt A. Mayer, “The Domestic Counterterrorism Enterprise: Time to Streamline,” Heritage Foundation Issue Brief No. 3748, October 3,
2012, http://www.heritage.org/research/reports/2012/10/domestic-counterterrorism-enterprise-time-to-streamline.
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distances and personnel constraints
have led to inefficiencies, duplication,
and sometimes conflict.>”

Rather than continue this inter-
agency conflict and squabbling,
Washington needs to present a fed-
eral enterprise solution to state and
local governments. The FBI’s JTTFs
are already more established and
integrated into state and local com-
munities throughout the country. In
order to streamline and strengthen
the federal homeland security intel-
ligence and information-sharing
mechanisms, DHS should drastically
reduce the number of fusion centers
throughout the U.S.

At the same time, DHS should
work with its partners in the coun-
terterrorism enterprise to establish
anational domestic counterter-
rorism and intelligence framework
that properly apportions roles and
responsibilities among federal, state,
and local governments based on their
resources (such as, money, people,
and experience).?® All too often, state
and local governments are expected
merely to send information to the
federal government, rather than
participating as true players in the
counterterrorism environment.

Yet, state and local law enforce-
ment officers outnumber FBI agents
by more than 70 to one, represent-
ing an important force multiplier
for detecting threats early. This is

particularly important given the
growing number of terrorist attacks
originating on U.S. soil. Indeed, of
the 54 publicly known thwarted
terror attacks against the United
States since 9/11, at least 44 could be
considered home-grown terrorism.?
This fact, coupled with the growing
use of the cyber realm by terrorists,
demands a more robust and decen-
tralized intelligence-gathering and
counterterrorism enterprise that
reaches beyond the purview of the
federal government and brings all of
the nation’s resources and players to
bear.

3. Rethinking Aviation
Security. The best way to pre-
vent terrorists from exploiting or
threatening the country’s aviation
infrastructure is to disrupt their
networks and operations before
plots are carried out. Effective U.S.
intelligence and counterterrorism,
therefore, are the first and most crit-
ical component of defense. In this
respect, the most indispensible role
for aviation security is to remain
integrated with U.S. counterterror-
ism operations so that their security
measures, oversight responsibilities,
and capacity to act against threats
are synchronized in the most effec-
tive manner.

The 9/11 hijackers had known
affiliations to extremist groups,
broke the law, committed fraud, lied

onvisa applications, and had at least
68 contacts with State Department
and Immigration and Customs
Enforcement officials—and still man-
aged to board planes undetected.
This fact speaks to the need for close
integration and cooperation of avia-
tion security with the broader coun-
terterrorism enterprise.®

Certainly, the Transportation
Security Administration (TSA) has
made great strides in this regard
since 9/11. In particular, the Secure
Flight program has helped to ensure
that passenger data is used to stop
potential terrorists before they
attempt to board an airplane. Before
9/11, passenger screening was con-
ducted under a system known as
the Computer Assisted Passenger
Prescreening System (CAPPS). This
system could only screen for secu-
rity risks based on a passenger’s
form of payment and travel itinerary.
Indeed, all of the 9/11 terrorists were
screened under this limited sys-
tem prior to boarding planes on the
morning of the attack.

Recognizing these deficiencies,
DHS announced the Secure Flight
program in March 2009. Under
this program, passenger data is
checked against a federal database
maintained by the FBI Terrorist
Screening Center—a center that
integrates all available information
on known or suspected terrorists

27. lbid.

28. The Heritage Foundation Counterterrorism Task Force, “A Counterterrorism Strategy for the ‘Next Wave',” Heritage Foundation Special Report No. 98, August
24, 201, http://www.heritage.org/research/reports/2011/08/a-counterterrorism-strategy-for-the-next-wave.

29. James Jay Carafano, Steven P. Bucci, and Jessica Zuckerman, “Fifty Terror Plots Foiled Since 9/11: The Homegrown Threat and the Long War on Terrorism,”
Heritage Foundation Backgrounder No. 2682, April 25, 2012, http://www.heritage.org/research/reports/2012/04 /fifty-terror-plots-foiled-since-9-11-the-
homegrown-threat-and-the-long-war-on-terrorism; Steven P. Bucci and Jessica Zuckerman, “51st Terrorist Plot Against the United States: Continued Threat
of al-Qaeda and Affiliates,” Heritage Foundation Issue Brief No. 3598, May 8, 2012, http://www.heritage.org/research/reports/2012/05/51st-bomb-terror-
plot-proves-continued-threat-of-al-qaeda; Jessica Zuckerman, “Chicago Bombing Attempt Marks 52 Terrorist Plots Since 9/11," Heritage Foundation Issue Brief
No. 3731, September 7, 2012, http://www.heritage.org/research/reports/2012/09/chicago-bombing-attempt-marks-52-terror-plots-since-911; and Jessica
Zuckerman, “Fifty-Third Terror Plot Foiled Since 9/11: Bombing Targets U.S. Financial Hub,” Heritage Foundation Issue Brief No. 3758, October 17, 2012, http://
www.heritage.org/research/reports/2012/10/terror-plot-foiled-in-new-york-bombing-targets-us-financial-hub.

30. James Jay Carafano, “Next Steps for Transportation Security,” testimony before Subcommittee on Transportation Security, Committee on Homeland Security,
U.S. House of Representatives, September 11, 2012, http://www.heritage.org/research/testimony/2012/09/next-steps-for-transportation-security.
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into a central repository.® With
Secure Flight, the airlines are only
charged with gathering basic infor-
mation (full name, date of birth, and
gender) when a passenger makes a
reservation. The TSA itself, rather
than industry or an outside entity,
performs the actual checks, thereby
allowing passenger data to be com-
pared to classified watch lists, mini-
mizing the impact on industry and
diminishing civil liberty and privacy
concerns.

As of November 2010, 100 per-
cent of U.S.-bound passengers were
screened through Secure Flight.
Nevertheless, room remains for
improvement. DHS should enhance
the Secure Flight Program by ensur-
ing that the FBI Terrorist Screening
Center databases are up-to-date.
Programs that link directly to the
larger counterterrorism effort, such
as the Secure Flight Initiative, must
be a top TSA priority.

At the same time, DHS should
expand other passenger prescreen-
ing programs, such as the TSA
PreCheck. Currently operational at
26 airports throughout the United
States, up from nine in early 2012,
TSA PreCheck is a voluntary pre-
screening initiative in partnership
with Customs and Border Protection

(CBP).*2 By conducting risk assess-
ments on program applicants, the
TSA determines if a passenger pres-
ents alow security risk and is eligible
for expedited screening, thereby
allowing the TSA to divert resourc-
es to other, potentially high-risk
passengers.®?

Already TSA PreCheck is applica-
ble to U.S. citizens who are members
of existing CBP Trusted Traveler
programs including Global Entry,
NEXUS, and SENTRI programs,
as well as eligible airline frequent
travelers. In November 2012, as part
of the Beyond the Border program,
the TSA announced that Canadian
members of the NEXUS program
traveling domestically in the U.S.
would also be eligible for participa-
tion in TSA PreCheck. Building on
these efforts, TSA should continue
to expand the PreCheck program
along with other efforts, such as the
Security Partnership Program (SPP),
which increase TSA’s ability to focus
resources on those passengers who
pose a high security risk, rather than
assuming every passenger is a poten-
tial terrorist.

With the passage of the Aviation
and Transportation Security Act
(ATSA) of 2001, Congress man-
dated that airports be given the

opportunity to “opt out” of the fed-
eralized security screening process,
and instead employ private contrac-
tors under the oversight of TSA.?* In
accordance with ATSA, in 2004, the
TSA created the SPP.

Despite the statutory require-
ments of ATSA, however, in January
2011, TSA Administrator John
Pistole announced that the SPP
would no longer be expanded to
additional airports. To justify his
decision, Pistole claimed that he
did not see “any clear or substantial
advantage to doing so at this time.”®®
Yet, in 2011 the House Committee on
Transportation and Infrastructure
reported that U.S. taxpayers would
save “$1 billion over five years if
the Nation’s top 35 airports oper-
ated as efficiently as [San Francisco
International Airport] does under
the SPP model.”*¢ A 2007 indepen-
dent assessment also found that

“SPP airports’ overall performance
results are equal to or better than
those delivered by non-SPP.”%”
Further, by expanding the SPP
program, the TSA could get out of
the personnel business, devolving
screening responsibility back to
the airports, and shift toward set-
ting aviation security policy and
regulations.
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Ultimately in February 2012,
Members of Congress passed an
amendment to the Federal Aviation
Administration authorization act
requiring that the TSA consider all
applications to the SPP program.
Since then, the TSA has begun to pre-
liminarily approve new airports for
admittance into the program.?® This
momentum should be continued
alongside other efforts to manage the
TSA workforce, including rethink-
ing the decision to engage in limited
collective bargaining with airline
security screeners.

Finally, the TSA should make
efficiency a priority and move
further toward a true risk-based
approach. This means not only
evaluating risk, threat, and critical-
ity, but adopting the most judicious
means to reduce risk to an accept-
able level at an acceptable cost. Such
efforts should include promoting
low-cost, high-utility programs
like the Federal Flight Deck Officer
Program, and cutting high-cost, low-
utility programs like the Surface
Transportation Security Inspection
Program.*

4. Refocusing FEMA on Truly
Catastrophic Events. In the course
of 16 years, the yearly average of
Federal Emergency Management
Agency (FEMA) declarations tripled
from 43 under President George
H. W. Bush to 89 under President
Bill Clinton to 130 under President

George W. Bush. In his just over four
years in office, President Barack
Obama has issued 570 declarations,
although only two hurricanes struck
and no large-scale earthquakes hit
America during that time. President
Obama’s yearly average of total
FEMA declarations (“major,” “emer-
gency,” “fire”) stands at 147.

In 2011, President Obama issued
242 declarations—by far the most in
FEMA history. The previous single-
year record was President Clinton’s
157 declarations in 1996.*° President
Obama’s first term has set the record
for the most major disaster declara-
tions per year, an average of over 71
declarations per year.

The increase in disaster dec-
larations is largely a result of the
Robert T. Stafford Disaster Relief
and Emergency Assistance Act of
1988 (Stafford Act), the controlling
federal statute for disasters. Under
this act, the federal government pays
75 percent to 100 percent of disaster
response bills as long as FEMA has
issued a disaster declaration.

Meeting the requirements for
such a declaration is relatively easy:
The disaster in question must be “of
such severity and magnitude that
effective response is beyond the
capabilities of the State and the
affected local governments and
that Federal assistance is neces-
sary.” The financial threshold is also
low: “when a state’s storm-related

damages reach $1.29 per capita,
[which] for several states ... is less
than $1 million in damages.”? The
ambiguous provisions of the Stafford
Act and low damages threshold cre-
ate enormous incentives for gover-
nors to seek federal disaster declara-
tions rather than shoulder most of
the cost, especially during this time
of tight state budgets.

The federalization of routine
disasters requires FEMA to become
involved with a new disaster some-
where in the United States every 2.5
days. This high operational tempo is
affecting FEMA’s overall prepared-
ness because it keeps FEMA perpetu-
ally in a response mode, which leaves
little time and few resources for cata-
strophic preparedness. With staffing
levels and budgets only nominally
above pre-1993 levels, it should be no
surprise that FEMA is not prepared
to handle a catastrophic disaster.

In asimilar manner, states have
learned to beg Washington for
help whenever a natural disaster
strikes, in the hope of receiving a
FEMA disaster declaration and the
accompanying money. This behav-
ior began in 1993, when the yearly
number of FEMA declarations first
began to climb to record heights.
Everyincrease in yearly declara-
tions means that FEMA has federal-
ized more natural disasters that the
states would have previously handled
and paid for on their own.
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For example, in 2010, a tornado
struck outside Toledo, Ohio, causing
some deaths. Even though the tor-
nado inflicted little physical damage
outside that small geographic area,
Governor Ted Strickland quickly
asked FEMA for a disaster declara-
tion to shift the costs to the fed-
eral government. Much to its credit,
FEMA declined the request and the
subsequent appeal because the total
damage did not even meet FEMA’s
already low threshold.*®

Because FEMA has federalized
so many routine natural occurrenc-
es, Ohio and other states have cut
their budgets for public assistance
believing that they could always
obtain FEMA declarations and fed-
eral funding. Over the past 10 years,
states have slashed their emergency
response budgets.

State and local governments
should be weaned from dependence
on FEMA so that they can reassert
their traditional role in respond-
ing to all but the most catastrophic
disasters. With any federal response
48 hours to 72 hours away, state and
local response capabilities are key
to minimizing the loss of life and
property. To be effective, state and
local jurisdictions must not only
build disaster-response capabilities,
but also use them for the majority
of disasters, large and small, that
occur in America every year. This
will allow FEMA to focus its finite
time and resources on building cata-
strophic response capabilities.

Ultimately, FEMA spends too
much time responding to routine
natural disasters and not enough
time preparing for catastrophic

natural disasters, such as hurricanes,
earthquakes, and volcanic eruptions,
which could have a national impact.
This increases the likelihood that the
federal response to the next cata-
strophic event will be insufficient.

In order to reverse this trend, DHS
should:

= Overhaul existing FEMA pro-
cesses and procedures under
the Public Assistance Grant
Program. The Public Assistance
Grant Program provides funding
to state and local governments for
disaster response, but its process-
es and procedures are not aligned
with saving lives and property—
the primary focus of catastrophic
disaster response. FEMA should
increase program staff and train-
ing, clearly define and simplify its
six funding buckets, and change
its project worksheets to ensure
that costs and damages are accu-
rately assessed on the front end
and include complete statements
of work and accurate cost esti-
mates.

These changes will reduce the
number of required FEMA
deployments, lower the cost of
responding to and recovering
from minor events, improve ser-
vice to its “customers,” and ulti-
mately allow FEMA to become the
world-class response and recov-
ery administrative agency it was
originally intended to be.**

= Make FEMA a 21st-century
agency with 21st-century
tools and technologies. FEMA

systems have fallen behind in
effective customer service. For
example, while disaster victims
can register by phone, by Internet,
or in person at disaster relief
centers, FEMA cannot merge all
of the data in real time to prevent
duplicate registrations. Many
FEMA systems are also paper-
based, meaning that informa-
tion is entered into the system
only after paper documents are
received. This failure contrib-
utes to waste, fraud, and abuse by
allowing situations in which, for
instance, multiple checks are sent
to the same household because

of duplicate registrations. FEMA
also has no way to track supplies
during a disaster.

Seven years after its poor perfor-
mance during Hurricane Katrina,
FEMA still needs to put in place
the basic inventory tracking
systems that are used widely in
the private sector. For FEMA

to respond effectively to a cata-
strophic event, it must possess
in-transit visibility of its supplies
(such as water, ice, and food) so
that it can efficiently move the
supplies from the warehouse

to the disaster relief center and
monitor inventory levels to avoid
shortages. Similarly, FEMA needs
aregistration system capable of
detecting fraud at the onset and
eliminating costly erroneous pay-
ments, which become virtually
impossible to recoup.

Build a comprehensive
national integrated planning
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system with shared all-haz-
ards response plans. Eleven
years after 9/11, the federal gov-
ernment still lacks a comprehen-
sive regime for planning and pre-
paring for large-scale disasters. In
part, this shortfall is the product
of an inadequate interagency pro-
cess, the means by which federal
agencies organize and cooperate
with one another and their part-
ners in state and local government
and the private sector.

Building a true national integrat-
ed planning system will require
interagency coordination and an
integrated planning and exercise
effort among federal agencies,
their partners in state and local
government, and the private sec-
tor. Such a system requires three
elements:

m A resource function that focus-
es on the assets, equipment,
and personnel that a jurisdic-
tion needs across the relevant
capabilities;

m Atraining function that deter-
mines the jurisdiction’s needs
in relation to disciplines, asset
requirements, and equipment
training; and

m A capacity function that tests
competencies through a
robust and repeatable exercise
program and that identifies
capability gaps and provides
feedback on how to close those
gaps over time.

State and local governments are
seeking such guidance, but encour-
aging the adoption of a system across
the federal government has proved
problematic. One key hurdle has
been the disparate resources and

needs across the interagency process.

As the congressionally chartered
Abbot-Keating Commission found in
2010, despite nine years of post-9/11
efforts to enhance national capabili-
ties to respond to major disasters,

“there is currently no comprehensive
national integrated planning system
torespond to either natural or man-
made disasters.”® To make mat-

ters worse, federal, state, and local
agencies are not even sharing what
they are doing now. They are not, the
report admonished, “making a sus-
tained and comprehensive effort to
share all-hazards response plans.”*¢

m Foster disaster response
capacity and cooperation
with partner nations. The U.S.
must be able to accept appropri-
ate aid from foreign countries
in the event of a catastrophe.
The Department of Homeland
Security should implement the
GAO’s post-Katrina recommenda-
tions for improving assessment of
international aid. Some progress
has been made in implementing
the recommendations detailed in
the GAO report, but some recom-
mendations that remain highly
relevant today have still not been
implemented.*” The U.S. should
also consider hosting interna-
tional disaster exercises in order
to increase the ability of countries

friendly with the United States to
accept aid from one another when
disaster strikes.

For some critical infrastructure,
the U.S. should promote establish-
ing industry-led, multinational
rapid-response capability that
could respond worldwide. Further,
this could provide an effective
mechanism for sharing best prac-
tices and integrating responses.
This capability should be funded
and controlled by the private sec-
tor to respond to threats to shared
international critical infrastruc-
ture, such as telecommunications
and the Western Hemisphere
electrical grid.

Furthermore, many potential

U.S. partners in the Western
Hemisphere, particularly small
Caribbean island nations, have
few large-scale platforms and lack
the infrastructure to respond

to major disasters. Energizing
existing cooperative structures
with Caribbean nations would
strengthen their capacity to
respond to crises, such as oil spills
and other large-scale disasters.
An effective instrument for build-
ing capacity could be modeled on
the U.S. government’s Millennium
Challenge Account (MCA).

The MCA is an alternative mode of
providing economic and develop-
ment aid to developing countries.
An MCA grant is provided only
after a country meets a set of cri-
teria, including adherence to basic
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standards of human rights, good
governance, fiscal responsibility,
and commitment to the kinds of
development projects that have a
proven record of promoting eco-
nomic growth. By requiring that a
country demonstrate its commit-
ment to freedom and economic
development, the MCA greatly
improves the likelihood that aid
will not be squandered on waste-
ful projects or corruption. By
emphasizing good governance and
democratic norms, the MCA less-
ens the potential for aid to be used
to prop up authoritarian regimes
and increases the likelihood that
it will fund programs that directly
help people in need.

DHS should have expanded
authority in providing interna-
tional assistance and development.
Along these lines, the U.S. should
establish security assistance

sales, lease, and grant programs
that allow DHS to assist countries
in obtaining equipment, sup-

port, and financing for homeland
security functions. In particular,
the Administration should work
with Congress to redirect current
foreign assistance programs to

a “Security for Freedom Fund” to
build capacity for security and cat-
astrophic disaster response among
cooperative nations in the Western
Hemisphere. DHS should also
establish a formal, integrated edu-
cation and training program simi-
lar to the Pentagon’s International
Military Education and Training
program. This would include train-
ing in the United States, mobile
training teams that deploy over-
seas, and support for international
programes.

5. Driving Institutional
Reform to Create Centralized

Management Authority. Critical
to any maturation of the homeland
security enterprise is an urgent
need to reform the DHS manage-
ment structure. DHS was created

as, and remains, a weak institution
with little effective central authority.
Many have likened the headquarters
functions to those of a “holding com-
pany” with seven subsidiary operat-
ing units—(1) Customs and Border
Protection, (2) Citizenship and
Immigration Services, (3) the Coast
Guard, (49) FEMA, (5) Immigration
and Customs Enforcement, (6) the
Secret Service, and (7) the TSA. (One
might add an eighth independent
unit, the National Preparedness

and Protection Division, which is
increasingly assuming some opera-
tional responsibilities.) These units
have functional independence from
headquarters, leaving the Homeland
Security Secretary with significant
de jure responsibility but little prac-
tical de facto authority. Indeed, the
Secretary is often unable to achieve
effective change within the depart-
ment, save through the force of per-
sonality. If the department (and the
enterprise for which it is responsible)
is to become a mature, functioning
institution, that needs to change.

In practice this will require sever-
al steps. What follows is a non-inclu-
sive list of managerial improvements
that should be undertaken:

m The procurement and acquisition
processes across the department
should be standardized and cen-
tralized. At present, cross-cutting
programs that have common
requirements are not effectively
required to develop and adopt
common solutions. A more hierar-
chical procurement process that
empowers the Chief Procurement
Office would be able to drive a
more unified approach.

m The Secretary needs greater
budgetary control over the seven
components, and the budget
staff with which to exercise that
greater authority. If “he who has
the gold makes all the rules,” the
Secretary’s systematic inabil-
ity to manage the department’s
budget and to make significant
decisions to reprogram resources
to more urgent needs is a critical
flaw.

= All of DHS management should be
located in a single campus. When
the seven component heads meet
with the Secretary they all come
from seven different offices in
seven different cars. Any pos-
sibility of synergy is severely
impeded by this sort of structural
impediment.

m Headquarters needs a stronger
and more robustly staffed policy
directorate with clear authority
to develop intra-agency policy,
resolve intra-agency disputes, and
with the exclusive charter to rep-
resent the department in inter-
agency discussions. The Policy
Department should, in effect,
be the Secretary and Deputy
Secretary’s “SWAT Team” for
driving systematic organizational
change.

m The department needs to better
link policy to planning, budget,
and execution. This requires the
development of homeland secu-
rity doctrine, still lacking 10 years
after the department began opera-
tion, and a headquarters-led pro-
gram of Planning, Programming,
Budgeting & Execution (PPBE).
Most notably, more resources
need to be put to the task; from
strategic planning to program
evaluation, the department
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systematically under-invests in
self-analysis and evaluation.

m Centralized service compo-
nents, such as the General
Counsel, the Office of Security,
the Chief Financial Officer, and
International Affairs, all need
direct line authority over their
respective component offices—
not to the exclusion of control
by the component head but as a
way of ensuring that the head-
quarters directives are driven
down into the components in a
way that overcomes institutional
resistance.

m More creatively, the department
requires the capability to look
beyond the horizon. DHS remains
hard-wired to think about opera-
tional matters and all too rarely
focuses on how the homeland
security threat will mutate
over time. In effect, DHS needs
the equivalent of the Defense
Department’s Office of Net
Assessment. Again, this requires
spending money, and in the long
run the effort will prove worth-
while.

It is sometimes said that, in terms
of maturity, DHS is a “tweener”—at
that uncomfortable age beyond
childhood but still far from adult
capabilities. That seems an accu-
rate assessment. As an operational
matter the department has increas-
ingly mature capabilities, but lacks a
centralized thoughtful coordination
mechanism that can put those capa-
bilities to use and, more importantly,
redirect those capabilities.

The QHSR is, in the end, all
about directional guidance for the
department and the homeland
security enterprise. It is intended
to be the harbinger of a strategic

re-orientation when, and if, that re-
orientation is thought necessary. But
all the strategic rethinking in the
world is of little use as long as the
department lacks inherent hierarchi-
cal structures by which that rethink-
ing can be implemented. DHS is,
indeed, a “tweener”—and there it is
likely to remain unless and until the
managerial structure of the institu-
tion is reformed. That will require an
effort of political will; existing status
quo structures are comfortable and
deeply embedded. Yet, in the absence
of such an effort, the homeland secu-
rity enterprise will be challenged to
see true success.

Key Adjustments to DHS

As the Department of Homeland
Security looks to complete its second
Quadrennial Homeland Security
Review, it should make several key
adjustments in order to foster a more
efficient and credible department.
These reforms should include critical
steps to:

= Modernize the Coast Guard
Fleet. The USCG’s aging fleet
can no longer keep up with the
increased mission-set of the ser-
vice. Maintenance and repair is
not enough to keep these assets
operational. Instead, DHS should
work with Congress to fully
dedicate the resources needed
to complete the development of
the National Security Cutter, the
Offshore Patrol Cutter, and the
Fast Response Cutter fleet, and
meet stated requirement levels.
In order to continue to meet U.S.
interests in the Arctic, the depart-
ment should also lease commer-
cial icebreakers, working with
Congress to address the statu-
tory restrictions contained in the
Jones Act.

m Streamline the domestic
counterterrorism enterprise.
For too long, DHS has not been
considered a true player in the
interagency process when it
comes to intelligence and coun-
terterrorism. So, too, despite
representing an important force
multiplier, state and local authori-
ties continue to be denied a seat
at the table. To address these
issues, DHS should work with its
partners to clarify and streamline
the domestic counterterrorism
framework in order to articulate
how intelligence operations at all
levels should function to combat
terrorism. At the same time, DHS
should also reduce the number of
fusion centers throughout the U.S
in order to better focus resources
within the enterprise.

m  Shift the focus of TSA away
from the screening line.
Protecting the aviation sector
and the American public means
stopping potential terrorists long
before they reach the airport
screening line. To do so requires
not only enhancements to pro-
grams focused on risk-based
security, such as the Secure Flight
Program and TSA PreCheck, but
also investments in low-cost,
high-utility programs, such as the
Federal Flight Deck Officer pro-
gram. Greater effort should also
be made to shift the TSA’s mission
and focus from providing on-the-
ground airport security to making
aviation security policy and regu-
lations. Screening responsibility
should be devolved back to the air-
port level through privatization
under the Security Partnership
Program.

= Ensure that FEMA is pre-
pared to respond to the next
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catastrophic disaster. FEMA is
currently spending far too much
time and resources responding
to routine natural disasters, and
this high operational tempo is
affecting FEMA’s overall pre-
paredness. Reversing this trend
of the over-federalization of
disaster response and ensur-

ing that FEMA is prepared to
respond to the next truly cata-
strophic disaster, requires that
DHS overhaul existing FEMA
processes and procedures under
the Public Assistance Grant pro-
gram; ensure that FEM A become
a 21st-century agency with 21st-
century tools and technology;
build a comprehensive national
integrated planning system with
shared all-hazard response plans;
and better leverage the private
sector and foreign aid.

= Reform the DHS manage-
ment structure. Nearly 10 years
after its establishment, DHS still
lacks an effective central author-
ity. DHS’s seven operation units

remain functionally indepen-
dent from headquarters, and

the Secretary lacks sufficient
practical and budgetary author-
ity. Fostering a more mature and
functional department requires
that these issues be addressed,
and multiple reforms be institut-
ed, in order to put in place a cen-
tralized thoughtful coordination
and management structure.

Getting the Department Right
While key challenges remain
for the Department of Homeland
Security, the answers lie not with a
massive reorganization or the com-
plete dismantling of DHS. Instead,
addressing these challenges requires
both setting the department’s pri-
orities and vision for the next four
years and restoring DHS’s credibil-
ity on Capitol Hill as a functional
and capable department. The sec-
ond iteration of the Quadrennial
Homeland Security Review provides
DHS the opportunity to do just that.
The Secretary must now seize that
opportunity.
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