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Last month, the House Committee on Energy and 
Commerce held a hearing on Chemical Facilities 

Anti-Terrorism Standards (CFATS), a program that 
is overseen by the Department of Homeland Secu-
rity (DHS). In this hearing, DHS representatives 
claimed to have “turned a corner” on the CFATS 
program, putting slow and burdensome proce-
dures behind them and moving forward with timely 
implementation. 

Yet despite this pledge, the fact is that the 
CFATS program remains mired in serious prob-
lems, including incomplete risk assessments, slow 
implementation, and disjointed outreach to the 
private sector. Instead of perpetuating burden-
some and complicated regulations, CFATS should 
be reformed to take a truly risk-based approach to 
chemical security.

Good on Paper, Bad in Reality. CFATS went 
into effect in June 2007 to address threats posed 
by a potential terrorist attack at a chemical facility. 
The program was designed to be risk-based and give 
facilities the flexibility to decide how to best meet 
security standards without inhibiting business and 
innovation. 

To this end, the program established 18 risk-
based performance standards that a chemical facil-
ity must satisfy using whatever methods it chooses, 
subject to review by DHS. However, while CFATS 
was designed well on paper, DHS has had trouble 
implementing what has become an overly burden-
some and inefficient program.

The CFATS process begins with several risk and 
vulnerability assessments that result in DHS issuing 
a tier ranking to a facility depending on the type and 
amount of chemicals it houses and its current level of 
security and vulnerabilities, with Tier 4 indicating the 
lowest level of risk and Tier 1 the highest. Once the final 
tier ranking is issued, covered facilities must submit a 
site-security plan (SSP), which describes the security 
improvements that each facility plans to make. 

For facilities in Tiers 3 and 4, an alternative secu-
rity program (ASP) is allowed, which lets facilities 
take greater advantage of existing security invest-
ments. DHS then authorizes the plan, conducts an 
authorization inspection, and determines whether 
it will approve the SSP or ASP. If DHS approves the 
plan, the facilities must implement it within a cer-
tain deadline, after which DHS will conduct compli-
ance inspections.

DHS has not implemented the program well, how-
ever. Initially, ASPs were allowed in very few cases, 
though industry thought these should have wider 
use than DHS allowed. Risk-assessment tools, tier-
ing policies, and feedback mechanisms were often 
faulty or inconsistent. Inexperienced and unprofes-
sional inspectors as well as other staffing problems 
made the entire implementation process more dif-
ficult. Perhaps most glaring, DHS has still not com-
pleted any compliance inspections.
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Recent Changes Show Improvements, but 
Major Concerns Remain. Following the leak of 
an internal DHS memo in 2011 that highlighted a 
number of issues that posed “a measureable risk to 
the [CFATS] program,” congressional and media 
criticism forced DHS to make significant changes in 
the program. While these changes have resulted in 
some improvements, serious difficulties still exist, 
according to recent Government Accountability 
Office (GAO) testimony before Congress.1

For example, DHS has revised its system for risk 
assessment, allowing for a more accurate tiering of 
facilities, but major problems remain. CFATS tier-
ing is supposed to consider consequences, threats, 
and vulnerabilities, but in each of these areas, DHS 
has not correctly considered these variables when 
assessing risk.

Specifically, the GAO found that DHS does not 
consider economic consequences or security vul-
nerability assessments in its risk-tiering system. 
Additionally, DHS is inconsistent in how it consid-
ers threats. About 90 percent of facilities are in the 
CFATS program because of worries about theft or 
diversion of chemicals. However, DHS does not con-
sider the likelihood of theft or diversion when con-
ducting its risk assessments. Furthermore, for the 
remaining 10 percent of facilities, DHS uses outdat-
ed threat information. The risk-based tiering sys-
tem is central to CFATS, but DHS’s risk assessment 
is highly flawed in all three elements. These critical 
problems call into question the accuracy and effica-
cy of the entire system.

DHS was also heavily criticized in 2011 for failing 
to approve the vast majority of security plans and 
for having yet to conduct a compliance inspection. 
Since then, DHS officials have revised the process for 
reviewing plans and have called their new process a 

“quantum leap” forward. However, according to the 
GAO, DHS “did not capture data that would enable 
them to measure how, if at all, the revised process 
is more efficient (i.e., less time consuming) than the 
former process.” 

Though DHS was able to approve only 18 security 
plans between July 2012 and December 2012, it has 
very optimistically estimated that its new proce-
dures will allow it to approve 30–40 plans per month, 
an increase of over 900 percent. The GAO estimates 
that even if DHS increases its approval speed ten-
fold, it will take another seven to nine years for it to 
approve all chemical facility security plans, which 
currently total around 3,120. 

This estimate does not even consider CFATS’s 
compliance inspections, which DHS has still not 
started, though it estimates that it will begin these 
inspections in September 2013.

CFATS has also struggled to implement its per-
sonnel surety program. As one of the 18 risk-based 
performance standards, the personnel surety pro-
gram is supposed to ensure that each chemical facil-
ity is adequately screening its personnel for ties to 
terrorism. Though DHS is working to finish this 
program, members of the regulated community 
pointed out in their testimony before Congress that 

“DHS does not currently have a workable Personnel 
Surety Program in place, resulting in no security 
plans being completely authorized or approved.”2 

This deficiency leaves chemical facilities with 
incomplete security plans and further calls into 
question the speed with which DHS will be able 
approve these plans.

CFATS Should Be Reformed to Be Less 
Cumbersome. Since the CFATS program came 
under fire in 2011, DHS has revised and improved 
the program, but more remains to be done. Serious 
problems continue to hamper CFATS’s effectiveness. 
In order to improve chemical security in the U.S., 
DHS and Congress should:

■■ Reform risk assessments to capture all rel-
evant information, including consequences, 
threats, and vulnerabilities. DHS has a history 
of being poor at conducting risk assessments, and 
this systemic problem must be resolved. Not cor-
recting this problem will mean that important 
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security decisions are made with inaccurate and 
incomplete information.

■■ Return CFATS to a truly risk-based approach. 
A risk-based approach would allow chemical 
facilities and DHS to prioritize their actions and 
resources to concentrate on threats that pose the 
most serious risks. Instead of regulations that are 
inflexible and impose large costs, a risk-based 
approach would also better respect market prin-
ciples and allow businesses the flexibility to man-
age risks in the most cost-effective manner.

■■ Incentivize the private sector to do more in 
critical infrastructure security. Expanding 
participation in the SAFETY Act program, which 
lowers the liability risks of creating products 
for combating terrorism, is a prime example 
of how DHS can spur innovation in homeland 
security. Additionally, improving public–private 

partnerships on aging critical infrastructure 
would enhance cooperation and address the 
nation’s infrastructure challenges.

Another Corner Should Be Turned on CFATS. 
While DHS claims that it has turned a corner on 
the CFATS program, it is still far from achieving its 
goals. Approval of security plans (though faster than 
before) remains painfully slow, risk assessments are 
still incomplete, and the industry feedback process 
remains disjointed. The current approach is flawed 
and must be fixed by making CFATS a truly risk-
based and cost-effective program.
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