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Washington Must Respond to North Korean
Cyber Bullying and Threats of Terror

David Inserra and Bruce Klingner

ver the past week, the hack of Sony Pictures

has gone from an embarrassing cybersecu-
rity incident to successful international terrorism
and extortion by North Korea. Several yet-to-be-
released films were stolen from Sony Pictures and
circulated on the Internet. The hackers, who call
themselves the “Guardians of Peace,” released pri-
vate e-mails and the health records and salaries of
Sony employees to pressure Sony not to release the
movie The Interview, a comedy about a fictional plot
to assassinate North Korean leader Kim Jong-un. To
up the ante, the hackers also threatened a 9/11-type
attack on theaters showing the film.!

Sony and theater chains quickly withdrew the
film for financial and liability reasons. Cancelling the
film’s release will cost Sony an estimated $100 mil-
lioninlostrevenue.? The cancellation of The Interview,
along with the cancellation of another planned satiric
film on North Korea,® comes amidst the FBI’s deter-
mination that the North Korean government was
responsible for the hack.* Although the attack is on a
private company, there are steps that the U.S. govern-
ment should take in response to this cyber attack by
North Korea. The U.S. must signal to the world that
dictators and terrorist groups cannot squelch free
speech via extortion or a threat of violence.

This paper, in its entirety, can be found at
http://report.heritage.org/ib4325
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North Korea Cyber Capabilities

Contrary to the perception that North Korea is
a technically backward nation, the regime has an
active cyber warfare capability. The Reconnais-
sance General Bureau has 3,000 “cyber-warriors”
dedicated to attacking Pyongyang’s enemies.” Seoul
concluded that North Korea was behind cyber
attacks against South Korean government agen-
cies, businesses, banks, and media organizations in
2009, 2011, 2012, and 2013. A South Korean cyber
expert assessed that North Korea’s electronic war-
fare capabilities were surpassed only by the United
States and Russia.®

Telegraphing Weakness and Defeat

While North Korea is a serious threat to peace
and U.S. interests, this incident requires policy-
makers to think beyond the Hermit Kingdom. Such
an act of extortion will likely inspire other enemies
and challengers of the U.S. around the world. ISIS,
al-Qaeda, Iran, Russia, China, and others now know
they can force acompany operating in the U.S. to fold
by threatening terrorism. If the U.S. government
does not respond, the U.S. will send the message to
bad actors around the globe that U.S. citizens and
companies can be coerced with impunity. President
Obama denounced the attack in his press conference
and said that the U.S. will “respond proportionally”
in a way and time of the U.S.’s choosing.” While this
is a good first step, words and symbolic gestures are
not enough. In light of other foreign policy retreats
and mistakes, such as the recent announcement of
normalization of relations with Cuba in return for
nothing or the New Strategic Arms Reduction Trea-
ty that was supposed to appease Russia, bad actors
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around the world are getting a clear message that the
U.S. can be easily duped or coerced.? A similar mis-
take should not be made in this case.

North Korea’s role in this cyber attack and its
threats against Sony violate multiple laws. Before
a criminal indictment can be sought by the Justice
Department, though, the government will have to
gather all the relevant and material facts. Those
facts are not yet available, at least not to the public.
Once the government finds out the facts, then they
can, and should, find out what statutes the hackers
violated and indict the individuals for participating
in this egregious terrorist act. Indictments alone,
however, are not the solution.

Deterring Aggression

The U.S. government should take action to bet-
ter defend U.S. cyberspace, punish North Korea, and
deter further aggression by other malicious nations.
Congress and the Administration should:

1. Direct the Director of National Intelligence
to prepare classified and unclassified Nation-
al Intelligence Estimates on North Korea’s
cyber capabilities and past attacks.

2. Enable cybersecurity information sharing.
The U.S. government cannot protect every com-
puter from all attacks. Instead, the U.S. should
harness the power of the private sector through
information sharing. While no guarantee against
hacking, information sharing is an easy way to
boost security of the private sector and the gov-
ernment by making all who participate more
informed and better prepared to avoid and
respond to cyber attacks.’

3. Return North Korea to the state sponsors
of terrorism list. The Bush Administration
had removed Pyongyang from the list in 2008 as
part of the Six-Party Talks nuclear negotiations.
Given the threat of violence against companies
and individuals in the U.S., North Korea should
be returned to the state sponsors of terrorism list.

4. Fully implement existing U.S. laws against
North Korea’s illicit activities. Contrary to
media depictions of North Korea as the most
heavily sanctioned country in the world, the U.S.
has imposed stronger punitive measures against
the Balkans, Burma, Cuba, Iran, and Zimbabwe.
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Washington should impose the same measures on
Pyongyang as it has already done for other coun-
tries for far less egregious violations of U.S. law.'°

5. Congress should assess additional measures
against North Korea, including those contained
in the House of Representatives-approved North
Korea Sanctions Enforcement Act."

o

Review existing legislation and executive
orders on cyber crime. Assess whether a new
executive order should be created for cyber
attacks similar to those existing for terrorism and
proliferation of WMD.'

7. Set clear guidelines for cyber self-defense.
Current law, most notably the Computer Fraud
and Abuse Act, makes it illegal for U.S. compa-
nies and individuals to engage in any acts of self-
defense.”® While it is not in the U.S’s interests
to make cyberspace a free-fire zone, allowing
approved private-sector organizations to engage
in clearly defined, non-malicious forms of track-
ing and tracing cyber aggressors is the bare mini-
mum that Congress should allow companies to
do to better protect themselves and assist in the
identification of hackers."*

8. Respond with covert cyber attacks against
North Korean government targets. The seri-
ous threat of violence against the U.S. and the

message U.S. non-action sends to other actors
must be confronted. With firm proof of North
Korea’s responsibility in hand and announced to
the world, covert cyber attacks against the North
Korean targets would maintain U.S. deniability
while also ensuring that North Korea and other
actors understand that terrorism against the U.S.
will be punished, deterring future extortion.

Standing for American Values
and Interests

North Korea poses a growing national security
threat to the United States and its allies. Pyong-
yang continues to augment and refine its nuclear
and missile arsenals. In recent years, the regime
has conducted cyber attacks against government
and private targets. Without a firm response from
the U.S. to North Korea’s hack of Sony and subse-
quent threat of terrorism, such attacks and threats
against the U.S. and her interests will only grow
more common.
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