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Abstract

Bitcoin is the most prominent privately issued digital currency today. It
is neither issued by a government nor backed by a physical commodity.
Bitcoin’s underlying technology also serves as the basis of an electronic

payments network. Bitcoin is the first technology that allows people

to reliably exchange funds on the Internet without relying on a third
party, such as a bank or PayPal. A key aspect of the technology is the

blockchain, a publicly available database that records every bitcoin

transaction. Bitcoins are created by “miners,” who expend resources to

create new bitcoins, analogous to the physical process of mining gold.
Unlike gold mining, the number of bitcoins to be produced is deter-
mined by a fixed schedule. Bitcoin is now accepted as payment by well-
known companies, such as Dell, Papa John’s, and Overstock.com, but
it remains a very small part of global commerce. It is a technological

innovation with the potential to benefit millions of people. Policymak-
ers should prevent burdensome regulations that single out Bitcoin’s

development or drive it offshore.

Bitcoin is an electronic currency that is neither issued by a gov-
ernment nor backed by a physical commodity. Bitcoin’s under-
lying technology allows users to transfer funds in an electronic
payments network. Ultimately, the technology could have effects
far beyond purchases of goods by, for example, improving pro-
cesses that rely on time-stamped electronic records, such as digi-
tal passports or even stock trades. A key aspect of this technology
is the blockchain, a publicly available database that records every
bitcoin transaction, and many digital currencies now use some
version of it.
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KEY POINTS

m Bitcoin is the most prominent
privately issued digital currency.
Itis neither issued by a govern-
ment nor backed by a physical
commodity, and its underlying
technology serves as the basis of
an electronic payments network.

m A key aspect of Bitcoin is the
blockchain, a publicly available
database that records every bit-
coin transaction. The blockchain
is maintained by a decentralized
computer network rather than by
a central authority.

m Regulations for cryptocurren-
cies, like all currencies, should
focus on general rules concern-
ing contracts, disclosure, and
fraud. As with U.S. dollars, the
use of bitcoins by criminals does
not imply that Congress should
outlaw Bitcoin.

m As with any privately produced
good, inferior forms of money
should not be expected to
replace an economy's preferred
medium of exchange. Monetary
policy is likely to be worse when
shielded from competition, and
better when competing against
alternative monies.
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The blockchain is maintained by a decentralized
computer network rather than by a central authority.
A bitcoin transaction is not final until it is included
in the blockchain, and no bitcoins exist outside the
blockchain. This complete record is distinct from
government-issued fiat currency transactions, for
which there are no such records.! Bitcoin’s process
of authenticating each new transaction that is added
to the blockchain, commonly referred to as mining,
also creates new bitcoins. Every four years, the num-
ber of bitcoins produced is halved, until as many as
21 million bitcoins have been created. After those bit-
coins have been created, which is expected to occur
about 2041, mining will only authenticate transac-
tions. The first bitcoin was created in 2009, and there
were approximately 14.1 million bitcoins as of May
2014, as computed at the website bitcoincharts.com.

Bitcoin is still in the early stages of development,
but bitcoins are already accepted as payment for
goods and services by well-known companies, such as
Dell, Papa John’s, and Overstock.com, as well as many
other vendors. Bitcoin transactions are still a small
part of the global economy, and it is difficult to imag-
ine Bitcoinreplacing an established national currency,
such as the U.S. dollar, as long as the Federal Reserve
acts as a moderately good steward of the national cur-
rency. Nonetheless, the privately produced crypto-
currency Bitcoin is one example of a market innova-
tion that allows people to choose their own mediums
of exchange. Congress should prevent barriers that
single out Bitcoin development and impede people
from using their preferred medium of exchange.

What Is Bitcoin?

Bitcoinisaprivatelyissued electronicirredeemable
currency. Bitcoin is not issued by any government nor
backed by any physical commodity. Bitcoin’s under-
lying technology makes it possible to use bitcoins on
an electronic payments network. One key part of this

technology is the blockchain, and many digital curren-
cies now use some version of it. The concepts discussed
in this Backgrounder apply equally to Bitcoin and any
similar digital currency based on a blockchain.

Bitcoins are digital and might be thought of as
bits that represent money, but they are very differ-
ent from, for example, a digital Microsoft Word file.
Word bits represent a document that can be altered,
copied, and sent to any number of people. Anyone
who attaches a Word file to an e-mail can still send
the original Word file to someone else or use it other-
wise. Once a bitcoin is transferred to another person,
the original owner can no longer send it to anyone
else or use it for any purpose. One of the key reasons
why Bitcoin became the first successful privately
issued digital currency is precisely because indi-
vidual bitcoins cannot be copied and re-used even
though no central authority is running it.

If users could re-spend the same bitcoins—that
is, “double spend” them—bitcoins would be use-
less as money. An infinite number of bitcoins could
be created at virtually no cost and the value of bit-
coins would be zero. Bitcoin’s underlying technology
avoids this problem by using a decentralized peer-
to-peer computer network rather than a centralized
authority to verify transactions. This decentralized
network effectively maintains a database ledger that
authenticates all bitcoin transactions.

The ledger is referred to as the blockchain, and all
bitcoin transactions are checked against the block-
chain to ensure that there is no double spending.
This authentication process on the network allows
people to make direct digital currency transactions
with each other without relying on a third-party
intermediary, such as a bank or PayPal. The authen-
tication process is referred to as mining, and it also
creates new bitcoins at a pre-determined rate.? Peo-
ple who make their computer resources available
for authenticating the blockchain, referred to as bit-

1. This fact refers only to cash transactions. Electronic means of purchasing have been on the rise for years, leading many to predict the demise
of cash as a method of payment. A recent Federal Reserve study notes, however, that “consumers choose to use cash more frequently than
any other payment instrument, including debit or credit cards.” The study also notes: “Cash plays a dominant role for small-value transactions,
is the leading payment instrument for many types of purchases, and stands as the key alternative when other options are not available. In
certain cases, including that of mostly lower-income consumers who lack access to alternative payment options or find them too costly
or difficult to obtain, cash is also used for relatively larger-value transactions.” See Barbara Bennett, Douglas Conover, Shaun O'Brien, and
Ross Advincula, “Cash Continues to Play a Key Role in Consumer Spending: Evidence from the Diary of Consumer Payment Choice,” Federal
Reserve Bank of San Francisco, April 2014, http://www.frbsf.org/cash/files/FedNotes_Evidence_from_DCPC.pdf (accessed August 4, 2015).

2. For more information on this process, see Gerald P. Dwyer, “The Economics of Bitcoin and Similar Private Digital Currencies,” Journal of
Financial Stability, Vol. 17, No. 1 (2015), pp. 81-91. The authors of this Backgrounder do not discuss mining pools because they are tangential to

the policy issues discussed here.




BACKGROUNDER | NO. 3047
SEPTEMBER 16, 2015

Who Started Bitcoin?

In 1998, a member of an electronic mailing list proposed the concept of an anonymous digital
currency that could be transferred without a third-party intermediary.” Bitcoin was later conceived
by a person or persons using the pseudonym Satoshi Nakamoto.” In a paper made available to a user
group on the Internet in 2008, Satoshi Nakamoto outlined a digital currency based on peer-to-peer
authentication with rules to determine the amount produced and the conditions for producing that
quantity. In conjunction with others, this proposal was modified somewhat and eventually Bitcoin came
into existence. All ownership rights of the Bitcoin technology are attenuated by the use of open-source
software and an open protocol. It is not encumbered by patents. With open-source software and an
open protocol, anyone has the right to take Bitcoin’s core source code and start his own cryptocurrency
ifhe or holders of bitcoins are dissatisfied with aspects of Bitcoin. Thus, no individual or company owns
the technology underlying the Bitcoin network.

Nikolei M. Kaplanov, “Nerdy Money: Bitcoin, The Private Digital Currency, and the Case Against Its Regulation,” Temple Law Review,
March 31, 2012, http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2115203 (accessed April 24, 2015).

Paul Vigna and Michael J. Casey, The Age of Cryptocurrency (New York: St. Martin's Press, 2015), provide a nice history of Bitcoin's
development and the personalities involved. Pedro Franco, Understanding Bitcoin (Chichester, U.K.: John Wiley & Sons, Ltd., 2015),
ch. 10, provides a readable technological history of Bitcoin's antecedents. Craig K. Elwell, M. Maureen Murphy, and Michael V.
Seitzinger, "Bitcoin: Questions, Answers, and Analysis of Legal Issues,” Congressional Research Service Report No. 7-5700,
December 20, 2013, and others have discussions similar to that in this Backgrounder.
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coin miners, are rewarded with some combination
of new bitcoins and transaction fees.® Transactions
are verified by miners working to solve a computer
resource-intensive computational problem built
into the underlying Bitcoin protocol.*

This mining process is designed to produce fewer
bitcoins as time goes on, and no more than 21 mil-
lion bitcoins will be created. This maximum num-
ber is expected to be reached by approximately 2041.
It is easy to verify the exact number of bitcoins in
existence at any moment, which ensures that the
production of bitcoins follows this schedule. The

use of resources to create new bitcoins mimics the
extraction of a precious metal from the earth, which
accounts for the use of the term “mining.”® After
the maximum number of bitcoins has been created,
transaction fees higher than current fees will com-
pensate miners, who are not employed by Bitcoin,
for the resources used to authenticate transactions.®

How to Use Bitcoins

People can download Bitcoin client software if
they want to use bitcoins. This program, called a
“wallet,” connects a user (by Internet) to the decen-

3. Bitcoins are divisible into fractions as small as one hundred millionth. This fraction is called a satoshi, named after Satoshi Nakamoto, the
originator(s) of Bitcoin. It is possible to send a transaction as small as 5,430 satoshis.

4.  For atechnical discussion of the mathematical issues involved, see Eric Rykwalder, “The Math Behind Bitcoin,” CoinDesk.com,
October 19, 2014, http://www.coindesk.com/math-behind-bitcoin/ (accessed August 3, 2015).

5. This use of resources to create bitcoins is not an inevitable aspect of such currencies, but it is an important part of the mechanism for
distributing bitcoins, which reduces transaction fees while bitcoins are being created.

6. Transaction fees then will be the sole incentive for miners to mine and add transactions. As of May 2015, transaction fees are about 15
bitcoins per day, which can be compared with 25 new bitcoins received every 10 minutes. See Blockchain, “Charts,”
https://blockchain.info/charts/transaction-fees (accessed May 20, 2015). The main purpose of a transaction fee now is to increase
the probability that a transaction will be included in the next block. Users sending bitcoins are generally required to pay a very small

transaction fee—0.0001 bitcoins—to prevent a denial-of-service attack. See Andreas M. Antonopoulos, Mastering Bitcoin: Unlocking Digital
Cryptocurrencies (Sebastopol, CA: O'Reilly Media, Inc., 2014), pp. 118-120. More can be paid, and typically is. Miners are not required to
include any particular unverified transaction in a new block and there is a limit to the size of each block. If a user includes no transaction fee
today, miners have no incentive to include that particular transaction in the next block, and it can take a day or so for the transaction to be
included in the blockchain. If a transaction is larger in terms of bytes, a larger transaction fee is paid.
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tralized network of all Bitcoin users. The software
also generates unique, mathematically linked keys,
one public and one private. A user needs both the
public and private keys to transfer bitcoins.” Once
armed with these keys, anyone can obtain bitcoins
by either accepting them as payment for a good or
service, buying them from another person, or pur-
chasing them on a bitcoin exchange. These public
and private keys play an important part in finaliz-
ing transactions using cryptographic processes, and
ensure that the transactions are valid. Because of
this connection with cryptography, Bitcoin and sim-
ilar currencies are often called “cryptocurrencies.”

While not a necessary aspect of using or acquir-
ing bitcoins, bitcoins can be purchased on exchang-
es. These bitcoin exchanges are similar in some ways
to stock exchanges, with people purchasing bit-
coins instead of stocks.® Similar to stocks on stock
exchanges, people who own bitcoins can sell them on
an exchange for a preferred currency, such as dollars,
other fiat monies, or other digital currencies. When
they want bitcoins from the exchange, they can order
the exchange to transfer the bitcoins to their wallet.

The wallet allows users to send and receive bit-
coins, as well as to keep track of their transactions.
Despite its name, the wallet does not store bitcoins.
Instead, the wallet is more similar to a spreadsheet
program that keeps track of a balance.’ All evidence
of bitcoin ownership is solely in the blockchain.*®

The Blockchain

The blockchain is a publicly available database
that records every bitcoin transaction. Every bitcoin
is associated with an address. This address is derived

from a public key in a public-key/private-key pairing.
The blockchain records every trade of bitcoins from
one address to another. A bitcoin transaction is not
final until it is included in the blockchain, and no bit-
coins exist independently of the blockchain. Each bit-
coin is associated with a public key, and each bitcoin
user has a private key, known only to the user associ-
ated with a specific public key.

The blockchain is a publicly
available database that records
every bitcoin transaction.

Bitcoin’s decentralized network creates transac-
tions using public and private keys. When someone
decides to send bitcoins to someone else, the user
effectively creates an electronic message that can only
be authenticated with the correct keys. For example,
when Katie wants to transfer bitcoins to Hugh, she
creates a message including her address from which
she wants to transfer funds, and Hugh’s address as
the recipient. She signs the transaction with her pri-
vate key; her public key can be used to verify that she
signed it. She broadcasts this transaction to other
nodes on the network. Miners then can verify that this
address has the necessary funds and that the transac-
tion is valid. The transaction can then be included in
one “block” in the blockchain. Once the transaction is
included in the blockchain, Katie can no longer spend
those bitcoins associated with that address, and it is
Hugh who can now spend them. Bitcoin’s protocol
ensures that the blockchain is accurate."

7. ltisthought to be impossible with the fastest computers in existence today to find someone's private key based on his public key, given the

current size of keys.

8.  Bitcoin exchanges allow people to place orders directly and do not require a broker, which is quite different from stock exchanges in the United

States.

9.  Bitcoin users can choose between wallets stored on the hard drive of a PC, a web-based service, or even an offline vault service. Using an
online wallet, a bitcoin holder enters a recipient’s address, the payment amount, and clicks send; the recipient receives the transfer directly,
without any intermediary, and without a credit-card-type merchant account.

10. Bitcoins do not exist anywhere at any time, not even as bits. The wallet merely contains a record of transactions and the public and
private keys, and the blockchain only contains a record of transactions and ownership by addresses. Thus, miners' “creation of bitcoins” is
metaphorical. A miner who produces a new block on the blockchain has bitcoin ownership transferred to an address controlled by that miner.
More bitcoins have been created in the sense that the miner now has control of more bitcoins and total balances of bitcoins are higher. There
is no physical thing to which the miner can point to as his bitcoins, any more than for any other user.

1. Each block refers to the previous block, thereby creating a chain so that older transactions cannot be altered. A new block in Bitcoin is
created every 10 minutes on average, and the risk of double-spending in fast transactions cannot be fully eliminated. Ghassan O. Karame, Elli
Androulaki, and Srdjan Capkun, “Double-Spending Fast Payments in Bitcoin,” Proceedings of the 2012 ACM Conference on Computer and

Communications Security, 2012, pp. 906-917.
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If a Bitcoin user loses his private key, he perma-
nently loses his bitcoins. If a thief obtains Katie’s
private key, the thief can transfer the bitcoins to
his own address; there is no mechanism to trans-
fer the bitcoins back. Katie would lose her bitcoins
just as she would lose her paper currency if a thief
steals her physical wallet. Losing a private key is, in
this way, very similar to losing physical currency.'
On the other hand, all bitcoin transactions can be
traced by address. In other words, Katie, and anyone
else, can easily discover the address to which her bit-
coins were transferred. If the address can be associ-
ated with a particular person in the physical world,
the thief can be identified. Moreover, all of the thief’s
transactions using that address can be determined."

Open-Source Software and Bitcoin. Bitcoin
and the blockchain were developed by programmers
and released under open-source licenses.”* Thus,
while the original owners retain a copyright on Bit-
coin, there are conditional, free licenses available to
the public, and the source code is open-access. Still,
none of the software includes patented elements, and
no attempt was made to patent the blockchain. With-
out paying anyone else anything, anyone can access
and edit the Bitcoin network. Anyone can also simply
copy the code and change it or use it for other purpos-
es—even for starting another cryptocurrency. How-
ever, these volunteers must include a copy of the open-
source license going forward, a limitation that might
fail to encourage as much innovation as a traditional

licensing scheme because it lacks the same profit
motive. Nonetheless, it would be incorrect to say that
no one leads development of software for bitcoin.

Initially, Satoshi Nakamoto led the development
of Bitcoin in the late 1990s—it was his proposal—and
subsequently he suggested that Gavin Andresen lead
development. This development occurs with other core
developers and the assistance of anyone who wants to
contribute. None of these people, though, owns the
source code (the programs). Anyone who does not like
a decision made by Andresen and the core developers
can take the code and start his own cryptocurrency,
but if most people agree with the developers’ deci-
sion, there is little incentive to take such action. Some
argue that this arrangement gives the core developers
(or cliques within that group) de facto control of the
Bitcoin network, even if only because people are pre-
disposed to accept developers’ suggestions.

The developers have made few major sugges-
tions to test this theory, but two recent suggestions
are illustrative: One recommendation was wide-
ly accepted, while the other has not been met with
acceptance even among core developers. In 2013,
core developers suggested that a software glitch
should be fixed by reverting to an earlier version
of the software. This solution was widely accepted
even though it required anyone using Bitcoin 0.8 to
switch back to version 0.7, and to resubmit trades
conducted under version 0.8 so that they could be
added to the blockchain based on version 0.7.

12. The U.S. government, for example, recently seized millions of dollars in bitcoins from Ross Ulbricht when it convicted Ulbricht on seven drug

and conspiracy counts regarding the online marketplace Silk Road. The government seized Ulbricht's bitcoins by obtaining his private key. See
Krishnadev Calumur, “Ross Ulbricht, Accused of Operating Silk Road, Is Convicted of Drug Charges,” NPR, February 4, 2015,
http://www.npr.org/sections/thetwo-way/2015,/02/04,/383870485/ross-ulbricht-accused-of-operating-silk-road-is-convicted-on-drug-

charges (accessed August 4, 2015).

—
w

Tracking the address to which stolen bitcoins are transferred is easy but it is not so easy to associate that address with a person. There may

be a record somewhere that associates the person with the address, and the record must be found by the inquirer. Additionally, the trail

of transactions can be obscured by trades of bitcoins designed to obscure that trail. See Fergal Reid and Martin Harrigan, "An Analysis of
Anonymity in the Bitcoin System,” in Security and Privacy in Social Networks, ed. by Y. Altshuler et al., 2013; and Dorit Ron and Adi Shamir,
“Quantitative Analysis of the Full Bitcoin Transaction Graph,” in Lecture Notes in Computer Science, ed. by Ahmad-Reza Sadeghi, 2013, Vol. 7859,
pp. 6-24; and Sarah Meiklejohn et al., “A Fistful of Bitcoins: Characterizing Payments Among Men with No Names,” Proceedings of the 2013

Conference on Internet Measurement, 2013, pp. 127-140.

14. Specifically, they chose the MIT license. See Open Source Initiative, “The MIT License (MIT),” http://opensource.org/licenses/MIT

(accessed August 18, 2015).

15.  This issue caused what is referred to as a “hard fork in the blockchain,” whereby two blockchains exist until the problem is resolved. The
suggested resolution left one chain largely abandoned, and the other chain was accepted as the correct chain. The bulk of the network
returned to normal in approximately six hours, but this is the sort of problem that cryptocurrencies have to overcome if they are to be widely
accepted. See Timothy B. Lee, “Major Glitch in Bitcoin Network Sparks Sell-Off; Price Temporarily Falls 23%," ArsTechnica, March 12, 2013,
http://arstechnica.com/business/2013/03/major-glitch-in-bitcoin-network-sparks-sell-off-price-temporarily-falls-23/

(accessed August 18, 2015), and Vitalik Buterin, “Bitcoin Network Shaken by Blockchain Fork,” Bitcoin Magazine, March 12, 2013,
https://bitcoinmagazine.com/3668/bitcoin-network-shaken-by-blockchain-fork/ (accessed August 4, 2015).
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More recently, Gavin Andresen proposed increas-
ing the maximum block size from 1 MB to 20 MB, a
suggestion that has sparked much debate among the
core developers. While this issue is rather technical,
it is one that needs to be resolved if the network is
to facilitate increased traffic as Bitcoin use grows.
Many developers disagree with Andresen because
they feel that increasing the block size too much—or
even too fast—could harm network decentralization
and security. To date, no group of developers’ view
has taken hold, and the debate highlights that major
changes to the network are not simply decreed by
the core developers.® The debate also highlights
the fact that any major aspect of the Bitcoin code
could be changed in the future, a feature that has
to be accepted if such currencies are to become
more widespread.

One reason for the success of Bitcoin is that it is

“open source,” a feature that permits development
to occur and for improvements suggested by many
different programmers to appear in the sole source
code.” While it is entirely possible to write copy-
righted software for Bitcoin that incorporates none
of the open-source software created so far, doing so
could be counterproductive because core develop-
ers generally would be unaware of what that code

contains, and might inadvertently make changes
that conflict with the copyrighted code.'”® More fun-
damentally, a major advantage of open-source code
is the possible innovation that results from the col-
laboration of many people on the code, an advan-
tage that could be lost by creating copyrighted
software.'

Current Status of Bitcoin and the Blockchain.
Bitcoin is not included in any measure of money
today because it is not a generally accepted medi-
um of exchange or a close substitute.? It is possible,
though, that Bitcoin eventually will be widely accept-
ed and included in standard measures of money. It is
difficult to get precise data on the use of bitcoin in
exchanges for goods and services, but many large
companies such as Microsoft, Dell, DISH Network,
and Overstock.com now accept bitcoins.?! Further-
more, bitcoins can be used indirectly for retail pur-
chases via gift cards at countless major retailers.

There were about 14.1 million bitcoins on May 9,
2014, as computed at the website bitcoincharts.com.
At aprice of $241 per bitcoin, this quantity indicates
an approximate value of $3.4 billion. This amount,
while certainly nontrivial, is much smaller than
the value of U.S. dollars as measured by the Federal
Reserve’s M2 aggregate,?? which was $11.8 trillion at

16. Paul Vigna, "BitBeat: Bitcoin's Block-Size Debate Gets Stress Tested,” The Wall Street Journal, MoneyBeat, June 23, 2015,
http://blogs.wsj.com/moneybeat/2015/06/23/bitbeat-bitcoins-block-size-debate-gets-stress-tested/ (accessed August 18, 2015), and
Andrea Castillo, “Bitcoin’s Long-Term Viability Threatened by Block Size Limits,” Reason, June 9, 2015,
http://reason.com/archives/2015/06,/09/bitcoin-block-size-limit-debate (accessed August 4, 2015).

17. Under the typical open source license, the original creators retain a copyright, and they freely license its use to others. The MIT license on
which Bitcoin is based mandates that licensees provide their own product with the MIT license, free of charge. It seems likely that there are at
least some innovators who would code for Bitcoin if they could profit from such work, but who decline to participate due to the MIT license.

This scenario is one possible limitation of the open-source regime.

18. To enforce the copyright, should it be desirable, it would probably be necessary for the new program to be written only by programmers who

likely never have seen the open-source code.

19. Gerald P. Dwyer, “The Economics of Open Source and Free Software,” preliminary draft, May 1999,
http://www.jerrydwyer.com/pdf/opensource.pdf (accessed May 22, 2015).

20. "There are several standard measures of the money supply, including the monetary base, M1, and M2. The monetary base is defined as the
sum of currency in circulation and reserve balances (deposits held by banks and other depository institutions in their accounts at the Federal
Reserve). M1is defined as the sum of currency held by the public and transaction deposits at depository institutions.... M2 is defined as M1
plus savings deposits, small-denomination time deposits (those issued in amounts of less than $100,000), and retail money market mutual
fund shares.” Board of Governors of the Federal Reserve System, “Current FAQs; What Is the Money Supply? Is it Important?” January 24, 2014,
http://www.federalreserve.gov/fags/money_12845.htm (accessed June 23, 2015).

21. Some websites provide lists of merchants that accept bitcoins, such as SpendBitcoins, http://spendbitcoins.com/ (accessed June 25, 2015),
and Jonas Chokun, “Who Accepts Bitcoins as Payment: List of Companies, Stores, Shops,” BitcoinValues.net, 2014,
http://www.bitcoinvalues.net/who-accepts-bitcoins-payment-companies-stores-take-bitcoins.html (accessed May 22, 2015), but the
accuracy of such lists on any given date is difficult to determine. One estimate is that 88,000 merchants accepted bitcoins in March 2015
with annual revenue of 180 billion bitcoins. See CoinDesk, “State of Bitcoin Q12015,"
http://www.coindesk.com/research/state-of-bitcoin-q1-2015/ (accessed May 23, 2015).

22. Ibid., and Board of Governors of the Federal Reserve System, “Current FAQs; What Is the Money Supply? Is it Important?”
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of the end of April 2015. Another way of looking at
the aggregate value of bitcoins is to compare their
value to the value of reserves in the banking system.

This comparison is suggested by the possibility
that bitcoins will be useful in finalizing transactions
between other monies. Before the 2008 financial cri-
sis, reserves in the U.S. banking system (primarily
clearing balances maintained by banks) were $8.75
billion. The value of bitcoins in March 2014, there-
fore, represents approximately 39 percent of the
value of reserves held by U.S. banks before the cri-
sis. Given the newness of Bitcoin’s technology, this
figure seems quite large if the only role of bitcoins is
to finalize transactions in dollars. However, bitcoins
are not useful only in the United States, and an often
repeated and recently explored use for bitcoins is in
international remittances and transfers.

Bitcoin provides a potentially large advantage to
individuals who transfer funds internationally, par-
ticularly by offering lower transaction costs for secure
transactions.?® Bitcoin has proven especially ben-
eficial for foreign workers who send money to family
and friends in their home country, transfers of funds
known as remittances. According to the World Bank,
total annual remittances are $430 billion globally, an
amount three times greater than the aggregate glob-
al aid budget.?* People in underdeveloped countries
depend heavily on these funds. In some developing
countries, for instance, Haiti, remittances are one-
fifth or more the size of gross domestic product.*

Historically, remittance transfers have been
expensive compared to domestic transfers, with a
global average transaction cost estimated at 8 per-

cent of the transfer amount.?® Bitcoin can dramati-
cally lower the cost and time to complete these
transfers, and it allows—for the first time—people
and businesses with no formal banking relation-
ships to transfer funds easily. Traditionally, people
have used wire service companies, such as Western
Union, to send remittances. With bitcoins, migrant
workers can transfer their local funds into bitcoins,
convert bitcoins into their home currency, and deliv-
er money to their family members by one of many
less-expensive domestic transfer options.?”

Future Uses for Bitcoin and the Blockchain.
The blockchain is the major innovation in cryptocur-
rencies and has many possible future uses indepen-
dent of any cryptocurrency. Some refer to the future
evolution of this technology as Bitcoin 2.0, with alook
forward to Bitcoin 3.0, analogous to the development
of the World Wide Web and numbering systems used
for it.2® The more obvious possible uses center on the
verification that information or a contract exists.
For instance, the blockchain could help implement
digital passports, copyright registration, or nota-
rized records. It could also be used instead of escrow
accounts inreal estate transactions. One technology
expert recently noted:

The engine that powers Bitcoin [the blockchain]
can be used for a whole array of other applica-
tions.... Suppose you replaced the Internet’s
centralized Domain Name System [DNS] with
a blockchain for Internet names (like Name-
coin) such that every DNS request included some
proof-of-work effort.... Or you built a new block-

23. Although bitcoin transfers can be used to avoid traditional money-laundering protocols, Bitcoin service providers that transfer funds into local
currency must follow the same rules and regulations as traditional money transmission firms.

24. Mark Anderson, “Global Remittance Industry Choking Billions Out of Developing World,” The Guardian, August 18, 2014,
http://www.theguardian.com/global-development,/2014/aug/18/global-remittance-industry-choking-billions-developing-world

(accessed April 28, 2015).

25. Haiti Economy Profile 2014, http://www.indexmundi.com/haiti/economy_profile.html| (accessed August 3, 2015). See also Gabi G. Afram,
“The Remittance Market in India: Opportunities, Challenges, and Policy Options,” World Bank, 2012,
https://openknowledge.worldbank.org/bitstream/handle/10986,/2228,/9780821389720.pdf?sequence=4 (accessed April 28, 2015).

26. Of course, many countries have transaction costs that exceed the average, with South Africa being the most costly of all G20 countries at
just under 20 percent. See The World Bank, Remittance Prices Worldwide: An Analysis of Trends in the Average Total Cost of Migrant Remittance
Services, No. 10, June 2014, https://remittanceprices.worldbank.org/sites/default/files/rpw_report_june_2014.pdf (accessed April 28, 2015).

27. The start-up companies that provide these bitcoin transfers typically accept all of the volatility risk in Bitcoin, and the niche they serve is
sometimes referred to as the “last mile” in the remittance process. See Tom Simonite, “Bitcoin Hits the Big Time, to the Regret of Some Early

Boosters,” MIT Technology Review, May 22, 2013,

http://www.technologyreview.com/news/515061/bitcoin-hits-the-big-time-to-the-regret-of-some-early-boosters/ (accessed April 28, 2015).

28. Melanie Swan, Blockchain: Blueprint for a New Economy (Sebastopol, CA: O'Reilly Media Inc., 2015), provides a readable summary of

possibilities.
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chain for crowdfunding. Or you replaced a cen-
tralized system which absolutely does need to be
scrapped—that horrific barrel of worms known
as TLS/SSL Certificate Authorities—with a
blockchain-based solution powered at the brows-
er level. Or you built a new distributed email ser-
vice, with a blockchain for email addresses, and
every time you checked your email you contrib-
uted to the network.*

Even leaving aside Bitcoin 2.0 or 3.0, there are
other currencies based on blockchains. There is
nothing to prevent these other cryptocurrencies
from arising, and many have, such as Peercoin, Lite-
coin, and Freicoin.?® For example, someone might
start an alternative cryptocurrency because he does
not like Bitcoin’s rule for increasing supply over time,
with an eventual upper limit of 21 million bitcoins. If
Bitcoin is successful, a bitcoin’s value will increase
as the economy grows after 21 million have been cre-
ated. This increase in a bitcoin’s value is deflation
in terms of prices of goods and services in bitcoins,
which some regard as a bad thing.*

Bitcoin’s rule for an eventually constant stock
of coins is not a necessary part of a currency based
on a blockchain. Cryptocurrencies can have alter-
native rules, such as a constant growth rate similar
to Milton Friedman’s proposed rule for the money
supply in the United States.?? For example, Peer-

coin®® has an eventual growth rate of 1 percent, and

Freicoin®* has an annual fee of approximately 5 per-
cent for holding freicoins. The Freicoin fee is simi-
lar in its effects to 5 percent inflation as far as hold-
ers of the currency are concerned. Virtually any
rule for determining the quantity of a cryptocur-
rency is possible.® The major requirement is that
adherence to the rule be exactly verifiable at vir-
tually zero cost by anyone interested in using the

cryptocurrency.®® This requirement is important

because it prevents creation of cryptocurrency in

excess of the scheduled amount.

Some have suggested creating state-dependent
rules for cryptocurrencies, in which the quantity of
the currency increases more or less depending on the
behavior of the economy. Leaving aside the problem
of which economy is referred to—the U.S. economy,
the world economy, or some other entity’s—a major
issue with any such rule is whether it would be verifi-
able. Some have suggested that a successful currency
has to include countercyclical responses to be suc-
cessful. Others have made more limited suggestions.
For example, George Selgin, monetary and financial
expertat the Cato Institute, recently suggested using
the blockchain protocol to adjust mining rewards
based on a feedback rule. The general idea is to pro-
duce a stable growth rate for the total value of cryp-
tocurrency spending, or a constant rate of deflation
or inflation.?”

29. Jon Evans, “Enter the Blockchain: How Bitcoin Can Turn the Cloud Inside Out,” Techcrunch.com, March 22, 2014,
http://techcrunch.com/2014,/03/22 /enter-the-blockchain-how-bitcoin-can-turn-the-cloud-inside-out/ (accessed April 29, 2015).

30. Dwyer, “The Economics of Open Source and Free Software.” The question is whether there can be competition, and the answer is yes, as long

as the currencies are distinguishable and not perfect substitutes. See Dwyer, “The Economics of Bitcoin and Similar Private Digital Currencies.”

See also Ramon Marimon, Juan Pablo Nicolinie, and Pedro Teles, “Money Is an Experience Good: Competition and Trust in the Private
Provision of Money,” Journal of Monetary Economics, Vol 59, No. 8 (2012), pp. 815-825.

31.  For more on this issue, see George Selgin, “Less Than Zero: The Case for a Falling Price Level in a Growing Economy,” Institute of Economic
Affairs, 1997, and Michael D. Bordo, John Landon Lane, and Angela Redish, “Good versus Bad Deflation: Lessons from the Gold Standard Era,”
NBER Working Paper No. 10329, February 2004, http://www.nber.org/papers/w10329.pdf (accessed September 23, 2014).

32. Milton Friedman, The Optimal Quantity of Money and Other Essays (Chicago: Aldine Publishing Company, 1969).

33. Peercoin, http://peercoin.net/ (accessed June 23, 2015).

34. Freicoin, “Freicoin: A Peer-to-Peer Digital Currency Delivering Freedom from Usury,” http://freico.in/ (accessed June 23, 2015).

35. Pedro Franco, Understanding Bitcoin (Chichester, U.K.: John Wiley & Sons, Ltd., 2015), Ch. 11, summarizes the protocols for several

cryptocurrencies besides Bitcoin.

36. This requirement is an immediate implication of Marimon, Nicolinie, and Teles, “Money Is an Experience Good.”

37. George Selgin, “A Challenge to the Bitcoin Community,” Alt-M.org, May 2, 2013,

http://www.alt-m.org,/2013/05/02/a-challenge-to-the-bitcoin-community/ (accessed April 29, 2015.) An issue with any rule such as this is
that consistency of the amount of currency and the rule must be immediately and inexpensively verifiable with widespread agreement. This
could be done by tracking the prior days', months’, or years' transactions and alternating the growth rate with the growth rate of transactions.
It is hard to imagine how it would be possible to match a growth rate of spending on goods and services because that figure is only estimated
even for the United States and requires a trusted central authority to produce it.
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If successful, such a currency could offer a flexible
supply without a discretionary central bank.?® It is not
obvious that this sort of rule is feasible even if it might
be desirable, but the possibility of using the technology
in this way is just one of the reasons why policymakers
should resist regulations that stop further innovation.
Unsuccessful currencies will affect a few people alittle,
whereas successful ones can affect many people a lot.

Possible Impediments to
Widespread Bitcoin Use

A major deterrent to Bitcoin’s widespread accep-
tance as a currency is its volatile value. Much like any
currency, the market value of bitcoins fluctuates based
on supply and demand in an international market.?’
This value can be measured in terms of the dollar, the
euro, or any other currency. Compared to the dollar and
other well-established national currencies, the value
of bitcoins has been relatively volatile over time. For
instance, the maximum price for a trade on Bitstamp, a
U.K.-based exchange, was $1,163 on November 30, 2013.
The price on Bitstamp on March 3, 2014, was $586, a
decrease of 50 percent in about three months.*° It also
is true, though, that bitcoins were worth less than five
cents in their first trade on an exchange in 2010.

Such high volatility makes Bitcoin’s widespread use
asamedium of exchange less likely, but Bitcoin is a new
currency and uncertainty about its long-term value is

hardly surprising. Over time, Bitcoin’s volatility is likely
todecline, though whether it subsides at positive prices
forbitcoins or a price of zero is uncertain. The growth of
the number of bitcoins at a pre-determined rate, one key
benefit of the underlying technology, also contributes
to Bitcoin’s price volatility. In particular, a change in
demand for bitcoins can change only its price because the
quantity supplied cannot vary from the predetermined
number of bitcoins. Other problems that will have to be
sorted out over time include security, theft, and consumer
fraud issues, such as the theft of 650,000 bitcoins from
the Mt. Gox bitcoin exchange.* Ideally, policymakers
will avoid the temptation to resolve apparent problems
with regulatory fixes that go too far, thus preventing the
further use and development of the bitcoin technology.
Regulatory Issues Surrounding Bitcoin. Aswith
many financial regulatory matters, Bitcoin raises both
state and federal jurisdictional questions.** Aside from
taxes, most federal rules and regulations that apply to
Bitcoin deal with money transmission and anti-money
laundering (AML) laws. Some of these rules have their
genesis in the Bank Secrecy Act (BSA) of 1970, an Act
originally aimed at deterring foreign banks from laun-
dering criminal proceeds and helping people evade
federal income taxes.** The BSA gave banks an affir-
mative duty to report (to the Department of the Trea-
sury) cash transactions of more than $10,000, and it
criminalized the failure to report such transactions.**

38. Such a proposal would very much be in the spirit of Nobel Prize-winning economist Milton Friedman'’s idea of using a computer to set the
money supply rather than a discretionary central bank. See Deroy Murdock, “Milton and Rose Friedman Offer Radical Ideas for the 21st
Century,” Cato Institute Commentary, December 8, 1999, http://www.cato.org/publications/commentary/milton-rose-friedman-offer-radical-
ideas-21st-century (accessed May 5, 2015). Other economists have noted that if it were feasible to write and enforce a contract stipulating
the future quantity of money to be issued from now to eternity, a central bank could be credibly constrained even in a fiat money regime. See
Lawrence H. White, The Theory of Monetary Institutions (Malden, MA: Blackwell, 1999), p. 239.

39. Naturally, anything that affects the integrity of the Bitcoin network impacts the demand for bitcoins and, therefore, its value. Any

cryptocurrency must overcome this problem if it is to be widely accepted.

40. There are other ways to measure bitcoin volatility. See Dwyer, “The Economics of Bitcoin and Similar Private Digital Currencies.”

41, Charlie Osborne, “Police Suspect Mt. Gox Bitcoin Theft Was an Inside Job,” ZDNet, January 2, 2015,
http://www.zdnet.com/article/police-suspect-mt-gox-bitcoin-theft-was-an-inside-job/ (accessed June 23, 2015).

42. A full examination of state laws is beyond the scope of this Backgrounder, but Congress should consider the possible benefits of pre-empting
state registration requirements for money transmission businesses. The technological changes of the past few decades ensure that any
money transmitter, regardless of the state in which it is domiciled, can easily transfer funds across the entire globe.

43. Michael Levi and Peter Reuter, “Money Laundering,” in Crime and Justice: A Review of Research, Vol. 34, ed. by M. Tony (Chicago: University of

Chicago Press, 2006), pp. 289-375.

44, The $10,000 threshold applies to cash transaction reports (CTRs), but the regulations go well beyond CTRs and apply to many non-bank firms
as well. Casinos, for instance, have a $5,000 threshold for filing suspicious activity reports (SARs). Furthermore, some states have extended
AML rules and have given casinos a $3,000 multiple transaction log (MTL) threshold. These additional reports are required to deter criminals
from skirting the higher thresholds. Moreover, FiInCEN has the discretion to lower the $10,000 threshold. See news release, “FiInCEN Targets
Money Laundering Infrastructure with Geographic Targeting Order in Miami,” FinCEN, April 21, 2015, http://www.fincen.gov/news_room/nr/
html/20150421.html (accessed May 5, 2015). Also see American Gaming Association, “Best Practices for Anti-Money Laundering Compliance,”
December 2014, http://www.americangaming.org/sites/default/files/aga-best-practices-re-aml-compliance-122014.pdf (accessed May 5, 2015).
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The BSA was little used until it was amended by
the Money Laundering Control Act of 1986, an explic-
it component of the federal war on drugs and orga-
nized crime.* Finally, in the wake of 9/11, the USA
PATRIOT Act levied new rules on an expanded list
of financial institutions, and also imposed stricter
due-diligence and AML requirements. While there
is certainly anecdotal evidence of criminals who
would have otherwise evaded justice being success-
fully targeted by anti-money laundering laws, there
is, to date, no comprehensive study on the effective-
ness of anti-money laundering laws.*® Regardless,
BSA/AML requirements apply to many firms besides
banks, and businesses such as law firms, casinos, and
car dealers are now required to report cash transac-
tions of more than $10,000.*”

These BSA/AML rules have surely contributed to
existing firms’ hesitancy to use the Bitcoin technol-
ogy, as well as traditional banks’ reluctance to work
with Bitcoin-related companies.*® Firms simply can-
not legally transfer any type of funds without know-
ing their customer and having at least some idea of
where the funds originated; Bitcoin transactions do
not include the name or any other direct informa-
tion about the person sending or receiving bitcoins.
However, Bitcoin transactions are completed with
an address, which is why Bitcoin is often referred to
as pseudo-anonymous.

While legitimate businesses should not be penal-
ized for failing to know that their customers might
have engaged in criminal activity, prosecutors should

prosecute criminals for their crimes irrespective of
what kind of payment method they use.* Regard-
less of what the optimal AML regime may look like,
all financial services companies currently have to
adhere to these regulations. Most of the BSA/AML
rules deal directly with federal rules for transferring
money, and they are spread throughout several sec-
tions of the U.S. code.

Title 18 of the U.S. code, for instance, prohibits
the operation of an unlicensed money-transmitting
business, and also prohibits the knowing transfer of
funds derived from (or intended for) criminal activ-
ity.>® Title 18 considers a business unlicensed if it
fails to comply with federal “money transmitting
business registration requirements,” or if it operates
without a state license if one is required by the state.
Additionally, Title 31 of the U.S. code requires mon-
ey-transmitting businesses to register with the U.S.
Secretary of the Treasury.”® The Financial Crimes
Enforcement Network (FinCEN) is the bureau with-
in the Department of the Treasury that enforces
most of these federal BSA/AML regulations.

Current federal policies related to transfers of bit-
coins essentially treat cryptocurrency transmissions
as electronic transfers of U.S. dollars or other national
currencies. Current policy ensures—for now, at least—
that federal regulators will not treat individuals who
transfer bitcoins to each other as money transmitters.
FinCEN’s official guidance states: “A person that cre-
ates units of ... virtual currency and uses it to purchase
real or virtual goods and services is a user of ... virtual

45, Levi and Reuter, "Money Laundering,” p. 296.

46. One issue is that effectiveness is a debatable concept. For instance: Is the point of AML laws to prevent non-money laundering crimes, or
is it worthwhile to prohibit money laundering for its own sake? Is a regime more effective when reducing predicate offenses, or when
capturing proceeds from those crimes? Are anti-money laundering laws punitive, preventive, or remedial (returning money to victims)? Do
the proceeds from AMLs increase the overall effectiveness of law enforcement, by, for example, providing good enforcement incentives?
According to one in-depth analysis, “[money-laundering controls] are worthy of a serious research effort that they have not yet received.”

Ibid., p. 369.

47. In general, the rules apply to financial institutions as defined by Title 31 U.S. Code § 5312. Other than banks (broadly defined), casinos, and
government agencies, the U.S. Code identifies 19 classes of firms as financial institutions. The code also gives the Secretary of the Treasury
the authority to identify any other type of firm that he determines to be similar to any of those explicitly named in the statute.

48. To become widely accepted, Bitcoin must overcome many perceived deficiencies, such as the notion that it exists to facilitate criminal
activity. There is also good reason to believe that entrepreneurs are hesitant to invest in Bitcoin technology because the federal
government has prosecuted private companies that have tried to produce alternative currencies in the past. See Lawrence H. White,

“The Troubling Suppression of Competition from Alternative Monies: The Cases of the Liberty Dollar and E-Gold,” Cato Journal, Vol. 34,
No. 2 (Spring/Summer 2014), http://object.cato.org/sites/cato.org/files/serials/files/cato-journal/2014/5 /cato-journal-v34n2-5.pdf

(accessed May 6, 2015).

49, Similarly, willful ignorance should still be penalized in criminal cases, regardless of payment method.

50. 18 U.S. Code §1960.
51. 31U.S. Code § 5330.
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currency and not subject to regulation as a money
transmitter.”” Still, each U.S. state has the ability to
create its own set of regulations for cryptocurren-
cies.”® As Bitcoin becomes more widespread, states
may choose to bring Bitcoin under the ambit of their
current laws regarding other financial instruments.
To date, state regulations have not been overly bur-
densome for bitcoin users, because most states’ cryp-
tocurrency regulations treat bitcoin service providers
as traditional money transmission businesses.’* This
approach might be considered a significant financial
hurdle because many cryptocurrency businesses that
want to operate on a nationwide level have to register
separatelyin each state as money transmitters. Regard-
less of the optimal regulatory regime, the overall goal
should be to regulate all currencies, even cryptocur-
rencies, in a neutral fashion. Furthermore, some regu-
lators, such as those in New York and North Carolina,
have regulated transmission of bitcoins more explicitly.
New York’s newly finalized rules aim to regulate
“business involving Virtual Currency,” requiring
that such firms obtain approval from the New York
Department of Financial Services before starting
their business in New York.*® Furthermore, these
firms “must obtain the superintendent’s prior writ-
ten approval for any plan or proposal to introduce
or offer a new product, service or activity” or make

material changes if New York or New York residents
are involved. Bitcoin is an example of a virtual cur-
rency, and any business that, among other activi-
ties, transmits bitcoins, holds bitcoins for customers,
provides exchange services, or administers virtual
currency would qualify as a virtual currency busi-
ness. Requiring such prior approval even for alter-
ing the provision of these services has the potential
to drastically suppress the innovation of Bitcoin ser-
vice providers, just as it prevents innovation in other
money-transfer businesses. The most likely outcome
of these types of rules will be to deny a given state’s
residents the benefits of money-transfer services.

Rather than using existing statutory authority to cre-
atenewregulations, the North Carolina Commissioner
of Banks hasrequested that the General Assembly pass
arevised bill regulating money transmission business-
es. Unsurprisingly, there is some controversy regarding
North Carolina’s legislation.?® A large cryptocurrency
money transmitter is in favor of it; apparently, smaller
operations are opposed.®” North Carolina’s proposal
deals only with money transmission, which currently
isregulated, and does not single out cryptocurrency for
special regulation. According to the Commissioner of
Banks, the new plan clarifies the money transmissions
covered by state law and “defines virtual currency con-
sistently with federal financial regulation.”>®

52. For the most part, a FinCEN Guidance and a Treasury/FinCEN Final Rule have updated federal regulations for money service business (MSBs)
to allow digital currency transfers without additional burdens. See FinCEN, “Guidance: Application of FiInCEN's Regulations to Persons
Administering, Exchanging, or Using Virtual Currencies,” March 18, 2013,
http://www.fincen.gov/statutes_regs/guidance/html/FIN-2013-GO01.html (accessed June 23, 2015), and “Bank Secrecy Act Regulations;
Definitions and Other Regulations Relating to Money Services Businesses,” Federal Register, Vol. 76, No. 140 (July 21, 2011),
http://www.gpo.gov/fdsys/pkg/FR-2011-07-21/pdf/2011-18309.pdf (accessed May 4, 2015).

53. Regarding the state-federal relationship, 31 U.S. Code § 5330 (a)(3) explicitly states that it does not supersede “any requirement of State law

relating to money transmitting businesses operating in such State.”

54. International regulatory environments are beyond the scope of this Backgrounder, but there are many important international issues. China,
for example, has taken a much stricter approach than either the U.S. or Canada. See Ruben Alexander, “The Big Picture Behind the News of
China's Bitcoin Bans,” Bitcoin Magazine, May 6, 2014, https://bitcoinmagazine.com/12839/big-picture-china-bitcoin/ (accessed May 4, 2015).
Additionally, the United Kingdom Treasury has announced initiatives to begin to regulate digital currencies. A major aspect of the regulation
is applying AML regulation to digital currency exchanges in the U.K. See Joon lan Wong, “UK's Plans to Regulate Bitcoin Revealed in Treasury
Report,” CoinDesk, March 18, 2015, http://www.coindesk.com/breaking-uk-treasury-issues-landmark-digital-currencies-report/ (accessed
May 23, 2015), and Bryan Glick, “Budget 2015: First Look at the Policies for Technology,” Computer Weekly, March 18, 2015,
http://www.computerweekly.com/news/2240242539/Budget-2015-First-look-at-the-policies-for-technology (accessed June 23, 2015).

55. New York State Department of Financial Services, “New York Codes, Rules And Regulations Title 23. Department of Financial Services,”
June 3, 2015, http://www.dfs.ny.gov/legal/regulations/adoptions/dfsp200t.pdf (accessed August 5, 2015).

56. BitcoinRegs.org, “N.C. Legislators Want to Be the First to Regulate Bitcoin!” 2015, http://bitcoinregs.org/ (accessed May 22, 2015).

57. This may be related to the law's requirement: “An applicant shall possess and a licensee shall maintain at all times” a minimum net worth of
$250,000 calculated in accordance with generally accepted accounting principles. See General Assembly of North Carolina, House Bill 289,
March 19, 2015, http://ncleg.net/Sessions/2015/Bills/House/PDF/H289v1.pdf (accessed August 8, 2015).

58. Yessi Bello Perez, “North Carolina House Seeks Oversight of Bitcoin Activities,” CoinDesk, May 21, 2015,
http://www.coindesk.com/north-carolina-representatives-pass-bitcoin-bill-by-wide-margin/ (accessed May 22, 2015).
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Overall, the current approach has worked rea-
sonably well, but there is little doubt that further
developments in cryptocurrency regulation will fol-
low. There might be differences between traditional
money-transmission businesses and decentralized
cryptocurrencies, so a regulatory framework that
properly addresses these differences could benefit
both consumers and entrepreneurs. The nonprof-
it Coin Center has proposed such a framework that
that might inform policymakers.*®

At the very least, Coin Center’s proposed defi-
nition of cryptocurrency transmission tries to
address some of the key differences between tradi-
tional money transmitters and decentralized cryp-
tocurrencies. Additionally, two principles should
guide policymakers:

1. Regulations should focus on whether an interme-
diary can potentially “lose, misspend, immobilize,
or fail to protect a customer’s funds entrusted to
them”° to the extent that current law does not
address the issue.

2. Individuals should not be regulated like money
transmitters if they only buy and sell on their
own accounts.

These principles rely on the degree to which a
third-party intermediary serves its customers in a
positon of trust—in other words, the extent to which
they serve a fiduciary role. While a single entity could
produce a centrally issued cryptocurrency, no single
person or entity controls bitcoin production. Hence,
for person-to-person exchanges of bitcoins, no third
party has a fiduciary role.” For this reason, regula-

tions should not unduly interfere with the ability of
individuals to transfer cryptocurrency directly to
others. Not all bitcoin transactions are conducted
without third-party involvement, such as in the case
of some person-to-business payments, and appropri-
ate regulations should apply to intermediaries that
consumers trust to protect the value of their assets,
whether U.S. dollars or cryptocurrency.

In the case of intermediaries, regulations should
focus on intermediaries’ activities instead of the
technology. Consumer protection laws, for example,
should encourage disclosure and protect consum-
ers from fraud regardless of whether a third-party
intermediary allows consumers to use bitcoins or
MasterCard. Even in these cases, though, it is not
clear that many new regulations are needed because
bitcoin service providers do not operate outside the
bounds of the legal system. Fraud is a civil and crimi-
nal offense, whether committed by a bitcoin service
provider or by anyone else. Nonetheless, regulation
could improve rather than hinder the development
of Bitcoin if it provides a basic framework that helps
consumers distinguish between reputable and fraud-
ulent enterprises.5?

The government should not require firms to
receive permission for undertaking or ceasing
activities or otherwise interfere with entrepreneurs’
operations and innovations in the technology and
its adoption. Just as some light-touch regulation
has the potential to help Bitcoin technology develop
further, regulation can have the unintended effect
of moving cryptocurrency development and further
innovations out of a state or out of the United States
altogether. This negative effect is most likely if reg-
ulations focus on (1) controlling developments rath-

59. Peter Van Valkenburgh and Jerry Brito, “State Digital Currency Principles and Framework,” Coin Center Report Version 1.1, May 19, 2015,
https://coincenter.org/category/publications/reports/?future=false (accessed June 23, 2015). The publication also addresses a recent
proposal by the Conference of State Bank Supervisors. For more on this proposal, see Jim Harper, “Draft Model Regulatory Framework for
Digital Currency Regulatory Regimes,” Cato Institute Public Comments, February 9, 2015,

http://www.cato.org/publications/public-comments/draft-model-regulatory-framework-digital-currency-regulatory-regimes

(accessed May 5, 2015).

60. Valkenburgh and Brito, “State Digital Currency Principles and Framework,” p. 5.

61. Certain bitcoin service providers, such as those who provide security based on multi-signature addresses, appear to be at a high risk of
running afoul of regulations on technical grounds. For more on this issue, see Jerry Brito, “Case Wallet: A Possible Case Study in Unintended

Consequences,” Coin Center, May 5, 2015,

https://coincenter.org/2015/05/case-wallet-a-possible-case-study-in-unintended-consequences/ (accessed May 5, 2015).

62. Even when focused on fraud prevention, there are reasons to be dubious about how much regulation can accomplish. Despite very strict
regulation and a fiduciary requirement prohibiting it, MF Global Holdings, Ltd. unsuccessfully tried to use customers’ funds to stave off
bankruptcy. See Joseph Checkler, “MF Global Investors Seek Final Approval of Settlement,” The Wall Street Journal, May 18, 2015,
http://www.wsj.com/articles/mf-global-investors-seek-final-approval-of-settlement-1431977095 (accessed June 1, 2015).
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er than overseeing them to help consumers distin-
guish between reputable and fraudulent enterprises,
or (2) protecting existing firms from competition.

Capital Gains Taxes. Taxes affect every aspect
of the economy, and Bitcoin is no exception. In
March 2014, the Internal Revenue Service (IRS)
announced that it would treat cryptocurrencies
as property for U.S. tax purposes, a decision that
exposes bitcoin users to certain taxes.®® In general,
the income tax imposes a tax on capital gains when
an asset is sold, and the amount of tax is a function
of the applicable capital gains tax rate times the net
capital gain. The net capital gain is generally the
price realized when the asset is sold minus the cost
of acquiring the asset, and the applicable tax rate
depends on one’s income bracket and whether the
asset has been held for more than one year.** The
tax rate is generally lower if the asset has been held
for more than one year. (This case is called a long-
term capital gain.)

Since the IRS treats (effectively all) alternative
currencies as assets, every cryptocurrency transac-
tion is a taxable event and is reportable on Schedule
D of the taxpayers’ Form 1040 (or, if a business, the
analogous business tax form).*® The price realized in
dollars when the cryptocurrency is sold, less the cost
in dollars of acquiring the cryptocurrency, will give
rise to a capital gain or loss. This gain (or loss) may
be long-term or short-term, depending on whether
the cryptocurrency was acquired more than a year
before. If the cryptocurrency is used to acquire a
good, service, or asset, the measure of the price real-
ized would be the fair market value in U.S. dollars of
the good, service, or asset acquired.

Furthermore, a person using an alternative cur-
rency to acquire an asset, good, or service may be

deemed as engaging in a barter transaction as part
of a barter exchange, particularly if he regularly
serves as a “middleman” or buys and sells via an
“organization of members providing property or
services who jointly contract to trade or barter such
property or services.”®® In this case, a bitcoin user
would be required to file a Form 1099-B (Proceeds
from Broker and Barter Exchange Transactions)
for each transaction, providing the name, tax num-
ber, and address of the seller as well as transaction
information. Failure to report these transactions
is subject to a penalty of $50 per transaction not
reported ($100 if the failure was intentional). Those
who pay wages or salaries in bitcoins or pay inde-
pendent contractors in bitcoins would be subject
to the same reporting requirements as if they paid
in dollars.

The current tax treatment creates a major barrier
to the widespread use of cryptocurrencies (as well as
other alternative currencies), and there are at least
two possible solutions. To resolve these issues, Con-
gress could adopt a fundamental tax reform plan in
which financial transactions are irrelevant to deter-
mining the tax base or one in which capital gains are
not taxed. The Hall-Rabushka Flat Tax on incomes
or a national value-added tax, such as the Fair Tax,
in the place of an income tax would accomplish this
goal.” As a more likely near-term solution, Congress
could amend the Internal Revenue Code to make
gains or losses nontaxable when they are attribut-
able to the purchase or sale of cryptocurrencies or
other alternative currencies.®® Either way, Congress
should remove this tax barrier to the widespread use
of bitcoins and other cryptocurrencies, as well as
other alternative currencies.

63.

“IRS Virtual Currency Guidance,” Internal Revenue Bulletin, 2014-16, Notice 2014-21, April 14, 2014,

http://www.irs.gov/irb/2014-16_IRB/ar12.html (accessed May 29, 2015). While this treatment creates difficulties, the alternative—treating
bitcoins as a foreign currency and subjecting holders of bitcoins to the tax rules that apply to foreign-exchange traders—would have been

more expensive to holders of Bitcoin and therefore worse. Similar tax issues have arisen in Australia, and probably in other countries.

64.
65.
66.
67.

Internal Revenue Code §1(h).

IRS, “Schedule D (Form 1040) Capital Gains and Losses,” http:/www.irs.gov/pub/irs-pdf/f1040sd.pdf (accessed June 23, 2014).
Internal Revenue Code section 6045; 26 CFR 301.6721-1 “Failure to file correct information returns.”

David R. Burton, “Four Conservative Tax Plans with Equivalent Economic Results,” Heritage Foundation Backgrounder No. 2978,

December 15, 2014, http://www.heritage.org/research/reports/2014/12/four-conservative-tax-plans-with-equivalent-economic-results.

68.

Specifically, Congress could amend Internal Revenue Code §1001 (relating to the determination of amount of and recognition of gain or loss)

to exclude gain or loss arising from the sale of alternative currencies (including cryptocurrencies, private currencies, gold, silver, and other
alternatives). Alternatively, Congress could add a new section to Part Il of Subchapter B of Chapter 1 of the Internal Revenue Code (relating to
items specifically excluded from gross income) excluding from gross income gains (or losses) arising from sales of cryptocurrencies.
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Why Shouldn’t People
Be Allowed to Use Bitcoin?

Mutually beneficial exchange is the central ele-
ment of economic freedom; this centrality extends to
the right to choose a preferred medium of exchange.
Many people, even many economists, now assume
that economic progress requires government pro-
vision of money. Economic theory and a wealth of
experience indicate otherwise. It is easily forgot-
ten, but money often developed in private markets
and was monopolized later by government authori-
ties who wanted the revenue from creating money.%
Even today, seigniorage (the profit that government
makes from printing money) is a significant means
of financing, and is used by the federal government
to reduce what it must borrow from the public to

fund its debt. The fact that cryptocurrencies are not
legal tender in most countries tells us nothing about
whether people will use them.”

Government coins have a long history, going back
to ancient Athens. Private coins and later private
currencies have a long history as well. Many mon-
ies were common tender before they were legal ten-
der, and legal tender laws then generally protected
government monopolies.”” The international preva-
lence of government money monopolies reveals more
about the desire of government authorities for rev-
enue than about the preferences of people who use
money.”? At this stage, though, it would be very dif-
ficult for any privately produced money to replace an
established national currency.

69. For an overview of the international experience, see Benn Steil and Manuel Hinds, Money, Markets, and Sovereignty (New Haven, CT: Yale

University Press, 2009), pp. 67-106.

70 The word “tender” in the context of money means “an offer of money; the act by which one produces and offers to a person holding a claim

or demand against him the amount of money which he considers and admits to be due, in satisfaction of such claim or demand, without any
stipulation or condition.” The Law Dictionary, at http://thelawdictionary.org/tender/ (accessed September 12, 2015). Absent a law requiring
otherwise, a claimant would be entitled to receive from the claimant’s debtor in satisfaction of the debt the agreed amount of the type of

“money” that the claimant and the debtor had agreed the debtor would use to pay the debt, which could be the currency of a country or some

other agreed-upon store of value, such as Bitcoin. However, many countries have enacted laws, commonly called “legal tender” laws, that

mandate acceptance of the country's currency as a means of payment of a debt between private parties, even if the private parties have

agreed on a different kind of “money” as the means of payment. When such a “legal tender” law is in force, the debtor can still pay off the
debt to the claimant in the agreed-upon type of money, but such a law gives the debtor a second option, to tender instead the proper amount
of the country’s currency as satisfactory payment of the debt. For the United States, Congress has provided by law that “United States coins
and currency (including Federal reserve notes and circulating notes of Federal reserve banks and national banks) are legal tender for all debts,
public charges, taxes, and dues. Foreign gold or silver coins are not legal tender for debts.” 31 U.S. Code § 5103. Congress enacted the legal
tender statute and the coinage prohibition statute in the implementation of its constitutional powers “To borrow money on the credit of the

United States,” “To regulate Commerce with foreign Nations, and among the several States,” “To coin Money, regulate the Value thereof,
and of foreign Coin,” and “To provide for the Punishment of counterfeiting the ... current Coin of the United States.” U.S. Const., art. |, sec. 8.
The Constitution also provides that “No State shall ... coin Money; emit Bills of Credit; make any Thing but gold and silver Coin a Tender in

Payment of Debts.” U.S. Const,, art. |, sec. 10.

71. Forinstance, in China, as late as the 1890s, gold and silver functioned as money without any form of government approval. See William
Ridgeway, The Origin of Metallic Currency and Weight Standards (Cambridge University Press, 1892), p. 10. In the U.S,, the first legal tender laws
were passed during the Civil War with the government issuance of a currency known as Greenbacks. While Greenbacks were not officially
redeemable in specie, there was a widespread expectation—and a government promise—that specie redemption would occur after the war.
See, for example, Kristen Willard, Timothy Guinnane, and Harvey Rosen, “Turning Points in the Civil War: Views from the Greenback Market,”
NBER Working Paper, No. 5381, December 1995, http://www.nber.org/papers/w5381.pdf (accessed July 7, 2015). Additionally, former Federal
Reserve Chairman Arthur Burns concluded, from a “wide-ranging review of anthropological and numismatic evidence,” that the use of
precious metals and coins as monies evolved prior to government monopolies over money. See George Selgin and Lawrence White, “How
Would the Invisible Hand Handle Money?" Journal of Economic Literature, Vol. 32, No. 4 (December 1994), p. 1721.

72. For afull discussion of the historical development of monopoly-privileged central banking in developed countries, see Vera C. Smith, “The
Rationale of Central Banking and the Free Banking Alternative” (Westminster, England: P.S. King & Son Ltd., 1936; Liberty Fund reprint, 1990),
http://If-oll.s3.amazonaws.com/titles/1413/0100_Bk.pdf (accessed August 5, 2015). In the late 19th and early 20th centuries, central banks
were promoted as a way to stabilize currency shortages and the overall economy. For the U.S., evidence exists that the Federal Reserve has

not, overall, fulfilled these promises. For a comprehensive review, see George Selgin, William Lastrapes, and Lawrence White, “"Has the Fed
Been a Failure?" Journal of Macroeconomics, Vol. 34 (2012), pp. 569-596. Also see Norbert J. Michel, “Federal Reserve Performance: Have
Business Cycles Really Been Tamed?" Heritage Foundation Backgrounder No. 2965, October 24, 2014,
http://www.heritage.org/research/reports/2014/10/federal-reserve-performance-have-business-cycles-really-been-tamed, and Norbert J. Michel,
"Federal Reserve Performance: What Is the Fed's Track Record on Inflation?” Heritage Foundation Backgrounder No. 2968, October 27, 2014,
http://www.heritage.org/research/reports/2014/10/federal-reserve-performance-what-is-the-feds-track-record-on-inflation.

14



BACKGROUNDER | NO. 3047
SEPTEMBER 16, 2015

People prefer to have their receipts and expens-
es in the same currency, and there are advantages of
using the same currency as used by others.” It is hard
to imagine Bitcoin replacing an established national
currency such as the U.S. dollar if the Federal Reserve
acts as even a moderately good steward of the national
currency. On the other hand, people might prefer to
use bitcoins rather than a currency such as the Zim-
babwean dollar, which eventually included bills in the
amount of 100 trillion in 2008. Countries with capital
controls have found it expedient to attempt to restrict
citizens’ use of bitcoins because bitcoins can be used
to evade such controls. There is no other obvious eco-
nomic-policy rationale for restricting use of bitcoins
besides shielding the government’s production of
money from competition. Monetary policy is likely to
be worse when shielded from competition, and better
when competing against alternative monies.

Aswith any privately produced good or service, no
inferiorformofmoneywouldbeexpectedtoreplacean
economy’s preferred medium of exchange.”*Allowing
people to hold and use the money they prefer will not
solve all economic problems, but neither will legal
restrictions and government monopoly. Policymak-
ers should apply this perspective to the theoretical
case for privately produced money as well as to the
history of successful competitively issued money
regimes.” More than 60 episodes of competitive pri-

vate note issue have been identified, with well-stud-
ied episodes in Scotland, the U.S., Canada, Sweden,
Switzerland, and Chile.” Even in the United States, a
federal government monopoly of currency issuance
did not exist before 1863.

Although competitive note issue in the United
States often receives most of the blame for the coun-
try’s monetary instability prior to the 1900s, that
aspect of the banking system actually worked rea-
sonably well. Government regulations were major
causes of monetary difficulties in the U.S.”” In fact,
before the Federal Reserve was created, private
clearing houses (and sometimes banks) issued emer-
gency currencies that successfully stemmed several
banking panics caused by such shortages.”

In some countries, privately produced money
sometimes rivaled government money when the cen-
tral authority failed to provide an adequate supply.
For instance, during the early stages of the industrial
revolution in Great Britain, private companies minted
coins that were rapidly accepted and ultimately served
as a preferred medium of exchange for nearly 40 years,
until the government stopped the practice.”?Aside
from the typical metallic and paper money inside a
nation’s banking system, there are also many exam-
ples of spontaneously developed private monies.

In the United States, Canada, and Mexico, for
instance, thousands of companies created private

73. Gerald P. Dwyer and Margarita Samartin, “Why Do Banks Promise to Pay Par on Demand?" Journal of Financial Stability, Vol. 5, No. 2 (2009),

pp. 147-169.

74. The concept known as Gresham'’s law—that bad money drives good money out of circulation—is sometimes erroneously invoked as an
argument against currency competition. Gresham'’s law applies when government regulation requires different monies to be traded at the

same price irrespective of the value to consumers and firms. A more general implication is that people conduct exchanges with the type of
money that involves the least sacrifice. Thus, ultimately, the best money wins out. See Robert Mundell, “Uses and Abuses of Gresham’s Law
in the History of Money,” Zagreb Journal of Economics, Vol. 2, No. 2 (1998), pp. 3-38, http://www.columbia.edu/~ram15/grash.html
(accessed June 23, 2015), and George Selgin, “Salvaging Gresham'’s Law: The Good, the Bad, and the lllegal,” Journal of Money, Credit and

Banking, Vol. 28, No. 4, Part 1 (1996), pp. 637-649.

75. For an overview of the theoretical issues and the economics literature, see George A. Selgin and Lawrence H. White, “How Would the Invisible
Hand Handle Money?" Journal of Economic Literature, Vol. 32, No. 4 (1994), pp. 1718-1749.
76. Kurt Schuler, “The World History of Free Banking,” in The Experience of Free Banking, ed. by Kevin Dowd (London: Routledge, 1992), pp. 7-47;

Kevin Dowd, “Introduction,” in The Experience of Free Banking, pp. 1-6; and Ignacio Briones and Hugh Rockoff, “Do Economists Reach a
Conclusion on Free-Banking Episodes?” Econ Journal Watch, Vol. 2, No. 2 (1995), pp. 279-324.

77. Gerald P. Dwyer, “Wildcat Banks, Banking Panics and Free Banking in the United States,” Federal Reserve Bank of Atlanta Economic Review,
Vol. 81, No. 6 (1996), pp. 1-20, and Lawrence H. White, “Free Banking in History and Theory,” in Renewing the Search for a Monetary Constitution,
ed. by Lawrence H. White, Viktor J. Vanberg, and Ekkehard A. Kohler (Washington, DC: Cato Institute, 2015), pp. 195-196.

78. Richard Timberlake, “The Central Banking Role of Clearinghouse Associations,” Journal of Money Credit and Banking, Vol. 16, No. 1 (1984), and
Elmus Wicker, Great Debate on Banking Reform: Nelson Aldrich and the Origins of the Fed (Columbus, OH: Ohio State University Press, 2005).

79. George Selgin, Good Money: Birmingham Button Makers, the Royal Mint, and the Beginnings of Modern Coinage, 1775-1821; Private Enterprise and
Popular Coinage (Oakland, CA: The Independent Institute, 2011). Similarly, private mints in California arose to meet the demand for money
during the California gold rush of the 1800s. See White, “The Troubling Suppression of Competition from Alternative Monies: The Cases of

the Liberty Dollar and E-Gold.”
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types of money referred to as scrip. The scrip—very
similar to a basic IOU—was intended for use by
employees in company-owned stores, had no con-
nection to a bank of any kind, and did not depend on
redeemability in a national currency.®’ In the United
States, scrip circulated as recently as 1958, and it was
sometimes accepted at independent stores.?! During
the 1970s, several Las Vegas casinos produced their
own token slot coins intended for use in their respec-
tive casinos, but they soon circulated well beyond
these locations. Eventually, rival casinos accepted
the coins, and various local businesses even accepted
them for retail purchases.

Mutually beneficial exchange is

the central element of economic
freedom; this centrality extends to the
right to choose a preferred medium
of exchange.

On a much larger scale, private markets began pro-
ducing money-substitutes in response to the high infla-
tion and related dislocations in the 1970s.% The euro-
dollar market (dollar deposits in European banks), for
instance, developed into a wholesale market on which
banks, nonbank financial firms, and nonfinancial cor-
porations still rely to borrow and hold deposits. Dur-
ing this same time period, the success of money mar-
ket mutual funds and negotiable order of withdrawal
accounts ultimately forced federal regulators to relax
interest rate controls on bank deposits. Even though
U.S.regulators gave up trying to limit interest rates on
deposits in banks, the U.S. government maintained its
monopoly control over currency issue.

What Congress Should Do

Bitcoinis a privately produced cryptocurrency that
is neitherissued by a government nor backed by a phys-
ical commodity. Bitcoin’s underlying technology is the
blockchain, and it could ultimately prove beneficial to
any endeavor that relies on time-stamped electronic
records. Bitcoin’s success should motivate policymak-
ers to resist burdensome regulations that single out
Bitcoin’s development. In particular, Congress should:

= Focus on general rules concerning contracts,
disclosure, and fraud prevention. Regulations
run the real risk of doing nothing but conferring
advantages on incumbent money-transmission
firms. Many, perhaps most, bitcoin service provid-
ers do not undertake a fiduciary role for their cus-
tomers. Regulations should be guided by the level
of control a firm has over customer funds. Govern-
ment should focus regulatory efforts on general
rules concerning contracts, disclosure, and fraud.

= Remove barriers to entry in the market for
money. The privately produced cryptocurrency
bitcoin is just one example of a market innova-
tion that allows people to choose their own medi-
ums of exchange. The following barriers should
be addressed.

m Modify Capital Gains Tax Laws. Although it
would be preferable for Congress to adopt a fun-
damental tax reform plan that determines the
tax base without regard to financial transac-
tions or leaves capital gains untaxed,?* Congress
should at least amend the Internal Revenue Code
to provide that gains or losses attributable to the
purchase or sale of alternative currencies are
not taxable.

80. Richard H. Timberlake, “Private Production of Scrip-Money in the Isolated Community,” Journal of Money, Credit, and Banking, Vol. 19, No. 4

(November 1987), pp. 437-447.

81. Ibid. The fact that scrips circulated in local areas does not, of course, suggest that they were on an equal footing with the national currency.

Still, these private companies provided a type of money substitute that worked reasonably well for a limited purpose.

82. David Glasner, Free Banking and Monetary Reform (New York: Cambridge University Press, 1989), pp. 155-180.

83. The U.S. government maintains exclusive control over base money (currency plus banks' reserves) in the banking system by virtue of a

monopoly on currency issued within its borders and reserve requirements. It has less immediate control over broader categories of the money

supply although it collects revenue through reserves held by banks. The government can collect revenue just as if it created the deposits
itself by setting the required reserves ratio appropriately. See Gerald P. Dwyer and Thomas R. Saving, “Government Revenue from Creation of
Government and Private Money,” Journal of Monetary Economics, Vol. 17, No. 2 (1986), pp. 239-249. The federal government collects no such
direct revenue from alternatives outside banks, such as money market mutual funds or cash management accounts.

84. See Curtis S. Dubay and David R. Burton, “A Tax Reform Primer for the 2016 Presidential Candidates,” Heritage Foundation Backgrounder
No. 3009, April 7, 2015, http://www.heritage.org/research/reports/2015/04/a-tax-reform-primer-for-the-2016-presidential-candidates.
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m  Modify statutes concerning coinage to make clear

that they do not prohibit honestly making alter-
native coinage and using it in private transac-
tions. To protect coins issued as U.S. currency
by the federal government and to protect those
who use them, federal statutes prohibit mak-
ing counterfeit U.S.-minted coins or otherwise
passing off non-U.S.-minted coins as if they
were genuine U.S.-minted coins.?® From their
text, the statutes appear intended to prevent
any pretense (either by appearance or use) that a
non-government coin is a government coin. The
statutes do not appear designed to prohibit pri-
vate contracts in which the parties to the con-
tract choose to accept in exchange for goods or
services non-government coins that are clearly
identified and understood by all parties to be
non-government coins (that is, there is no coun-
terfeiting or deceit involved). However, a recent
court case has led to some misunderstanding
concerning the permissibility of private mint-
ing of, and private use of, non-government
coins.®® Congress should modify federal coinage
laws to make clear that such laws permit private
minting and use in private contracting of coins
in situations that do not involve counterfeiting
or deceit. Such modifications would both fully
protect the government’s interest in the mint-
ing and use of its own coins and the liberty of
contract among private parties who wish to use
privately minted coins, that are clearly identi-
fied as such and understood by all parties to be
such, in their commercial transactions.

m Address bank secrecy and anti-money launder-

ing laws. Cryptocurrencies should not be held
to higher or lower standards than traditional
financial companies. Legitimate businesses
should not be penalized for failing to know that
their customers might have engaged in crimi-
nal activity. Prosecutors should prosecute
criminals for their crimes irrespective of what
kind of payment method they use. Congress
should also examine the possibility of creating
afederal plan for licensing money transmitters
so that firms can avail themselves of either the
federal plan or states’ plans, just as banks can
obtain federal or state charters.

Modify legal tender laws to respect freedom of
private contracting. Legal tender laws allow
courts to force people to accept a certain
amount of U.S. currency to satisfy debts even if
they contracted for delivery of something else.
If people want to transact in cryptocurren-
cies, gold, or, for that matter, beaver pelts,
they should be allowed to do so. Congress
should modify legal tender laws to provide for
enforcement of the methods of payment for
which private contracts provide. Such a modi-
fication would protect the freedom of contract
among private parties and would not affect
the status of U.S. currency as legal tender for
payment of taxes.

85. See, for example, sections 485, 486, 489, and 490 of Title 18 of the U.S. Code.

86.

In United States v. von Nothaus, Crim. No. 5:09¢cr27, 2014 WL 5817559 (W.D.N.C. Nov. 10, 2014), the U.S. District Court for the Western
District of North Carolina stated, in part 2 of its opinion upholding a conviction under 18 U.S.Code §486, that “[t]he Constitution does not
expressly state within Article |, Section 8, clause 5 that the Congressional power to coin money is ‘exclusive.” Nonetheless, the exclusive power
of Congress and the federal government can be reasonably inferred from the fact that in Section 10 of Article 1, the Constitution expressly
prohibits States from coining money” (citations omitted). The Court further said that “this Court so finds as a matter of law, that Congress
indeed possesses the power to criminalize an individual's minting of coinage, whether in resemblance of U.S. coins or of original design, that
is intended for use as current money.” As a result of those statements, concern has arisen about whether individuals can make coins—even
of metals, shapes, colors, and designs wholly and unmistakably different from U.S.-minted coins—and whether individuals could by private
contract agree to accept those coins in private transactions in exchange for goods or services. The concerns are not allayed by the statement
that also appears in the von Nothaus opinion that “the Government did not contend at trial, and the Court does not find herein, that private
barter systems are illegal.” (citation omitted). It should be noted that, in the von Nothaus case, the jury found that the coins were implicitly

“counterfeit,” according to the Court. United States v. von Nothaus, Crim. No. 5:09¢r27, 2014 WL 6750312 (W.D.N.C. Dec. 1, 2014) ("The jury
in the underlying criminal prosecution found, by way of its guilty verdict, that the coins introduced into evidence were, in fact, ‘counterfeit.’
While not identified to the jury as an essential element of the §485 offense, the counterfeit nature of the Liberty Dollar coins in evidence was
nonetheless implicitly found.” (footnote omitted)).
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