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Late last year, President Barack Obama announced 
that the Department of Homeland Security 

(DHS) would provide work authorization and pro-
tection from deportation to as many as 5 million 
unlawful immigrants. One of the side effects of that 
announcement is the distraction syndrome. In gov-
ernment, senior leadership focus on, at most, two or 
three issues at a time. When something as massive 
in scope and as controversial in nature as the immi-
gration deferral is undertaken, it necessarily sucks 
all the air out of other initiatives and results in the 
harmful redirection of attention and resources from 
other pressing homeland security issues. In order to 
implement the President’s sweeping order, DHS Sec-
retary Jeh Johnson and other leaders at DHS will 
simply not have the time, money, or manpower to 
make important reforms to these other areas of crit-
ical importance. It falls to Congress to correct these 
misplaced priorities.

A serious problem at DHS is its management struc-
ture. For too long DHS has been characterized by dis-
organization, low morale, and a lack of clear lines of 
authority. It is time to fix the problem, lest Americans 
continue to be saddled with a dysfunctional agency. 
It is in everyone’s best interest that DHS work as it 
was advertised, and it is past time for reform.

DHS Challenges
By any measure, DHS faces a number of chal-

lenges that it has yet to adequately address. DHS 
has been given a difficult mission and it has not yet 
been able to achieve the synergies required to carry 
out that mission. Some of the constraints are inter-
nal to the department, some are external. What-
ever their source, they need to be addressed.

Americans should consider, first, the limitations 
imposed on DHS’s capabilities by its failure to fully 
integrate the department’s management structure. 
The Government Accountability Office (GAO) has 
characterized them this way:

While challenges remain for DHS to address 
across its range of missions, the department has 
made considerable progress in transforming its 
original component agencies into a single cabi-
net-level department and positioning itself to 
achieve its full potential. Important strides have 
also been made in strengthening the depart-
ment’s management functions and in integrat-
ing those functions across the department, par-
ticularly in recent years. However, continued 
progress is needed in order to mitigate the risks 
that management weaknesses pose to mission 
accomplishment and the efficient and effective 
use of the department’s resources. In particular, 
the department needs to demonstrate contin-
ued progress in implementing and strengthen-
ing key management initiatives and addressing 
corrective actions and outcomes.1
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Thus, for example,

because of acquisition management challenges, 
some currently deployed technologies were not 
appropriately tested and evaluated or do not meet 
intended requirements, such as Advanced Imaging 
Technology and explosives detection systems. Addi-
tionally, DHS does not have modernized financial 
management systems, affecting its ability to have 
ready access to reliable information for informed 
decision making. Further, human capital manage-
ment challenges at DHS’s Federal Protective Service, 
such as the lack of assurance that its contract guards 
received the training and certifications required to 
stand post at federal facilities, hampered the agen-
cy’s ability to protect federal facilities.2

To put it in broader terms, of the 31 key actions 
and outcomes identified by the GAO as management 
challenges in 2010, as of December 2014 only six 
have been fully addressed by the department. Of the 
remaining, 16 are only partially addressed and seven 
more of the critical areas of concern have barely had 
remedial action “initiated.”

The management weaknesses identified by the 
GAO have real-world operational effects. As he depart-
ed the Senate, longtime homeland security commit-
tee member Senator Tom Coburn (R–OK), identi-
fied several operational failures that are partially the 
result of management weaknesses. These include:

■■ DHS spent $50 billion over the past 11 years on 
counterterrorism programs, including homeland 
security grants and other anti-terror initiatives, 
but the department cannot demonstrate that the 
nation is more secure as a result.

■■ As of December 2014, 700 miles of the southern 
border remain unsecured.

■■ DHS is not effectively administering or enforcing 
the nation’s immigration laws, and only three in 
100 illegal border crossers will ever be deported.

■■ DHS spends more than $700 million annually to 
lead the federal government’s efforts on cyberse-
curity, but struggles to protect itself, and cannot 
protect federal and civilian networks, from the 
most serious cyber attacks.

■■ DHS has spent $170 billion in response to natural 
disasters since 2002, in part because of an increased 
federal role in which the costs of small storms are 
declared spending for “major disasters.”3

Meanwhile, the consequences of weak manage-
ment at DHS have taken a toll on the staff. Morale 
at DHS has cratered.4 A cautionary tale is the level 
of morale at the National Protection and Programs 
Directorate (NPPD), which handles most critical-
infrastructure and cyber-protection duties in DHS. 
In 2014, the NPPD was ranked 308 of 315 subcom-
ponents in the federal government.5 Pay was not the 
central issue—it was the lack of leadership, training, 
and performance-based rewards. Nor is the NPPD 
unique at DHS. Indeed, seven of the 15 lowest-ranked 
subcomponents to work for in the federal government 
are within DHS—including the Office of the Secretary 
and the Management Directorate. The three worst 
subcomponents are in DHS: Intelligence & Analysis, 
Immigrations and Customs Enforcement, and Sci-
ence & Technology. DHS is also rated the worst large 
agency to work for (number 19 of 19), well behind the 
second-worst agency, the Veterans Administration.
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Finally, no summary of the management prob-
lems at DHS would be complete without laying at 
least some of the blame at Congress’s doorstep. As 
a recent report by the Aspen Institute makes clear,6 
Congress has created a dysfunctional oversight 
system that hampers effective management of the 
department. A wide array of groups have echoed that 
concern, using descriptions like “balkanized and 
dysfunctional”;7 “jurisdiction…carved up to accom-
modate antiquated committee structures”;8 “dupli-
cative and wasteful”;9 and a “crushing … failure.”10 
In the past, The Heritage Foundation has, accurately, 
called the system “byzantine.”11

Fixing the Problem
To reform DHS, Congress and DHS itself should:

■■ Prioritize high-risk areas of concern. As 
noted, in September 2010, the GAO identified 31 
actions and outcomes that are critical to address-
ing the challenges within DHS’s management 
areas and in integrating those functions across 
the department. None of these are in the least 
bit “sexy” in the same way that operational activ-
ities are, but all of them are vital to an effective 
department. They include challenges with acqui-

sition, information technology, and financial and 
human capital management that have resulted in 
performance problems and mission delays.

■■ Focus on high-level managerial engagement. 
The Secretary, Deputy Secretary, and Under 
Secretary for Management of Homeland Secu-
rity must give daily evidence of their support for 
addressing the department’s management chal-
lenges. Some progress has, in fact, been made for 
institutionalizing managerial control,12 but as the 
fact that 23 of 31 critical areas remain substan-
tially unaddressed demonstrates, more improve-
ment is needed. DHS should also empower the 
Policy Department to help the Secretary drive 
organizational reforms.13 If DHS is unable to cen-
tralize management authority, Congress should 
act to reform the department.

■■ Streamline congressional oversight. Finally, 
DHS needs to invest resources in the education 
and persuasion of Congress so that oversight of 
the department is suitably streamlined. As the 
Aspen Institute put it, “DHS should have an over-
sight structure that resembles the one governing 
other critical departments, such as Defense and 
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Justice.” In other words, there should be a prin-
cipal single committee that has primary juris-
diction over DHS legislation as well as principal 
responsibility for overseeing implementation.

Better Priorities for Homeland Security
In defending and justifying the President’s execu-

tive action on immigration, Secretary Johnson talked 
about the need to prioritize scarce resources for immi-
gration enforcement. With DHS’s leadership now 
focused on implementing and defending the execu-
tive action, it has implicitly prioritized the President’s 
executive action over other important homeland secu-
rity issues. With scarce time and resources to under-
take other meaningful reforms, all Americans are at 
risk as important reforms are left behind.
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